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CHAPTER 4

4-000 General Audit Requirements

4-001 Scope of Chapter

This chapter presents general guidance and basic auditing concepts and techniques to
assist the auditor in accomplishing the objective of contract auditing. Amplification of this
guidance will befound in later chapters and appendixes.

4-100 Section 1 --- FAO Coordination with Procurement and Contract
Administration Personnel

4-101 Introduction

This section presents guidance on general coordination with procurement and contract
administration personnel.

4-102 Coordination with Contractor and Gover nment Contract Administration
Per sonnel

a. The maintenance of effective communications and interface with the people with
whom DCAA is involved on a day-to-day basis is an important aspect of the audit func-
tion and is referenced in various sections of CAM.

b. Periodic visits are made to various field audit offices by DCAA regiona personnel
(RD, DRD, RAM) in conjunction with reviews of the adequacy and status of audits per-
formed by such FAOs. Occasional visits are also made to FAOs by members of the
DCAA Headquarters staff in connection with their assigned duties. In view of the impor-
tance of effective communication, regional and Headquarters personnel should, during
visits to FAOs, make a reasonable attempt to arrange for meeting with appropriate con-
tractor and Government contract administration officials. The primary purpose of such
meetings is to provide contractor and Government representatives with an opportunity to
express their views on relationships with DCAA and any significant developments or
problems where DCAA may be involved or be able to provide assistance. In addition, it is
expected that significant audit matters and problems requiring the cooperation or assis-
tance of contractor or Government contract administration personnel would be discussed
at these meetings. Discussions should be informa and conducted with an objective of
mutual benefit.

c. In the case of visits to branch offices, it is contemplated that contacts would ordina-
rily be limited to contractor representatives at suboffices visited and Government contract
administration offices in the same locality as the branch offices or suboffices visited.

d. Throughout each audit assignment maintain effective communication with Govern-
ment contract administration personnel on significant matters, as necessary. Such commu-
nication alerts officials to matters needing immediate attention and allows them to take
corrective action before the fina report is completed. Document al discussions in the
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working papers, including date, participants names and titles, and primary discussion
points.

4-103 FAO Participation in Procurement Meetings Prior to Receipt of Audit Request

a. Prior to receiving an audit request, auditors may be invited by procurement repre-
sentatives responsible for major procurements to attend meetings between the various
stakeholders, e.g., the buying command, DCMA and the contractor. These meetings may
occur early in the process, even before the contracting officer initiates a request for pro-
posal (RFP). Auditors may participate in such meetings for the purpose of discussing gen-
eral issues related to the procurement such as procurement schedule requirements, expec-
tations on timely contractor support, and the identification of expected major subcontracts.
In addition, auditors may provide general advice on what constitutes an adequate proposal
and explain the FAR 15.408 (Table 15-2) requirements for adequate certified cost or pric-
ing data. Auditor participation in meetings held for these purposes does not impair auditor
independence.

b. However, auditors are reminded that DCAA does not participate in meetings estab-
lished to discuss proposal development, or review or provide input on draft proposals,
which is a common practice for members of integrated product teams (IPTs). Regardless
of the circumstances, auditors should always refrain from comments that could be con-
strued as advising the contractor on how to develop its proposal. For example, auditors
should not advise the contractor on specific methodologies for developing a cost element
included in its proposal. However, auditors may advise the contractor that to be adequate,
the proposal must include an explanation of the estimating process, including judgmental
factors and the methods used in the estimate of that cost element.

c. Prior to accepting an invitation to such meetings, the FAO should discuss these
ground rules for DCAA participation with the procurement representative. In addition, the
auditor should discuss the ground rules at the start of the meeting so that other attendees
are aware of the limitations for DCAA participation.

d. The FAQO's participation in procurement meetings should be documented in a me-
morandum for record (MFR).

4-104 Establishing the Engagement/Acknowledgment/Notification L etter

a. Upon receipt of the audit request, the auditor should hold discussions with the re-
questor before beginning the audit to gain a clear understanding of the requestor’s needs,
to identify specific areas of concerns, and to discuss how DCAA can best meet those
needs and address the requestor’ s concerns while complying with GAGAS. In some cases
DCAA may be asked to perform an audit of only part(s) of a proposa rather than the en-
tire proposal. The FAO should accept requests for audits of part(s) of a proposa. Howev-
er, if the auditor is aware of risk factors that indicate additional part(s) or the entire pro-
posal should be audited, the auditor should discuss those risks with the contracting officer
and follow the proceduresin 9-108.

b. The auditor should acknowledge the request in writing (via e-mail) within five days
of receipt. If the risk assessment is not complete, the e-mail should document the conver-
sation from paragraph a. and indicate we will furnish an acknowledgment |etter once the
risk assessment is complete and we have coordinated an agreed-to date with the requestor.
Buying Commands have stressed that they want a redlistic date upfront so they can plan

DCAA Contract Audit Manual



September 24, 2012 403
4-104

the procurement and schedule the additional actions required before contract award.
Therefore, in establishing an agreed-to date, the audit team should consider risk factors for
the particular contractor and the engagement, and allow time for the necessary procedures
and reviews. Other factors for consideration include: experience of the auditor, scheduled
leave, and holidays. After considering these factors, the audit team should coordinate with
the requestor to establish a mutually agreed-to date. Milestone plans can be a useful tool
for the audit team to use in developing redistic due dates. Milestone plans are required for
audits of all high risk proposals, major contractor incurred cost submissions, significant
claims/terminations, and business system audits, but can be used as deemed necessary for
other assignments as well. If the timeframe for completion identified by the audit team
varies significantly from the needs of the requestor, the coordination of an agreed-to date
may require involvement of regional management with the requestor and their chain of
command.

Once the risk assessment is complete, the FAO should issue an acknowledgement let-
ter which includes the agreed-to report date and details regarding the scope of the services
to be provided and other information required by GAGAS 6.07 (see CAM 2-303). The pro
forma memo delivered by APPS (Acknowledgment — Notification to ACO.doc) meets the
GAGAS requirements and should be used. That document is also available on the DCAA
Intranet. For requested audits, the risk assessment should be completed as promptly as
possible after receipt of the request and the walk-through of the proposal/submission by
the contractor (see 4-302.1c).

c. After committing to an agreed-to date, everyone involved in the audit needs to make
every effort to ensure that we provide the audit on or before the date. The auditor should
provide the completed work paper package for review with sufficient time to alow for
completion of the necessary reviews. Independent reference, supervisory and other man-
agement reviews also should be completed in a timely manner to ensure that we meet the
agreed-to date.

d. If the proposal is inadequate but the requestor still wants an audit of that proposal,
auditors should follow the guidance in 9-205d.

e. For audits that are not requested (e.g., incurred cost audits, postaward audits, and
audits of contractor business systems), the auditor should contact the contracting officer to
notify him/her of the audit commencement and discuss any concerns or other information
that the contracting officer might have relevant to the audit. In addition, after the risk as-
sessment is completed, a notification letter should be electronically transmitted to the
planned recipient(s) of the audit report (using the pro forma memo Acknowledgment —
Notification to ACO.doc which is delivered by APPS).

f. Requests for agreed-upon procedures should be acknowledged using the AUP pro
forma memo (DCAA_Acknowledgement_Letter - Agreed Upon_Procedures.doc)
which is delivered by APPS and is also available on the DCAA Intranet. Before issuing
the acknowledgement letter, follow the guidelines in 14-1002.3, Establishing an Agree-
ment on the Terms of the Engagement.

0. Relevant discussions and meetings held during this phase of the audit should be
documented in the working papers (e.g., discussions with the requestor/contracting officer
regarding the clarification of the request and specific concerns).
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4-105 I nterim Discussions

a. Continuous communication throughout the audit keeps the requestor/contracting
officer informed of major preliminary audit issues and problems. Prior to such discus-
sions, the auditor should coordinate with the supervisor to ensure there is agreement on the
audit position. Since the audit is not completed, the auditor should not provide an audit
opinion during these interim discussions but should clearly communicate the status of the
audit to the requestor.

b. As discussed in 4-104, the audit team will consider the risk assessment, the audit
scope and the Contracting Officer’s needs and coordinate an agreed-to due date for the
engagement. If for any reason we are unable to meet an agreed-to due date, the auditor or
supervisor should call the requestor as soon as he or she knows it will not be met, and
request an extension and assistance in resolving contractor delays as necessary.

c. Occasionally, before an audit is completed, the requestor may ask the FAO to cancel
the audit or change the scope of the audit or type of engagement (e.g., to an agreed-upon-
procedures engagement, examining parts of a proposal or providing specific cost informa-
tion). In certain limited cases, this may be appropriate, for example, if there is a change in
circumstances that affects the requestor’s requirements or there was a misunderstanding
about the nature of the original services or aternative services originaly available. How-
ever, before an auditor agrees to a contracting officer’s request to convert or cancel an
engagement (e.g., agreed-upon procedure, examination, providing rate information or
other nonaudit service), the FAO should consider the reason given for the request, espe-
cialy if the audit procedures are substantially complete. Under no circumstances should
DCAA agree to a contracting officer's request to cancel or convert an engagement to
avoid a scope limitation, the reporting of an adverse or qudified audit opinion, or any
other result that may be considered unfavorable. Generally, any changes that the requestor
wants to make to their origina request should be provided to the FAO in writing. The
FAO should discuss the matter with the requestor to obtain a clear understanding of the
reason for the request and explain any concerns regarding risk to the Government. The
verbal discussion should generally be followed by written confirmation, either concerning
the changes to the engagement that the FAO believes are appropriate or the reason why
the change cannot be made. In addition, the matter should be elevated if necessary to re-
solve any differences.

d. All interim discussions with the contracting officer including coordination of a due
date extension should be documented in the working papers. That documentation should
include the date, participants’ names and titles, and primary discussion points. As dis-
cussed above, some discussions should be confirmed in writing to the reques-
tor/contracting officer.

4-106 Exit Conferences and Release of Draft Audit Reports

a. The auditor should invite the reguestor/contracting officer to the exit conference,
especidly if there are magjor or complex audit issues. The information provided to the con-
tractor at or in anticipation of the exit conference (i.e., draft report/results or, in the case of
forecasted costs subject to negotiations, factual information) should be provided concur-
rently to the requestor/contracting officer. (See 4-304 for guidance on exit conferences.)

b. The FAO manager may approve the release of the draft audit report on a proposal to
the contracting officer after the exit conference when it is anticipated that the final report
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will be issued shortly (generally within 5 days). Such release may be made before the
FAO manager completes the fina review; if the FAO manager believes it is appropriate
based on his/her involvement with the audit, and/or the complexity of the audit and the
experience of the audit team. This allows the contracting officer to start developing the
negotiation position, pending the issuance of the final report. The draft report should be
clearly marked draft and aso include the following or a similar statement “Subject to
change based on final management review until the final report is issued.” This draft re-
port can beissued in Microsoft Word password protected format.

4-107 Post 1ssuance Support

After the audit report is issued, auditors should provide the contracting officer assis-
tance as needed to understand the audit conclusions and rationale. Providing such assis-
tance is a normal part of any audit and does not impair an auditor’s independence. Such
assistance may involve answering questions informally, attending or otherwise supporting
negotiations or attending DCMA Boards of Review. Documentation of support of negotia-
tions or Boards of Review should be prepared in accordance with 15-404 and 1-403.4,
respectively, and filed in Livelink in the same folder with the official audit working paper
files (see 4-407¢(9)). Detailed guidance on supporting negotiations is at 15-400 and on
attending Boards of Review at 1-403.4.

4-108 Negotiation Memorandum and Findings on Appeals

a. FAR provides that the contracting officer shall forward to the cognizant DCAA
auditor one copy of the negotiation agreement (e.g., price negotiation memorandum
(PNM) (FAR 15.406-3(b)), Memorandum of Disposition of Post-award Audits (FAR
15.407-1(d)), and Final Determinations on Contractor Appeals to DCAA Forms 1. In
order to be timely and fully responsive to the needs of DoD management in providing
information on audits, negotiations, etc., al field audit offices will establish formal fol-
low-up procedures to ensure that copies of these contracting officer advices are timely
received and promptly reported in the status reports required by Headquarters. For a
contract awarded under competitive negotiation procedures, a PNM may not be pre-
pared, but the information required by FAR 15.406-3(a) should be reflected in the eval -
uation and selection document, to the extent applicable, and forwarded to the cognizant
audit office that provided assistance.

b. If the negotiation agreement (e.g., PNM) provided for by FAR 15.406-3(b) is not
received by the auditor within 90 days following issuance of the audit report, and nego-
tiations are known or expected to be completed (for price proposals, questioned costs
should exceed $500,000 to warrant follow-up unless the pricing action has been selected
for a defective pricing audit), the field audit office will request a copy of the document
directly from the cognizant procurement or administration activity with a copy of the
request to the FLA. If necessary, the field audit office should issue a second follow-up
request, identified as such, within 90 days of the first follow-up request for the PNM.
Upon receipt of the second follow-up request, the FLA will become responsible for all
further follow-up until the contracting officer distributes the PNM. Where the FLA en-
counters a continuing problem with timely distribution of PNMs, and corrective action
is not effected, the FLA should elevate the matter for resolution by the region with its
counterparts in the acquisition or administration activity.
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c. Those activities with FLAs are listed in the FLA Locator on the DCAA Intranet
site.

d. Auditors at subcontractor locations also require similar information relating to prime
contractor or higher tier subcontractor negotiations with subcontractors. This information
is needed for postaward auditing, assessing performance, and reporting purposes. The
auditor at the prime contractor or higher tier subcontractor location should ensure that
maximum support is given to subcontract auditor requests. In the event a contractor refus-
es to release the information for use outside its organization, it will be necessary for the
auditor at the prime contractor or higher tier subcontractor sites to review the subcontract
file and report pertinent information to the subcontract auditor.

e. Follow-up is required for copies of Final Determination on Contractor Responses to
DCAA Forms 1. 6-908c states that the auditor must have received a copy before a resub-
mission voucher can be processed.
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4-200 Section 2 --- Contractor Internal and External Audits
4-201 Introduction

This section provides direction for requesting, using, and monitoring access to contractor
internal and external audits.

4-202 Accessto Contractor Internal and External Audits

a The auditor's evaluation of a contractor's internal controls, pursuant to 5-100, may dis-
close, particularly at amajor defense contractor location, that a contractor maintains a highly
professiona internal audit staff. In addition, the majority of larger contractors aso engage an
externa public accounting firm to conduct an audit of their financial statements. While these
internal and externa auditors fina audit objectives are not the same as DCAA's, the infor-
mation contained in their reports may be useful to DCAA in the course of our audits.

b. SEC registered public companies are subject to additional certification and reporting
requirements as a result of the Sarbanes-Oxley Act of 2002. These companies are required to
certify to the financial and other information contained in the quarterly and annual reports
filed with the SEC, and are aso to include with their annual filing, a report of management
on the company’sinternal control over financial reporting. They are aso required to include
with the annual report the independent auditor’s attestation report on management’ s assess-
ment of the company’s interna control over financia reporting. As a result, public compa-
nies and their independent auditors may now perform additional audit effort to support the
certification and reporting requirements. Auditors should be aware of the potentia for in-
creased opportunities in reviewing these audits as part of their audit responsibilities.

c. Contract Audit Coordinator (CAC) offices and FAOs at major contractor locations
will establish a process and a central point of contact to obtain and monitor access to and
use of internal audit reports. This process will include a method for tracking requests for
internal audit reports and working papers, when needed, and the contractor’ s disposition of
these requests.

(2) The central point of contact will:

(a) Coordinate with the contractor and obtain a semi-annual summary level list-
ing of al internal audit reports issued. The summary document will contain sufficient de-
scriptions to ascertain whether the internal audit may affect Government contracts.

(b) Review the summary list of internal audits. If the summary is not adequate
to determine which internal audits may affect Government contracts, coordinate with the
contractor to obtain the information necessary.

(c) Provide the summary list to the CAC Network or the FAO's audit teams
responsible for audits of the contractor.

(d) Send a request to the contractor for copies of reports and/or working papers
considered pertinent by the auditors, and provide the auditors copies of the information
obtained from the contractor.

(e) Implement a process to track auditor’s requests for internal audit reports and
the contractor’ s response to the requests.

(f) Provide Headquarters a semi-annual summary of all requests for internal
audit reports, the contractor’ s response to each request and the audit assignment for which
access to the internal audit report was requested. The semi-annual reports are due to
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Headquarters on June 1 and December 1, starting with December 1, 2012, and will be
emailed to Headquarters, Attention PPS (DCAA-PPS@dcaa.mil).

(2) As part of the audit risk assessment the auditor and supervisor will:

(a) Review the summary of internal audits to determine which reports may ap-
ply to their specific audit assignments.

(b) Coordinate with CAC or FAO point of contact to obtain copies of pertinent
reports.

(c) Review the internal audit reports and determine if sufficient information is
contained in the report for use in identifying risk in audit assignments. In order for the
internal audit report to be useful in audit planning, the auditor needs to understand the
scope of the review, the reported deficiencies and any recommended corrective actions. If
sufficient information is not included in the report, coordinate with the CAC or FAO point
of contact to request access to the contractor’ s audit working papers for review.

(d) Provide follow up information to the CAC or FAO point of contact regard-
ing usefulness of internal audit reports for their use in updating the summary of internal
audits in future periods.

(3) For non-major contractors, a formal tracking process or a central point of con-
tact is not mandatory. However, contractor internal audit reports can still be useful in the
performance of audits. When warranted by the audit circumstances, the audit team should
review the contractor’s listing of internal audit reports to determine if any of the reports
may apply to their current audit assignment. The auditor should request access to any re-
ports they consider pertinent, and review each report to ensure they understand the scope
of the review, the reported deficiencies and any recommended corrective actions. If the
audit report does not contain sufficient details to gain this understanding, request to review
the audit working papers.

(4) When access to internal audit reports is denied by the contractor, the CAC or
FAO manager will implement Access to Records procedures (1-504).

4-203 DCAA Response to Accounts Receivable Confirmation Requests from CPA
Firms

a. Auditors occasionally receive requests from CPA firms to confirm the amounts
represented by their clients as receivables due from the Government. These requests
normally apply to contracts where provisional approval for interim payment of costs
incurred to date is DCAA's responsibility. Confirmation of receivables is a generally
accepted auditing procedure whereby the CPA seeks to verify the existence and accura-
cy of the dollar amounts reported as accounts receivable on the contractor's financial
statement. Under Government contracting, it may be expected that the CPA will request
positive rather than negative confirmation; in either case, it is DCAA policy to ac-
knowledge each request.

b. Contractors usually establish a receivable under cost-reimbursement type con-
tracts, in the amount of a public voucher, at the time it is submitted to the auditor. How-
ever, we cannot reasonably determine the exact timing of contractor payment by the
disbursing office or the total amounts unpaid at any prior point in time. Furthermore,
public vouchers represent claims for interim payments which are provisional in nature
and subject to retroactive adjustments at any time prior to approval and payment by the
Government of the contractor's completion voucher. Therefore, the auditor is not in a
position to issue an unqualified confirmation of accounts receivable amounts, and could
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not issue a qualified confirmation of outstanding billings without the disbursing office
coordination.

c. A confirmation request may also include contract billings which are not subject to
audit approval, such as for progress payments, economic price adjustments, or deliveries
under fixed-price type contracts. It is not appropriate for DCAA to expend any effort
attempting to confirm such billings.

d. Because of the above considerations, auditors will not attempt to confirm amounts
claimed by contractors as due from the Government. Tactfully and promptly acknowl-
edge a CPA's confirmation request by letter, with a brief statement as to why we are not
in a position to confirm a contractor's accounts receivable. Also provide, if available,
the name and address of the Government disbursing office where additional information
may be pursued if the firm so desires. For example, the acknowledgment might read:

"We acknowledge receipt of your confirmation request dated August 15, 20X X, con-
cerning amounts represented by the XYZ Company as due from the Department of the
Army as of July 31, 20XX."

"Until completion of a cost-reimbursement type contract and later final settlement
of the costs, we are not in a position to confirm that amounts claimed by a contractor are
payable under the contract. Also, under any type of Government contract, we cannot
determine the unpaid billed amount at any prior point in time because we do not main-
tain records of payments made. If you wish to pursue confirmation of the outstanding
billed amounts, we suggest that you address your inquiry to the Army Finance Office,
(address)."
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4-300 Section 3 --- Conferences with the Contractor (Entrance, Interim, and Exit) on
Audit Plans and Results

4-301 Introduction

a. This section provides guidance on audit conferences with the contractor. It states the
basic requirements for and the extent and nature of discussions during entrance, interim,
and exit conferencesin general and under each type of audit assignment.

b. Additional guidance on program plan and risk assessment conferences with the con-
tractor is contained in the DCAA Management Information System (DMIS).

¢. Regarding contractor conferences in the mobile audit environment, see supplementa-
ry guidance as follows: (1) supervisory auditor participation (see 2-302.2), (2) branch
manager participation (see 2-302.2).

d. Special guidance on preliminary conferences after a contract termination (before the
contractor submits a settlement proposal) isin 12-205.

e. Specia guidance on preliminary conferences when performing concurrent incurred
cost auditsis contained in 6-404.

f. Conduct al discussions with contractors with objectivity and tact in a forthright,
professional manner.

4-302 Contractor Conferences- Entrance
4-302.1 General Proceduresfor Entrance Conferences

a. Except as provided in 4-302.4, hold an entrance conference with the contractor's
designated representative(s) at the start of each separate audit assignment (or each group
of assignments to be covered in a single field visit). (See 4-302.1c regarding the “walk-
through” of the contractor’s assertion that should generally take place either before or
during the entrance conference.) Document the date, participants' names and titles, and
primary discussion points, including specific identification of requested data to control
what was requested and provided during the audit. The significance or sensitivity of the
assignment will dictate the level and number of audit personnel who should attend the
conference.

b. Asaminimum, explain the purpose of the audit, the overall plan for its performance
including the estimated duration, and generally the types of books, records, and operations
data with which the auditor will be concerned. If applicable, the following matters should
be handled during or shortly after the entrance conference:

(1) Make arrangements for any necessary work space and administrative support.
Primarily, this applies to mobile assignments; however, auditors in a resident office or
suboffice may also need temporary space in a particular operating location to effectively
accomplish the audit.

(2) Ask the contractor to designate primary and alternate officials with whom audit
matters are to be discussed during the course of the assignment. However, make it clear
that such an arrangement does not preclude access to other knowledgeable contractor per-
sonnel as needed during the audit. Also make it clear that these arrangements should not
cause delays or extra audit work (hence the advisability of having named alternate offi-
cials to expedite the audit should the primary official be unavailable). Complex, detailed,
and time consuming procedures, such as requiring all data requests be written and/or fun-
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neled through a single individual only, are an obstruction to efficient audit operations.
Contractor representatives' actions which unreasonably restrain, restrict, or delay the audit
should be processed using the denial of access to records procedures set forth in 1-504.3.

(3) Discuss, or obtain a briefing on, the contractor's proposal(s) or other cost repre-
sentation(s) to clarify any preliminary questions, understand the basis of each submitted
cost element, and learn the nature and location of supporting data. Follow-up on items
discussed at a separate walk-through meeting if applicable (see 4-302.1c2 below).

(4) Visit all office and/or plant operating areas used in performing current and pro-
posed contract(s).

(5) Arrange to review the planning documents, working papers, and audit reports of
the contractor's internal and external auditors for any audits or reviews performed or
planned that should be considered as part of the DCAA audit. See 4-202 for guidance on
coordinated efforts with the contractor's auditors.

(6) Arrange for any needed I T audit assistance (see 4-500).

(7) When the assignment involves a subcontractor's cost representation(s), resolve
any restrictions on release of audit findings and report information to higher-tier contrac-
tor(s) per 9-106.4.

(8) Do not enter into written agreements with contractors, or affix concurrence sig-
natures to contractor letters, which contain procedural arrangements that inhibit and/or
delay the audit performance or restrict the reproduction of necessary supporting evidential
matter.

c. At the commencement of the audit, the contractor should provide Government repre-
sentatives (e.g., DCAA, ACO, and PCO) with a “walk-through” of its assertion (e.g., for-
ward pricing proposal, incurred cost submission). The walk-through should generally take
place after the auditor performs an initial adequacy review of the contractor’s assertion
and may occur either before or during the entrance conference. At these meetings, the
contractor should fully explain its assertion and alow the audit team to ask questions to
fully understand the contractor’s assertion. This process will facilitate the early identifica
tion of any inadequacies with the contractor’s assertion that need to be addressed. For
example, where the request relates to a forward pricing proposal, the contractor should
perform a walk-through of the proposal for the Government after proposal submittal and
preliminary review by the Government. This provides an opportunity for all stakeholders
to understand the composition of the proposal, identify any obvious data omissions, and
may indicate whether the proposal contains inadequacies or if there are other issues that
must be addressed before audit and/or negotiations (e.g., the contractor has not finished its
price/cost analysis of subcontracts). Having the requestor participate in the walk-through
will help to expedite the appropriate action if the proposa is not adequate or there are
other issues that require the requestor’ s assistance. The auditor should document the walk-
through meeting in the working papers.

4-302.2 Special Considerationsfor Entrance Conferenceson Major Operations Au-
dits

a. Hold a planning meeting with the contract administration office technical special-
ist(s) in advance of the joint entrance conference with the contractor, whenever technical
assistance is being provided or ajoint review/audit is being conducted. The technical spe-
cialist(s) should help develop the entrance conference agenda, such as identifying neces-
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sary data to be requested from the contractor. Also invite the specialist(s) to participate
actively in the conference itself.

b. Notify the contractor's management several weeks before starting an operations au-
dit or other system audit. This notice may be oral or in writing depending on resident
working arrangements (4-302.4).

c. As applicable, mention the following matters during the initial contact before the
entrance conference, and follow up during the entrance conference on each major system
in addition to those matters common to all assignments (4-302.1).

(1) Request the cooperation of the contractor's top management and operating area
management to expedite the audit.

(2) Give the contractor's management personnel an opportunity to explain how they
have discharged their responsibilities to establish and maintain adequate internal account-
ing and administrative controlsin the area being audited.

(3) Request the contractor to identify al reports and analyses used by any manage-
ment level to evaluate and control the effectiveness, economy, and efficiency of the audit
area.

(4) Reqguest the contractor to provide an informational briefing on the organization
and operations involved in the area to reduce the audit time. Such briefings may cover:
organizational assignments affecting the area; system descriptions and/or flowcharts of
transaction flows and system controls; and any identified problems and planned corrective
actions or other planned changes in the area.

(5) Explain in advance the DCAA procedures for submitting draft statements of
conditions and recommendations, and establish time frames for the contractor's written
responses (see 4-304.5b).

4-302.3 Contractor Notification L etter

a. GAGAS 6.07 requires auditors to communicate certain information regarding the
audit, in writing to the contractor during the planning phase of the audit (see CAM 2-303).
In order to fully comply with the GAGAS requirements auditors should provide the re-
quired information in a notification letter to the contractor using the pro forma letter deli-
vered in APPS (W/P 11b — Contractor Notification Letter.doc). The letter is also available
on the DCAA Intranet. The contractor notification letter will generally be addressed to the
management official who signed the proposal or submission or who is responsible for
overseeing the subject matter under audit when there is no proposal or submission. Be-
cause the letter provides an estimated report issuance date, generally it will need to be
issued after completion of the risk assessment. The contractor notification letter does not
replace the entrance conference.

b. The notification letter to the contractor on mgjor system audits and other major audit
assignments should also confirm the arrangements made and significant matters discussed
at the entrance conference. Keep the letter's tone courteous and express appreciation for
the arrangements made. However, make it clear that the arrangements should not in any
way restrict access to records or personnel necessary to the audit performance. Predeter-
minations of all records, facilities, contractor personnel, etc. that may be needed before
starting an audit are not possible.
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4-302.4 Resident Working Arrangements for Entrance Conferences

a. Where auditors are assigned full time at the contractor site, it is usually desirable to
establish local working arrangements for entrance conferences with the contractor. For
example, some contractors may require that the auditor contact certain key personnel be-
fore starting specific types of audits (see 4-302.1b.(2)). The contractor may designate a
permanent Government liaison representative for audits of a general nature, or the contrac-
tor's controller as the contact point for any financial system or compliance type audit and
the chief of estimating as the principal contact for price proposal audits. A contractor
might also desire aformal entrance conference only on major or nonrecurring audits while
price proposal audits or other recurring audits are handled in a prearranged manner.

b. Working arrangements should be established only upon full mutua concurrence
of the contractor and the FAO manager. They should not be permitted to restrict access
to records or otherwise limit the audit scope. They should expedite the audit and not
become so cumbersome as to cause delays or extrawork.

c. Do not sign agreements for local working arrangements. If documentation is ne-
cessary, a confirming letter may be issued by the contractor, subject to cancellation or
revision at any time upon the auditor's request. Make it clear that the auditor will bypass
the arrangements anytime that they impede the audit. Additionally, do not enter into
written agreements or affix concurrence signatures to contractor letters containing any
access to records provisions. Understandings with contractors on reasonable conditions
and procedures for the conduct of an audit shall not prejudice DCAA's access rights to
perform audits and shall not be formalized in written agreements signed by DCAA rep-
resentatives.

d. As a minimum, the resident auditor or resident AIC will hold periodic confe-
rences, usually more than one a year, with the contractor's designated representative at
the controller or higher level position. At such conferences, discuss any audit matters
that need special management attention and advise the contractor of any changes in au-
dit plans by major audit segment. Document such discussions.

4-303 Contractor Conferences- Interim
4-303.1 General Proceduresfor Interim Conferences

a. Through-out the audit, the auditor should discuss matters with the contractor as
necessary to obtain a full understanding of the basis for each item in the contractor's
pricing data or other cost representation, or each aspect of the area subject to audit. Dis-
close to the contractor any factual duplications, omissions, or other mistakes noted in
the contractor's assertion, records, or supporting data.

b. The auditor should discuss preliminary audit findings (e.g., potential system defi-
ciencies, potential FAR/CAS noncompliances, etc.) with the contractor to ensure con-
clusions are based on a complete understanding of al pertinent facts. These types of
discussions do not impair auditor independence and are generally necessary to obtain
sufficient evidence to support audit conclusions.

(1) Discussions of the preliminary audit issues should be limited to factual mat-
ters when the audit is of forecasted costs that will be subject to negotiations. (See 4-
304.2 below for adiscussion of what constitutes factual matters.)
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(2) In some circumstances, depending on the complexity of the issues and the
auditor’s experience level, it may be appropriate for the auditor to discuss the prelimi-
nary audit issues with the supervisor prior to the discussion with the contractor.

c. On occasion, the contractor may revise its submission during the course of the
audit. Auditors must never request or suggest that the contractor revise its submis-
sion/proposal to correct or adjust for issues identified during an audit. However, in some
cases the contractor may, of its own accord, make such revisions after the auditor has
discussed preliminary issues with the contractor. In those cases, the audit report should
reflect the results of the audit of the original submission and include all questioned cost
and/or deficiencies identified during the audit. The requestor/contracting officer should
be notified that the audit report will reflect the audit of the original submission, and will
consider the contractor’s management approved revised submission the contractor’s
concurrence with DCAA’ s audit position.

d. In the interest of equitable dealings with the contractor and in the proper discharge
of official duties, apprise the contractor of any significant understatements noted in
price proposals, reimbursement vouchers, or other cost representations when such un-
derstatements are clearly the result of obvious and unintentional oversight, bookkeeping
or arithmetic errors, etc. Such cases may include mathematical errorsin using improve-
ment curve and other computational analysis techniques.

e. If apparent understatements of estimated costs in price proposals or related sub-
missions do not meet the criteria stated above, do not discuss the auditor's conclusions
with the contractor unless the negotiating contracting officer so requests. (See 4-304.2.)

f. Handle errors on reimbursement vouchers as set forth in 6-1008e.

g. Document interim discussions in the working papers, including date, participants'
names and titles, and primary discussion points. If warranted, the discussions should be
confirmed in writing to the contractor, and if necessary, a copy should be sent to the
ACO.

h. Communicate major audit problems encountered to contractor officials authorized
to make a decision. Oral notification should be made at the earliest possible time, with
written confirmation, and if necessary, a copy to the ACO. Do not wait until the final
exit conference or the issuance of the audit report. Document any oral discussions with
appropriate memorandums or notations in the working papers. Major audit problems
include:

(1) Denia of access to records, including but not limited to:

(a) Unavailability of contractor personnel,

(b) Failure of contractor personnel to complete audit schedules on a timely
basis,

(c) Unreasonable delays by management in permitting the commencement of
the audit or in providing needed information.

Follow procedures in DCAA Instruction 7640.17, Formal Reporting Procedures for
Denial of Accessto Contractor’s Records, when denial of access is encountered.

(2) Items that impact the reliability of the contractor's books and records, includ-
ing major internal control weaknesses,

(3) Significant differences concerning the application of generally accepted ac-
counting principles,

(4) Conclusions regarding the reasonableness of estimates used in developing
forward pricing/bidding rates,

(5) Any other items that may affect audit performance.
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4-303.2 Incurred Cost Proposals— Interim Conferences

Promptly discuss significant system deficiencies found during performance of in-
curred cost audits with the contractor. Equally important is the timely written notifica-
tion to the ACO of these deficiencies. Significant deficiencies are those with significant
dollar impact on existing or future contracts or which require that the contractor take
corrective action(s). Normally discuss the deficiencies during each system (material,
labor, indirect expenses, etc.) audit. Oral discussions with the contractor should be fol-
lowed up in writing to prevent any misunderstanding of the deficiencies found, and to
solicit the contractor's plan of corrective action.

4-303.3 Operations Audits— I nterim Conferences

a. During the audit, keep the contractor's designated representative informed of any
problems encountered and interim results of completed phases. If necessary for the effi-
ciency of the audit, a written follow up of the discussions should be sent to the contrac-
tor as soon as possible.

b. If contract administration personnel are assisting or participating in the audit, fully
coordinate interim findings and recommendations with them before discussing deficien-
cies with the contractor. Joint reviews require especialy close coordination to assure
team members' consensus and complete understanding of the findings by the contract
administration office. Also coordinate with contract administration technical personnel
when the findings involve their area of expertise, but their assistance could not be pro-
vided during the audit. Discussions with the technical personnel in such cases can help
clarify and/or support the findings when presented to the contractor.

4-304 Contractor Conferences -- Exit
4-304.1 General Proceduresfor Exit Conferences

a. Upon completion of the field work on each separate assignment, the auditor
should hold an exit conference with the contractor's designated representative to discuss
the audit results and obtain the contractor’s views concerning the findings, conclusions,
and recommendations for inclusion in the audit report as required by GAGAS. Except
for audits requiring RAM/DAM review, the exit conference may be held after the su-
pervisor completes his’her review of the working paper and draft report but before the
FAO manager completes the final review if the FAO manager believes it is appropriate
based on his/her involvement with the audit, and/or the complexity of the audit and the
experience of the audit team. In such cases, the auditor should inform the contractor that
the results are subject to management review and that the contractor will be advised if
any significant changes are made. For audits requiring RAM/DAM review, al applica-
ble management reviews must be completed prior to holding the exit conference.

b. The auditor should invite the requestor/contracting officer to the exit conference,
especialy if there are magjor or complex audit issues.

c. Even when there are no questioned or unsupported costs, noncompliances, system
deficiencies, or cost avoidance to be reported, the exit conference is a minimum courte-
sy to the contractor and is an important part of sound contractor relations. An exit con-
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ference may not be appropriate when the audit is performed in support of litigation (4-
304.7), or investigations (4-702.5).

d. Confirm or follow up on requests for the contractor's reaction to any audit excep-
tions for inclusion in the audit report. See separate paragraphs as referenced for guid-
ance on incurred costs (4-304.4), operations audits (4-304.5), and CAS adequacy and
compliance audits (4-304.6).

e. For other than audits involving forecasted costs subject to negotiations, such as
forward pricing audits (see 10-212.2c), the auditor should provide the contractor a copy
of the draft report, or at a minimum, the results of audit section of the draft report (in-
cluding the opinion and any exhibits and notes, or statement of conditions and recom-
mendations). To facilitate the discussion of the audit results and to obtain the contrac-
tor’s views of the results, this information may be provided prior to the exit conference
as long as the parameters regarding management review discussed in 4-304.1a have
been met. If the report includes forecasted costs that are subject to negotiations, such as
forward pricing audits (see 10-212.2c), the auditor should not provide the contractor a
copy of the draft report or results and should limit the discussion to factual mat-
terg/differences (see 4-304.2).

f. The information provided to the contractor at or in anticipation of the exit confe-
rence (i.e., draft report/results or, in the case of forecasted costs subject to negotiations,
factual information) should be provided concurrently to the requestor/contracting offic-
er. Prior to releasing the draft audit report and other electronic files they should be pro-
tected using Microsoft Word (i.e., be password protected to prevent modifications and
clearly marked “For Official Use Only”).

g. Document the exit conference in the working papers, including date, participants
names and titles, and specifically discussed items and associated contractor's reaction, if
any. This provides the information to be included in the audit report, required by 10-
210.5e.(1). The documentation should include copies of any draft reports or other in-
formation provided. The FAO manager’s approval to proceed with the exit conference
should also be documented in the working papers.

4-304.2 Price Proposals

a. This category includes contractor proposals to establish:

(2) initial prices under al types of negotiated contracts;

(2) successive target prices and interim prospective prices under FPR- and FPI-
type contracts;

(3) price changes for contract change orders;

(4) other contract price adjustments and Contract Disputes Act (CDA) claims
including those for alleged delay and disruption and requests for extraordinary contrac-
tual relief;

(5) forward pricing rate agreements; and

(6) special rates.

Treat the incurred cost portion of final FPR/FPI price redetermination proposals, equita-
ble adjustment proposals and CDA claims as an incurred cost proposal (4-304.4) and the
projected portion under this paragraph.

b. Discuss any factual differences found during the audit with the contractor and
obtain areaction for further analysis or inclusion in the audit report. However, pursuant
to FAR 15.404-2(c)(1)(i), do not disclose to the contractor the audit conclusions and
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recommendations on projected costs or rates that are subject to contracting officer nego-
tiation, except as specifically requested by the negotiating contracting officer. (Discus-
sion of actual cost submissions, even if subject to negotiation, is covered in 4-304.4.) As
an example, a labor cost estimate proposed by the contractor may reflect a learning or
improvement trend different from the contractor's prior cost experience, with no appar-
ent justification. In this example, you would discuss with the contractor the factua as-
pects of the prior cost experience and inquire why the experienced trend was not consi-
dered appropriate to project future costs. You would not, however, discuss your audit
conclusions or disclose the amount of proposed labor costs to be questioned, if any, in
the audit report. As another example, the auditor would discuss with the contractor why
a proposed raw material factor was based on history from the development phase of a
particular contract when the contractor has available more current and relevant history
from follow-on production contracts. In this case, the auditor would not disclose the
audit conclusion (e.g., that DCAA’ s results were based on the history for the follow-on
productions contracts) or the overall questioned cost, the questioned cost by cost ele-
ment, or how much of a specific rate/factor was questioned unless specifically directed
to do so by the requestor.

c. Discuss with the contractor any discrepancies noted in the certified cost or pricing
data, as defined in FAR 2.101, whether they increase or decrease the contract price. As
part of these discussions, inform the contractor of any certified cost or pricing data
found to be inaccurate, incomplete, or noncurrent. Confine the discussions to factua
aspects of the data, and do not attempt to influence the contractor to change the propos-
a. Any changes in the proposal should be based on the contractor's own initiative by
formal written submission to the contracting officer.

d. Advise the contractor of any costs to be reported as unsupported (see 10- 304.8c).

e. Discuss with the contractor any other CAS and FAR noncompliances found during
the audit and, as appropriate, provide details for the contractor's analysis and reaction.

4-304.3 Postaward Audits of Certified Cost or Pricing Data for Possible Defective
Pricing

a. Discuss any factua indication that certified cost or pricing data may have been defec-
tive to afford the contractor an opportunity (normally 30 days) to review the matter and pro-
vide any additiona information for the auditor's consideration. A draft copy of the report
exhibit(s) and accompanying footnotes normally should be provided to the contractor. Fina
determination as to the existence and extent of defective pricing remains the responsibility of
the contracting officer.

b. The contracting officer should also be provided the draft report exhibit(s) and
accompanying footnotes on apparent defective pricing issues and given the opportunity
to provide comments. See 14-122 regarding discussions of the audit findings with the
contracting officer. The auditor should discuss the findings throughout the course of the
audit rather than only at the end.

c. The contractor may contend that there were understated estimates offsetting any
potentia price reduction that would result from a contracting officer's defective pricing
determination. Request the contractor provide appropriate certification and specific data
supporting the offsets for audit evaluation and inclusion in the audit report (see 14-118
and 10-606.5d).
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d. Although the auditor should not expend resources examining uncertified contrac-
tor offsets, the auditor should objectively disclose al of the facts known. Therefore,
apparent offsets discovered during the postaward audit should be disclosed to the con-
tractor for its analysis and offset submission if the contractor deems appropriate. (Refer
to 14-118 for treatment of offsets in the audit position on recommended price adjust-
ments).

e. Coordination and discussion of the findings by all parties before the audit report is
issued can minimize delays in the resolution process. Postaward audit reports should not
be issued until the initial findings have been properly coordinated to ensure that findings
are based on a complete understanding of al the pertinent facts.

4-304.4 Incurred Cost Proposals

a. This category includes cost reimbursement vouchers and contractor representa-
tions of incurred costs to establish:

(1) final priceson all types of completed negotiated contracts,

(2) final indirect cost rates,

(3) contract termination settlements, and

(4) equitable adjustment proposals and CDA claims.

Contractor requests for progress payments authorized by the contract will be treated under
this paragraph even though projected costs are involved in the calculations. Proposas to
establish special rates and interim changes in contract prices are covered in 4-304.2.

b. Discuss dl audit conclusions with the contractor's designated officiad and try to obtain
the contractor’s concurrence regarding any questions of conformity with generally accepted
accounting principles, applicable cost accounting standards, and other cost principles incor-
porated in the contract(s). If there are audit exceptions to be reported, request the contractor's
officid reaction for inclusion in the audit report or in the notice of costs suspended or disap-
proved.

C. See 6-902c and d for specia discussion procedures on costs to be suspended or disap-
proved under cost-reimbursement-type contracts.

d. Asdiscussed in 6-902¢, the auditor should notify the ACO of developing issues which
may result in theissuance of aDCAA Form 1 asfollows:

(2) Provide the ACO with written documentation of the audit results which were dis-
cussed with the contractor at the exit conference, unless the contractor immediately agreed to
all audit exceptions and the written report will be issued within the next 30 days. The writ-
ten documentation may be in the form of a memorandum to the ACO, a copy of a me-
morandum for the file setting forth the results of the exit conference, copies of a draft
report exhibit and/or notes, or copies of working paper exhibits and/or supporting work-
ing papers. In other words, provide the ACO with whatever information or subset the-
reof that was provided to the contractor at the exit conference.

(2) Provide the ACO a copy of the contractor's written rebuttal to the audit find-
ings immediately upon receipt.

(3) Discuss significant unresolved issues with the ACO at any mutually agreeable
time.
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4-304.5 Oper ations Audits — Exit Conferences

a. This paragraph covers evaluations of contractor's operations for economy and
efficiency and financial compliance, including audits of internal controls, major system
surveys, and joint reviews under DFARS Subpart 242.70.

b. After full discussion of each matter requiring contractor action, provide the con-
tractor a draft statement of the condition(s) and recommendations. Carefully design the
discussions and drafts to elicit contractor concurrence with recommended system im-
provements and/or cost avoidance. Request an official written response for inclusion in
the audit report, and establish a time frame for the contractor's response. Allow ample
time for the contractor to consider the audit presentations, and consider alternatives the
contractor may suggest that will satisfy the audit objectives.

c. If the contractor does not agree with the audit recommendations and provides a
response, the auditor should provide in the report comments specifically on the contrac-
tor's response. If specialist or technical assistance is required in evaluating those alterna-
tives, the auditor should obtain the assistance. Do not merely restate or amplify a posi-
tion already stated.

d. If the evaluation results in cost avoidance recommendations, make the contractor
aware that, effective immediately, any impact of such recommendations will be reflect-
ed as questioned costs in reports on price proposa evaluations when applicable (in ac-
cordance with the criteriain 9-308).

e. See further guidance on discussion of audit findings as part of ateam review in 5-
1302 (contractor's purchasing system review team), 5-1303 (contractor's insur-
ance/pension review team), and 5-1200 (surveys of contractor estimating systems).

4-304.6 Cost Accounting Standar ds Audits

a This paragraph covers CAS disclosure statement adequacy audits, compliance
audits (including audit reports on CAS noncompliance), and cost impact proposal au-
dits.

b. Discuss the results of adequacy audits with the contractor. If one or more disclo-
sures are considered inadequate, provide the contractor a draft copy of the audit report
for its comments. The letter transmitting the draft audit report should solicit the contrac-
tor’s specific comments on the adequacy issues and advise that the comments will be
included in the audit report if received by a specified date. Provide the contractor a rea-
sonable period of time to respond to the draft audit report. Do not delay issuing the re-
port, however, if the comments are not provided in sufficient time to permit their inclu-
sion by the established report due date.

¢. Thoroughly discuss apparent CAS noncompliances with the contractor to establish
that the audit findings are based on a proper understanding of the issues and that all
pertinent facts have been considered. Do not state that the auditor is making a determi-
nation of noncompliance, since the contracting officer makes this determination. Pro-
vide the contractor a draft copy of the audit report for its comments. The letter transmit-
ting the draft audit report should solicit the contractor's specific comments on the
compliance issues and advise that the comments will be included in the audit report if
received by a specified date.

d. Discuss the results of cost impact proposal audits with the contractor to establish
that the audit findings are based on a proper understanding of the issues and that al
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pertinent facts have been considered. Provide the contractor a draft copy of the audit
report for its comments. The letter transmitting the draft audit report should solicit the
contractor’s specific comments on the audit exceptions and advise that the comments
will be included in the audit report if received by a specified date.

4-304.7 Litigation Support

a. Audit work is privileged when performed at the request of Government litigation
counsel in support of ongoing or anticipated litigation (see 15-503). If there is reason to
believe that the audit has been requested in support of litigation, the auditor should ask
the requestor to state whether the audit will be covered by the attorney work product
privilege. If so, an exit conference could compromise the privilege. When audit work is
covered by the attorney work product privilege, the auditor should explain the impor-
tance of the exit conference in resolving audit issues and avoiding errors, and attempt to
obtain permission to hold an exit conference. However, to prevent inadvertent compro-
mise of the attorney work product privilege, an exit conference must not be held without
litigation counsel’ s written consent and coordination on the matters to be discussed.

b. Litigation support should not be confused with investigation support (see 4-
702.6). In litigation support, audit access arises from contractual requirements.
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4-400 Section 4 --- Audit Working Papers
4-401 Introduction

This section contains guidance for the preparation, format, contents, and filing of
audit working papers, whether prepared manually or using computers. The preparation
of working papers assists the auditor in accomplishing the objectives of an audit as-
signment and serve as the principle support for the conclusions in the audit report. They
also provide a record of the work performed; record of communications with the con-
tractor and/or Government personnel; evidence of adequate supervision; are used as
supporting data during negotiations, appeals, and litigations; and provide a basis for any
other quality assurance reviews.

4-402 Gener al

a. Extensive copying of contractor records for inclusion in working papers is unne-
cessary. It is generaly sufficient to reference the records and source documents ex-
amined during the course of the audit. However, where audit exceptions are found and
reported, the working papers should include copies of the evidential material examined,
including contractor source documents.

b. Auditors should prepare and maintain audit working papers on a current basis.
Working papers should reflect the progress of the audit, ensure continuity of audit ef-
fort, and permit reassignment of auditors without significant loss of time.

c. The audit report is not a working paper. It summarizes and reports the Agency’s
final conclusion on the Subject of Audit, based on the data and analysis documented in
the working papers. The working papers must support the final conclusion(s) reached.
Auditors should follow 4-403f, which discusses superseded and extraneous working
papers, for guidance on the treatment of working papers that do not support the final
report conclusion(s). Only the final report and the final cross-referenced draft should be
retained in the original file.

d. The nature of working papers requires that proper control and adequate safeguards
be maintained at al times. Working papers frequently reflect information considered
confidential by the contractor, marked "For Official Use Only," or classified for Gov-
ernment security purposes.

e. E-mail is used to routinely communicate audit related information within DCAA.
When sending e-mail within DCAA, the use of compression software is recommended
for anything in excess of 500KB in size. In addition, auditors should ensure recipients
have enough information in the subject and body of the e-mail to efficiently identify the
subject matter (typically, without opening the attachments). Items that should be
considered for inclusion (as appropriate) are as follows:

(1) audit assignment number (if not already in an attached filename),

(2) if inter-FAO correspondence, consider using the assignment number
established by the requesting FAO, which is more meaningful to them,

(3) contractor name,

(4) assignment subject.

See 10-203.10(c) for guidelines on preparation of e-mails to customers, including
use of compression software.
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4-403 Format and Contents of Working Papers

a. Standardization in design, content, and arrangement of working papers is desirable
because it facilitates the audit, the supervisory auditor's review, and report preparation.
This section provides guidance on the Agency's standard working paper format.

b. Conditions and circumstances vary with each audit. The nature, timing and extent
of audit documentation require the exercise of professional judgment. A constant
awareness of the purpose and use to be made of working papers is helpful in determin-
ing their content. See guidance in 4-409 and 10-214.1d on revisions to audit working pa-
pers after the audit report is issued.

c. Working papers can consist of electronic files, such as spreadsheets, word-
processing files, graphical images, etc., as well as hardcopy documents when electronic
files are not practical. Auditors should strive to use electronic working papers, to the ex-
tent possible, to capture the efficiencies provided by information technology, such as sto-
rage, search functions, accuracy, and processing speed.

d. Two types of working papers are generated during the audit -- administrative work-
ing papers and audit working papers.

e. Administrative working papers do not document field work or audit procedures. The
administrative working papers generaly contain information and documentation that is
used internally by the Agency. Figure 4-4-2 contains an outline of the Agency standard
administrative working papers. Each audit working paper package will include an index of
the Administrative Working Papers. Administrative working papers typically include:

(1) notes or correspondence documenting interaction with Government or contrac-
tor representatives,

(2) an audit report or memorandum to document the completion of the assignment;

(3) DMIS data entries (including computations of dollars audited and cost savings);
and

(4) audit lead sheets. An audit lead sheet should be prepared when an issue arises
that an auditor feels needs to be addressed, but is not an area within the scope of the cur-
rent audit. Auditors should provide a brief description of audit leads, identify areas poten-
tially impacted, and suggest audit steps, if appropriate. Supervisors will review draft lead
sheets and provide directions for appropriate follow-up. The timing for follow-up on the
audit lead will be based on risk. Appropriate follow-up may include documenting specific
consideration in appropriate future assignment(s), immediately establishing a new assign-
ment to review the lead, or providing additional guidance to review the lead in the current
assignment. Final approved audit lead sheets are to be maintained in the originating as-
signment working papers, as well as the FAO contractor permanent file. Supervisors are
responsible for ensuring audit leads are addressed, documented, and dispositioned appro-
priately. Field office managers are responsible for reviewing audit lead sheets periodically
to verify appropriate actions have been taken.

f. Audit working papers are generated during the field work portion of the audit to
document the significant conclusions and judgments of the auditor. They should contain
descriptions of the transactions and records examined, and the objectives, scope, and me-
thodology (audit procedures) used to develop the conclusions. The audit working paper
file consists of current working papers and, if applicable, superseded working papers. A
description and discussion of current, and superseded working papers and working papers
for cancelled assignments follows.
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(1) Current working papers. Current working papers should be relevant to the audit
assignment and support the report conclusions. In preparing current file working papers,
the auditor should not unnecessarily duplicate information contained elsewhere in the
same audit assignment or located in the permanent file. Frequently, the most expeditious
method is to reference the permanent file data to the current file (see 4-405.1 for informa-
tion pertaining to permanent files). GAGAS field work standards on audit documentation
require that working papers be appropriately detailed and organized to provide a clear link
to the findings, conclusions, and recommendations contained in the report. When a revi-
sion in audit scope occurs, the working papers that document the audit field work, and
conclusions based on the revised scope, are classified as current working papers because
they are relevant to the reported audit conclusion (also see 4-403f(3)(c)). An increase or
decrease in audit scope should be adequately documented as part of the “revised scope’
working papers. If the revision in the audit scope is significantly different from the work-
ing paper B risk assessment, the auditor should also make a notation in this section as
well. The documentation, in all cases, should briefly describe the original audit scope and
the reason for the revision in scope.

Working papers should also contain evidence of supervisory review of the work per-
formed. Figure 4-4-1 contains an outline of the Agency's standard working paper format
and the indexing protocol for audit working papers. Each audit working paper package
will include an index of Audit Working Papers (4-403 | (2)).

(2) Superseded working papers. Superseded working papers should be clearly iden-
tified as such and include any working papers prepared during the course of the audit that
do not support or are not relevant to the conclusions in the audit report. This will include,
for example, working papers changed due to revisions in audit methodology that are not
relevant to the audit conclusions. Superseded working papers will also include those re-
sulting from differences of opinion within the audit team regarding audit issues.

(3) Documenting unreconciled differences of opinion. Special procedures and do-
cumentation (as a part of superseded working papers) are required for unreconciled differ-
ences of opinion between the auditor and the supervisor or higher levels of management
that could materially affect audit conclusions. This includes, for example, a significant
change in questioned costs, a change in audit opinion from qualified or adverse to unquali-
fied, or achange in audit opinion from inadequate to adequate or vice versa.

(a) Every effort should be made to reconcile differences of opinion regarding
audit issues between the auditor and the supervisor or higher levels of management before
an audit report isissued. If the auditor and supervisor are unable to reconcile a difference
of opinion that could materialy affect audit conclusions, the issue should be elevated to
the FAO manager for a decision. Discussions with the FAO manager of such differences
should include both the auditor and the supervisor. If differences of opinion exist between
the supervisor and FAO manager, they should be elevated to the regional audit manager
(RAM). Employees should elevate differences of opinion on audit issues to the Deputy
Regiona Director if they are unable to reach a resolution through the supervisor, FAO
manager and RAM.

(b) If the difference of opinion cannot be reconciled and the draft audit results
are changed by the supervisor or higher level management, both the auditor and the super-
visor should document the disagreement as a part of the superseded working papers. This
documentation must fully address the resolution of the unreconciled difference of opinion
to ensure that the facts and circumstances are ascertainable at a later date. This would in-
clude, for example, the specific basis for changing the audit opinion and adequate support
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for that decision (e.g., why conditions that the auditor considered deficiencies are not defi-
ciencies). This documentation is generally only required when the difference of opinion
could materialy affect the audit conclusions. However, auditors and/or supervisors may
document in the superseded working papers any unreconciled difference of opinion on
audit issues. The name of an auditor who has documented an unreconciled difference of
opinion on audit issues may be excluded from the DCAA Personnel section of the appli-
cable audit report if the auditor so chooses (10-211). The documentation requirements for
unreconciled difference of opinion on audit issues must be followed even if an assignment
is cancelled (4-403f(4)).

(c) The current working papers must adequately document and support the final
audit opinion. For example, the auditor concludes that the contractor’s claimed consultant
costs are unalowable. The supervisor believes that the auditor’s conclusion is based on
insufficient audit procedures. The current working papers must document the additional
work performed to determine whether the contractor’s claimed consultant costs are allow-
able and provide sufficient evidence to support the final opinion.

(4) Working papers for cancelled assignments. Working papers for all cancelled
assignments will be retained and filed in LiveLink regardiess of the number of hours
charged. GAGAS field work standards require documentation when an engagement is
terminated before it is completed and a report is not issued. Therefore, for assignments
cancelled with 8 or more hours, auditors should prepare a MFR to fully document the au-
dit work performed and why the assignment was cancelled. Generdly, if notifica
tion/acknowledgment letters were issued to the contractor and contracting officer, the au-
ditor should aso inform them that the audit has been terminated/cancelled and document
that communication. If the contractor and contracting officer were notified of the assign-
ment informally (e.g., verbally or e-mail), the auditor should aso inform them that the
audit has been terminated/cancelled in a similar manner and document that communica-
tion. Auditors and supervisors should generally use judgment in deciding whether to pre-
pare a MFR for cancelled assignments with less than 8 hours. However, documentation
requirements for unreconciled difference of opinion must always be followed even when
the assignment is cancelled (4-403f(3)).

g. Thefollowing is a description of the major audit working paper sections:
(1) W/P Section A -- Summary working paper section contains:
e The summary of audit results, executive summary, and subject of audit to be for-
warded into the draft audit report (see Chapter 10)
The customer's special requests and requirements (if any)
The audit criteria (e.g., FAR, DFARS, CAS)
Initial supervisory guidance and audit objectives
Concluding audit steps
Interim/final supervisory guidance and review
(2) W/P Section B -- Risk assessment and preliminary review working paper section
contains:
e A summary of the risk assessment and the impact the risk assessment has on the
substantive testing required to accomplish the audit objectives
e Theaudit report note on the assessment of control risk (see 5-109)
e Documentation on the examination of internal controls (Internal Control Audit
Planning Summaries (ICAPS) or the Internal Control Questionnaire (1CQ), as ap-
propriate) and the impact of this assessment on the audit
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e Documentation on the evaluation of materiality and sensitivity factors, and the
impact of this evaluation on the audit

e Documentation on the evaluation of reliance on computer based data and the im-
pact of this evaluation on the audit

e Documentation on the evaluation of inherent and other risk factors (e.g., perma
nent files, prior findings, contract mix, Government participation, audit lead
sheets), and the impact of this evaluation on the audit

e  Accomplishment of other preliminary audit steps that do not relate to auditing a
specific cost element/area

e Assessment of need for technical assistance and/or assist audit(s) and the related
request(s)

(3) Lead working papers and related audit program (e.g., wp/C-01) contain:

e The lead schedule for each cost element/area being evaluated (e.g., schedule of
proposed and questioned amounts, schedule of control objectives audited and the
results)

e Thetallored audit steps for the evaluation of that cost element/area.

e The structured audit report note (see 10-210.6), for inclusion in the audit report,
which describes the work performed for the cost element/area being audited.

The structured note format should be used even if the cost element/audit area will be ex-
cluded from the audit report. The structured note will address the following topics:

(a) Summary of Conclusions

(b) Basis of Contractor's Costs

(c) Audit Evaluation

(d) Contractor's Reaction

(e) Auditor's Response
Another form of the structured note is the Statement of Condition and Recommendation.
This format is used for internal control examinations, operations audits (refer to 10-409)
and CAS audits (refer to the appropriate Results of Audit section in 10-800). If there are
no findings, for these activities provide a narrative summary of the audit area, the audit
work performed and a conclusion indicating no exception was taken.

(4) Detailed working papers contain:

e The supporting data, information, schedules, and computations for the audit steps
on the applicable lead working paper

e The on-page notes that document accomplishing the tailored audit steps, support
the significant audit judgments and conclusions, and describe the transactions and
records examined. These notes will address the following:

0 Purpose — state the specific purpose of the working paper on each work-
ing paper or the first page of a group of related working papers. Avoid
using general phrases such as “Review Labor” or “Review Material.”
Include enough information so that the reason the working paper was
created and the reason why we are performing the audit step will be
evident. The wording of the purpose should aign with the audit pro-
gram steps that the working paper will satisfy.

0 Source of Information — identify the source of data or information
shown on each working paper. The statement should include the
name, title, and department of the individual who provided the infor-
mation. If beneficial, aso provide the date the information was pro-
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vided. If the information comes from a contractor generated report,
provide the name and date of the report. Also, if the data was ob-
tained from the contractor's systems, indicate how the information
was obtained so as to facilitate another auditor obtaining the same
type of information at a later date. If the information came from the
FAO permanent file, the auditor should provide specific information
regarding the source of the information, not merely referencing “ per-
manent file.” Generalized statements, such as “contractor’s account-
ing records,” or “Jane Doe” are not sufficient.

0 Scope of Analysis— provide a detailed description of the scope of the au-

dit work performed to create the working paper. Include appropriate
explanations when the scope has been limited or unusually expanded. It
should also include the specific criteria (e.g., FAR 31.205-33, CAS 48
CFR 9904.412) used to make the judgments and conclusions. Avoid us-
ing generic phrases, such as “reviewed the rates.”

o Auditor’s Conclusions and Recommendations — state the conclusions and

recommendations on the working paper as soon as a determination is
made. For a group of related working papers, a single conclusion on the
first page of the group is acceptable. The conclusion should not dupli-
cate, but should relate to, the information included in the purpose (e.g.,
if the purpose of the working paper is to determine the acceptability of
costs, the conclusion should state whether or not the costs were accept-
able).

When selecting items for transaction testing, regardless of the method of selecting
the items, the following should be documented in the working papers. (See B-203
for additional documentation requirements for statistical sampling.)

1. A description of the universe from which the items are selected, including specific

source information (e.g., contractor’s January 1, 20XX hill of materia totaling
$2.5 million).

2.1dentification of the items to be tested (e.g., material parts with an extended value

over $50 thousand) and the attributes to be tested.

3.An explanation that supports the judgmental selection results in adequate audit cov-

erage of the universe to meet the audit objectives (e.g., the 30 items with an ex-
tended value over $50 thousand represent 90 percent of the total bill of material
vaue of $2.5 million).

h. Auditors are to prepare working papers in electronic format to the maximum extent
possible. The APPS incorporates working paper templates and audit report shells that must
be used for most audit activity codes. If use of the APPS is not mandatory for a particular
activity code, it will be indicated next to the assignment number in the APPS tab when
entering the assignment in DMIS.

i. Naming Conventions:

(1) To smplify the indexing process in an electronic environment, DCAA has
adopted a standardized file naming convention. This convention also establishes standar-
dized procedures for storing in-process electronic working papers, as follows (see 4-407e.
for naming conventions related to closing actions):

[ )

Each auditor should have a folder named "Audit Working Papers' on the hard
drive of hisor her primary computer.
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e For each assigned audit, the APPS software will establish a new folder within the
Audit Working Papers folder. This new folder is assignment specific and will be
given the actual assignment name, such as; 02441 2005B21000001. All in-
process e ectronic working papers will be stored within the appropriate electronic
assignment folder. DCAA electronic working paper software supports this naming
and storing convention.

(2) Auditors should name each file, including administrative files, beginning with
the actual working paper reference, such as A-01, B-02a, T-04, etc. This will be followed
with a brief description or actual title of the working paper, such as Evaluation of Engi-
neering Labor Rates or Determination of Current Labor Rates. The combined result will
make the identification of electronic working papers much clearer. An example of the file
naming convention is shown below:

W/P Description

08c-1 Contractor’ s Explanation of Depreciation (email)
A A Audit Summary XY Z Proposal.doc

D-02 D-02 Detailed Evaluation of Labor Rates.doc
D-02a D-02a Determination of Current Labor Rates.xIs

D-02a01 Actua Engineering Rates to Date.doc

To make it easier to find documents, auditors should make use of longer, more descrip-
tive file names.
j. Working papers should contain the following information:

(1) Heading. Head each working paper with the name of the contractor, the assign-
ment number, and atitle or description. The title or description should convey the purpose
of the working papers. Most working papers generated using the Agency electronic work-
ing paper application will collect and automatically generate the appropriate headings
based on user-supplied input.

(2) Auditor's and Supervisor's Initials and Date. The requirement for the auditor's
and supervisor's initials and dating applies to both hardcopy documents and €electronic
working papers. The work of all auditors contributing to the working paper content, in-
cluding that of technical specialists, should be identified to the individual work product.
The auditor who prepares or completes aworking paper should place his or her initials and
the month, day, and year the work was performed or completed on each sheet. If the audi-
tor verifies a multiple-page, contractor-prepared document (e.g., bill of material), the audi-
tor should place his or her initials and the date on only the first page of such document. To
facilitate the use of electronic tools and provide a standard location for reviewers, the au-
ditor normally identifies his’/her work by initialing in the lower right corner of the audit
working paper. When the software is not conducive to this location (e.g., spreadsheets)
working paper attributes (e.g., assignment number, initials, date) should be placed in a
prominent location. When preparing or completing electronic working papers, the audi-
tor's initials will be typed in by the auditor using the bold italic font, which will set the
auditor'sinitials out from the text of the working papers.

An acceptable example:
W.H.R.
12/16/03
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Color fonts may also be used to further distinguish initials and dates; however, care
should be taken in selecting colors that are easy to read, even when printed on a non-
color printer. It is not necessary for supervisors to indicate their review and approval on
each working paper; however, supervisory guidance, review, and approval must be evi-
dent in the working papers. As a minimum, to indicate final review and approval of the
work, supervisors should initial and date the lead working papers, the top page of the
summary working paper section, the top page of the risk assessment/preliminary review
section, and the top page of the draft audit report. As with the auditor's initials, the su-
pervisor's initials on electronic working papers should be in the bold italic font to easily
distinguish the supervisor's initials from the audit working paper text. APPS provides
space for auditor initials and date in the lower right corner of audit working papers, as
appropriate. Space is also provided for supervisory approvals. Initialing these docu-
ments is evidence that the working papers have been reviewed to the extent necessary
for the supervisor to ensure the audit objectives have been accomplished and there is
adequate evidential matter to support the audit findings (also see 2-S103.4b(4)).

(3) References. The working paper reference scheme should follow a "top-down"
approach. Avoid referring from lower level working papers (i.e., detailed working pa-
pers) to higher level working papers (i.e., lead and summary working papers). As amin-
imum, reference the following:

e All significant judgments, findings, conclusions, and recommendations that are
included in the draft report. This includes: summary results and notes to the sum-
mary and lead working papers; the report scope section on how the contractor’s
internal control systems affected the scope of audit; al report qualifications; and if
applicable, the Other Matters section of the report.

e |nformation in the summary working papers to the related lead working papers.

e Risk assessment/preliminary review working papers to the related detailed work-
ing papers.

The lead working papers to the detailed working papers.
e Thedetailed working papers to the next lower level of supporting working papers.
Audit working papers may follow the top-down approach using any one of the fol-
lowing examples:

e See W/PK-02a

e Source W/P K-02a

e W/PK-02a
All are acceptable, provided they clearly direct the auditor to the appropriate source
working paper. It may be preferable to provide a more detailed reference, such as: "See
WI/P L-1, line 45, column B." The level of reference detail is subject to individual audi-
tor judgment and to any supervisory or FAO specific preferences.

Electronic working papers can complicate the referencing process. Windows based
software packages allow for electronic references to source data. Specifically, such
functions as hyperlinks, copy and paste, linked objects, embedded objects, etc., increase
the auditor's ability to manipulate data within and between working papers. Auditors are
encouraged to make use of this technology; however, it is essential to maintain the re-
guirement to specifically annotate the appropriate working paper reference.

k. Stated References. Electronic working papers and the draft audit reports that are
electronically referenced must also include a stated reference. A stated reference is an
actual working paper reference, such as A-01, B-02a, T-04, etc. Maintaining a stated
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reference within the electronic working paper is a sound business practice. It may be
needed if the working paper is printed at a later date. Hyperlinks are excellent naviga-
tional aids, but the electronic links can be severed, making the stated reference the only
navigationa aid to the supporting documentation. Similar to the designation of auditor
and supervisory initials, working paper references should be distinguished using the
Bold Italic font. Color fonts may also be used to further distinguish working paper ref-
erences; however, care should be taken in selecting colors that are easy to read when
printed. There are APPS Tools (Quick Links) available to aid auditors when developing
hyperlinks that take advantage of using stated references. These tools will also apply the
desired attributes (bold, color, italics).

I. Indexing.

(1) Index each working paper as it is prepared. The Agency standard indexing
protocol is described in Figure 4-4-1. In practice, auditor working paper packages can
consist entirely of electronic files or include a mix of electronic files and hardcopy
working papers. Each audit working paper package, whether in electronic or hardcopy
form, will follow the standard indexing structure.

(2) Every audit working paper package should include an index of the Administra-
tive and Audit Working Papers. The required index is provided by APPS as working
paper 00 Working Paper Index. It automatically generates a listing of all electronic doc-
uments in the assignment folder within the Audit Working Papers folder, organized in
accordance with the Agency standard indexing protocol as described in Figure 4-4-1. It
also provides entries for the standard administrative working papers as described in
Figure 4-4-2. If there is an electronic version for a particular administrative working
paper entry, the index removes the entry and lists the electronic file. Hard copy working
papers should be added to this index and noted in the description column. If the as-
signed file name does not adequately describe the electronic file, additional narrative
should be provided in the description column. Entries for any unused administrative
working papers with no electronic file should be removed at the conclusion of the audit
using the index’s function for that purpose so that it is clear that those working papers
are not a part of the working paper package.

m. When the audit report has been electronically transmitted to the customer, the
exact same file transmitted must be included in the working paper package (see 4-
407e.(2)). An electronic copy of the draft audit report, cross-referenced to the working
papers, and an electronic version of the acknowledgment letter must be retained in the
audit working paper package.
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Figure4-4-1

Figure4-4-1
Standard Working Paper Format and I ndexing

Summary Working Paper, which includes:

A
e Audit Summary
e Executive Summary
e Results of Audit
The following working papers are also required:
¢ Planning Document, which includes: A-01
e Subject of Audit
e Initial Supervisory Guidance/Audit Objectives
e Concluding Audit Steps
e Interim Guidance/Corrective Actions A-02
¢ Final Review Comments A-03
Risk Assessment/Preliminary Review Working Paper B
e Summary of Risk Assessment
The following working papers are also required:
e Audit Planning Considerations/Preliminary Audit Steps B-01
e Documentation of Risk and Assessment of Internal Controls B-02
o Assessment of Need for Technical Assistance/Assist Audit B-03
Lead Working Papers C, D, etc.
e Tailored Audit Steps for the Cost Element/Area Being Au- C-01, D-01, etc.
dited
o Detailed Working Papers C-02, D-02, etc.

e Supporting Working Papers

C-02a, D-023, €tc.

Note: Electronic indexing of page numbers should be done using currently available
means within the software application in which the work is performed. Hard copy in-

dexing of page numbers should be done using the format: A (1/3),
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Figure 4-4-2

Figure 4-4-2
Administrative Working Papers

Following are the contents of the Agency administrative working papers section and their

sequence:

01
Ola
02
03
04
05

06a
06b
07
08
09
10
11
12

13
14

15
16a
16b
17

18
19
20
21

22

23

30
31

AUDIT REPORT

Cumulative Allowable Cost Worksheet (CACWS)
Computation of Dollars Audited & Cost Savings
Defective Pricing Lead Sheets

Audit Leads (check if positive)

CORRESPONDENCE

Entrance Conference Notes

Exit Conference Notes

Government Notes/ Correspondence

Contractor Notes / Correspondence

Technical Report

Assist Audit Reports

Acknowledgment / Notification Letter (Original / Revised)
Request For Audit (Original / Revised)

PERMANENT FILE UPDATE WORKING PAPERS
ICAPS/ICQs Sections
Contract Briefs

AGENCY ADMINISTRATIVE WORKING PAPERS
Livelink Setup Sheet

Closing Actions

Tick Marks Legend

Permanent File Setup-Update

FAO SPECIFIC WORKING PAPERS

CONTRACTOR' S SUBMISSION, DATA, ETC.
Contractor’s Submission, Data
Revised Contract Submission / Data

Other Audit Guidance (or worksheets)
Activity Code Specific Policy Guidance (or worksheets)
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4-404 Working Papers - Agenda Sheet

During the assignment, matters may arise that are not settled immediately either be-
cause the information is not available or the auditor wishes to avoid interrupting the work
at hand. The auditor should develop a separate agenda sheet or "To Do" sheet listing mat-
ters for further examination as the audit proceeds. Before completion of the audit, each
item on the agenda sheet should be resolved. Items which may be placed on the agenda
sheet include:

(1) Differencesto beinvestigated.

(2) Items to be discussed with contractor personnel.

(3) Additional audit steps to be performed after preparation of an analysis or sche-
dule.

(4) Unavailable contractor records to be examined | ater.

(5) Follow-up on partially completed transactions.

(6) Items requiring discussion with or approval of the contracting officer or technical
or supervisory personnel.

4-405 Permanent File

a. The permanent file on each contractor is a central repository of information ga-
thered during audits that has continuing value and use to subsequent audits expected to
be performed at the same contractor. Permanent files are useful in preparing the audit
program and in determining the appropriate scope of subsequent audits. They also pro-
vide ready means for auditors to become familiar with the contractor's operations and
any existing audit problems or contractor system weaknesses. While summary informa-
tion on the contractor's organization, financial structure, and policies and procedures
may sometimes be included in permanent files for smaller contractors, such information
on large contractors with continuing audit activity is generally maintained in the field
audit office at a central reference library.

b. The third mandatory annual audit requirement (MAAR) is to maintain and update
permanent files for new or changed contractor organizations, operations, policies, pro-
cedures, internal controls, software programs, and accounting methods that influence
the nature, level, and accounting treatment of costs being charged or to be charged to
Government contracts. This also includes the update to documentation on the contrac-
tor’s contract briefing system or auditor-prepared contract briefs. This mandatory an-
nual audit requirement ensures that any of the above type information gleaned from
current audit work is summarized or referenced where it is likely to have a continuing
value to subsequent audit work. It is not necessary to establish separate audit assign-
ments to gather organizational or procedural manual changes, and to file such informa-
tion in the permanent files when it has no immediate or obvious influence on future
audit assignments. In distinguishing between what is needed and all other information,
the auditor must exercise judgment. Additional guidance for both major and nhonmajor
contractorsisin the DCAA Management Information System (DMIS).

c. Auditors often refer to prior current audit working paper files as the permanent files.
This is especially true with indirect cost audit files that contain audited contract cost in-
formation. Accordingly, when prior audit files contain information that would likely be
useful in the performance of future audits, and it is not practical to transfer the data to a
separate permanent file, the auditor should maintain and properly reference the prior audit
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file as part of the permanent file. Steps should be included in each current audit to identi-
fy the types of information that should be placed in the permanent file (see 4-405f). Au-
ditors using the permanent file during a current audit are also expected to identify per-
manent file information that is outdated or no longer considered useful for future
assignments. The auditor should submit recommendations to the supervisory auditor for
removal of such datafrom the permanent file.

d. The permanent files should be maintained in a convenient, accessible manner. The
Electronic Contractor Permanent File (ECPF) system is the Agency’s standard tool for
maintaining contractor permanent file records. During field visits to contractor locations,
auditors are encouraged to obtain information electronically, if possible, to facilitate sto-
rage and maintenance of recordsin the ECPF system.

e. The structure of the ECPF uses a folder with the contractor name and DUNS num-
ber, and includes 13 primary folders subordinated to it. The primary folders are lettered
A through M, asfollows:

A-General Contractor Information

B-Audit Planning

C-Financia Capability

D-Financial Information

E-EVMS

F-Contract Information

G-Correspondence

H-ICAPS/ICQ

[-CAS

J-Forward Pricing

K-Incurred Cost-Indirect rates

L-Operations Audits

M-Miscellaneous
The primary folders also contain nhumerous subfolders, and there are versions available
for both contractors with ICAPS and contractors with ICQs. Filing can be performed at
any level within the system of folders. Depending on the size and complexity of the
contractor, filing can be accomplished in as simple or complex a fashion as required.
Instructions and tools related to the creation, implementation, and use of the ECPF are
located at https://infoserv.dcaaintra.mil/filess ECPF/default.asp.

f. The following items would logically be included in the permanent file as having
continuing value in future audit assignments:

(1) Internal control audit planning summary (ICAPS) sheets.

(2) Internal control questionnaires (1CQ).

(3) MAARSs contral log.

(4) Disclosure statement and revisions in accordance with CAS rules and regula-
tions.

(5) CAS planning and cycling documentation.

(6) CAS compliance and noncompliance tracking.

(7) DMIS CAS Tracking of Issued Noncompliance (19200) Report (After FY
1991).

(8) Audit lead sheets.

(9) Internal control system planning and cycling documentation.

(10) Historical pension cost information. At a minimum include the following
information for each defined benefit plan by fiscal year:
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(a) For contractors not separately calculating pension costs by segment — total
costs incurred, the contractor’s established allocation base to allocate pension costs to
segments, and the Government’s participation in the allocation base, even if no pension
costs were incurred for the year.

(b) For contractors calculating pension costs by segment — for each segment:
total costs incurred, the portion of the costs alocated to contracts subject to CAS and
FAR Cost Principles, and the year-end pension asset balance (market value), even if no
pension costs were incurred for the year.

(11) Cumulative Allowable Cost Worksheet (CACWS).

4-406 Copies of Contractor Datain Working Papers

a. When considering the extent of the contractor's data that should be copied and
retained in the working paper files, the auditor should use the following guidelines:

(1) The audit file should contain copies of the contractor’s records as part of the
audit documentation if they are needed to enable an experienced auditor to understand
the work performed, the evidence obtained and its source, and conclusions reached. The
auditor should consider the continuing availability of source documents and contract
data retention reguirements when deciding whether to reference or reproduce contractor
source documents.

(2) Where a particularly sensitive or material audit conclusion hinges on key
source documents and referencing would not provide sufficient evidence of the content,
copies should be included in the working papers. This same consideration applies when
the audit results can give rise to a Government claim against the contractor, such as an
assertion of defective pricing or an alegation of CAS noncompliance. In these situa-
tions, the contractor data should be retained in the working paper files for consideration
by the contracting officer in his’her decision making processes. More routine audit con-
clusions may be sufficiently documented by reference and extraction of pertinent infor-
mation.

(3) The auditor should recognize contractor concerns about reproducing copies of
sensitive financial or other operating information. Instead of making copies, the auditor
should take notes or extracts if this will satisfy the Government Auditing Standards (see
above) and the needs of the contracting officer can be accomplished with a reasonable
expenditure of audit effort.

b. The contractor must provide reasonable access to all records and corroborative
documentary evidence necessary to achieve the audit objective. Auditors who are prec-
luded from performing procedures considered necessary and material in the circums-
tances, including reproducing contractor records and documents, should follow Agency
access to records guidance (see 1-504).

c. Scanned Documents. The decision to transfer hardcopy documentation to electron-
ic form (scanning) is a matter for auditor judgment. When presented as evidence in liti-
gation, the courts will treat a document reproduced from electronic format as an origi-
nal. Documents which might be scanned include correspondence, invoices, travel
vouchers, quotes, and similar records. Special care must be taken to avoid any alteration
or appearance of alteration of the data. DCAA scanner software will default to saving
scanned documents as image files, which cannot readily be modified. The software also
has the capability to convert a scanned document to Optical Character Recognition
(OCR) form. OCR scans are subject to transcription error and may easily be changed in
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word processing and spreadsheet programs.. Agency policy requires scanned documents to
be saved in PDF image format.

4-407 Computer-Aided Working Papers

Agency standard naming conventions (see 4-403i) should be carried throughout the audit
working paper package, including storage of the completed assignment officia records and
the corresponding audit report. Aswith any audit assignment, the integrity of our audit work-
ing papers must be maintained; thisis vital with electronic audit files. During an audit, many
interactions take place between an auditor, other team members, technica specidists, the
supervisory auditor, and the FAO manager. The following requirements apply to the audit
workflow process and incorporate standard procedures to protect working paper integrity,
specifically the integrity of the official electronic working papers.

a Working Paper Cresation: In order to obtain the latest available guidance, the auditor
must first set up an assignment in DMIS and then generate working papers using the APPS
functionality in DMIS,

b. Work-In-Process Procedures (Interim): During the performance of an audit, working
papers should be generated using the APPS User Interface. In particular, the report shell
initially generated should be used as a starting point for drafting reports. In addition, the au-
ditor must coordinate his’her work with the audit supervisor. This includes interim guidance
as well as obtaining supervisory review and approval of individua working papers. This
requires that electronic files be accessible to audit supervisors and others. Although there are
many methods of transmitting electronic files between parties (common drives, physica
delivery, e-mail, intranet, etc.), the primary methods facilitated by the APPS software are the
use of the common LAN X: drive and e-mail for “off-line” connectors. The APPS software
incorporates import and export functions to facilitate the transfer of files between personnel.
When electronic audit files are returned to the auditor after supervisory review, the auditor is
responsible for ensuring that only the most current audit files, i.e., the reviewed files, are
included in the audit package. The APPS software facilitates this goa when the ex-
port/import functions are used, but it is still possible to overwrite a newer file with an older
version in other software applications (e.g., Windows Explorer). In addition to the daily
backup, the backup function should be performed just prior to performing an export. This
provides a temporary backup, until the approved file is returned. In most cases, work should
cease until the next import is initiated. However, if work must be performed, it should be
tracked, approved, and updated after the file isimported.

c. Work-In-Process Backup: The most important computer proficiency discipline is the
daily backup of current work in-process files. Files can be lost or destroyed, hard drives fail,
and entire computers are sometimes stolen. Such occurrences could result in loss of the en-
tire in-process el ectronic working paper package. To minimize such disruptions, the follow-
ing procedures should be followed.

(1) A backup copy of in-process electronic audit files will be made at least daily. The
APPS software utility functions allow auditors to easily backup their work to a location of
their choosing (i.e.,, common drive, removable medium, etc.). The utility notifies the user
when there are three or more backup files detected in the backup location for the selected
audit. If the user chooses to view the list, awindow is displayed with the list of backup files
that can be selected to delete. Since two backups should be more than adequate, particularly
if they are stored to a LAN drive, auditors should normally delete any backups that are older
than the two most current backups.
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(2) Auditors using portable laptops must ensure that backup files are not stored with
the laptop computer (i.e., in the carrying bag) to avoid both being concurrently lost. The
backup copy(s) should be stored in alocation where loss or damage is unlikely to occur.

(3) An in-process backup set of al assignment audit files will be maintained until the
entire audit and review is completed and the final eectronic working papers have been
stored and backed up.

d. Preparing the Completed Working Paper Package for Final Supervisory Review: The
auditor should perform the following procedures when an audit has been completed and the
working papers are ready for fina supervisory review.

(2) A hardcopy folder will be established to consolidate and store assignment working
papers. Working papers include electronic media, as well as hardcopy working paper docu-
ments that are not practical to store electronically. The hard copy folder will house the offi-
cid hard copy files and the final backup eectronic files on CD. In making a decision wheth-
er or not it is practical to scan hardcopy items, rather than maintain paper copies, the
following factors should be considered: how long it will take to scan the hardcopy items;
how often the item will be used; and any scanning preferences or guidance provided by the
supervisor, FAO, or region.

(2) Electronic files should be maintained in efficient formats. As audit working files
are backed up or archived, individud files and sizes comprising the backup can be viewed
using WinZip. When creating the final backup, the auditor should use WinZip to identify
files appearing inordinately large compared to their content. The intent of this review is to
identify and remedy poor file creation techniques that contribute to unnecessarily large over-
all file size. The supervisory auditor should perform a similar review as part of the fina re-
view process. To aid in this review process, a File Size Review Tool is available on the
DCAA Intranet as part of Other Audit Guidance. Filesthat directly support audit conclusions
should never be removed from a backup or archive simply because they are large.

(3) All electronic working papers will be backed up just prior to performing the export
for supervisory review. The APPS software removes original files from the personal com-
puters and places them on the LAN X: drive for importing and eventud archiving. The audi-
tor will maintain the backup files until afinal permanent backup is created from the origina
files during the closing actions (4-407¢), after which al interim backup files should be de-
leted.

(4) The eectronic files on the LAN X: drive are the officia audit working papers; any
copies of these files maintained on the auditor's hard drive or on LAN drives accessible by
the FAO staff must be renamed or otherwise designated as back up or nonofficia copies.

(5) The auditor is responsible for populating the title, author, and keywords fields of
the file properties in the audit report. File properties are only necessary for the audit re-
port/memorandum and not for all other files contained within the APPS exefile.

(6) The package is then exported, and notification is provided to the supervisory audi-
tor/FAO manager for final review and completion of the associated audit report.

(7) Only four copies of the audit report should be retained in the officid file, as fol-
lows:

(a) Final, cross referenced draft in Microsoft Word

(b) Final report ready for signature in Microsoft Word

(c) Final report left unsigned and unsecured in PDF format
(d) Final report, signed and secured in PDF format
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(8) Printed copies of eectronic working papers and the audit report are not required for
inclusion in the package and should be rare. In cases where a determination has been made
(and documented) to maintain hard copy when an electronic version is available, the hard
copy included in the package must match the electronic version.

e. Closing Actions: The fina closing actions should be completed as soon as possible
after report issuance and, except for very unusual situations, within ten working days of re-
port issuance. Each FAO must have written closing action procedures to ensure that appro-
priate Agency software is used to save and back up al fina eectronic working papers. The
procedures should identify what types, if any, of eectronic working papers will be made
available for routine unofficial use and when they will be deleted, and should ensure the
backup copy (copy stored on CD in the hard copy folder) is included with the working paper
package when it is sent to storage. The procedures should also include the following ele-
ments.

(1) The Microsoft Word version of the draft audit report (containing al changes to the
draft, except removal of the cross references and fina spelling and format changes) must be
cross-referenced (see 4-403j.(3) & 4-403k.) to the working papers and included in the work-
ing paper package. A table at the top of the cover sheet is provided for inserting supervisory
approval. Previous versions of draft audit reports are extraneous and should not be retained
in the current audit working paper file.

(2) The Microsoft Word version of the find audit report must be stored with the work-
ing papers. The APPS software generates a copy of the draft audit report for final processing.
The copy created by APPSis named “01 DCAA Report [RORG-ASSIGNMENT NO.].doc.”
Thisfileis processed to accept/reject tracked changes, remove the table at the top of the cov-
er sheet, remove cross-references and comments, remove hyperlinks to other documents, and
make fina formatting changes. The electronic file should then be renamed to uniquely iden-
tify that file as the fina report according to the convention “01 DCAA Report [RORG-
ASSIGNMENT NO.]-Fina.doc”. For audits closed with documents other than reports, re-
place “Report” with the type of document issued (i.e., MFF, MFR, Letter, etc.) as appropri-
ate for the draft and final. For supplements or revisions, add the designator —S1 or —R1 &fter
the—Final designator, as appropriate.

(3) Once the final Microsoft Word report is ready for signature, the administrative
staff will convert the Word document to PDF using Adobe Acrobat software. The admin-
istrative staff will then save the report in the PDF format and will name that report accord-
ing to the convention “01 DCAA Report [RORG-ASSIGNMENT NO.]-Final-
Unsigned.PDF.” Once the unsigned report has been reviewed for formatting errors and is
ready for signature, the administrative staff will save the report again in the PDF format
and will name the second PDFreport according to the convention “01 DCAA Report
[RORG-ASSIGNMENT NO.]-Final-Signed.PDF.” The version marked “Signed” will be
the version that the FAO Manager will sign and secure. Only the signed and secured PDF
version of the final report should be transmitted or otherwise used to support future actions
related to this assignment.

(4) For reports sent to customers via e-mail, the transmission e-mail must be retained
in the officia files (see 10-203.10(c) for e-mail content). For audit packages, the transmis-
sion e-mail should be named “RORG-ASSIGNMENT NO-email.txt.” The transmission e-
mail should be included separately in the Livelink folder, as well as on the CD containing the
APPS-generated executable file. To eliminate another copy of the report in the working pa-
per package, the transmittal e-mail should be saved in a .txt format. For supplements or revi-
sions, add the designator —S1 or —R1 after the —email designator as appropriate.
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(5) The following copies of the final electronic working papers (which should include
the APPS generated executable file, a separate uncompressed copy of the unsigned audit
report in PDF format, a separate uncompressed copy of the signed and secured fina audit
report in PDF format, and the transmission e-mail) are required:

(a) The Official Working Paper Electronic Files (compressed as required, read-only,
and self-extracting) will be stored in Livelink under the appropriate file code. A sepa-
rate folder will be created for each assignment. Official copies of revised/supplemental
working papers and revised/supplemental reports will be stored in the same Livelink
folder as the original files. The file naming convention for the Official Working Paper
Electronic Files is encoded by the Archive function in the APPS software using an 8-
digit date format (e.g., 01701 2003A 10100001 Archive 20080927.exe). APPS does
allow for a custom label at the end of the naming convention. Since the file name is
already 40 characters long, this function should be used sparingly in conjunction with
the archive function. However, the custom label function can and should be used for
valid descriptors (e.g., cancelled) on archive files. It can also be used routinely to dis-
tinguish multiple copies of backups. For supplements, the designator S1 should be placed
after the eight digit date. The S1 can be added using the custom label function.

(b) The FAO Backup Working Paper Electronic files will be stored on a single session
CD in the hard copy folder. The backup copy of the electronic working paper files must be
maintained as long asthe original. This copy is to be used only if the original filesin Live-
link become lost or damaged. The naming convention for the backup copy should match
exactly the Official copy.

(6) Any temporary files (recognized by the “~$" or “~WRL" characters that begin the
file name) and concatenated audit programs (working paper B-99) in the audit working paper
package must be deleted during the closing actions. These files are duplicates which are used
for recovery and review purposes. Saving them in the fina audit working paper package
could confuse personnel that use or review the work in the future.

(7) Thefollowing process shall be used to create the archive copies:

e The end user accesses the audit working paper files using APPS. This could be
any member of the DCAA work force. It is critical that whoever is assigned this
responsibility be appropriately trained, including training in APPS.

e Select the Utilities Function within APPS and use the Import Utility to import the
selected assignment to the local machine.

e Use the Backup Utility to backup the file before proceeding. This file should be
saved in atemporary location until the archive function is complete.

e Use the Export Utility Function (select “Archive’ as the Type of Review) to ex-
port the selected assignment to the LAN X: drive. This will create the final offi-
cia executable file (e.g., 01701_2003A 10100001 Archive 20093003.exe) that is
stored in Livelink and backed up in the hard copy audit folder on a CD. After the
officia fileis created, complete (a), (b) and (c) below.

(a) Collect al the files created in the closing process (APPS generated execut-
ablefile, a separate uncompressed copy of the final audit report, the transmission e-mail
and the scanned signature page) in the assignment subdirectory on the X: drive.

(b) Follow the instructions in the Livelink User Guide to file all the appropri-
ate official filesin Livelink in a separate folder under the appropriate file code.

(c) Copy all files from the LAN X: drive to a temporary location on the C:
drive to prepare for the CD burning process. Make a copy of the APPS generated ex-
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ecutable file (*.exe), final audit report file, transmission e-mail, and the scanned signa-
ture page file on a single session CD-ROM (type CD-R). Using the CD writing soft-
ware, assure that the files are burned in the “Data CD” format, data is tested as it is rec-
orded, and that the CD is closed at the end of the session. This will be the Backup
Electronic File. After the electronic working paper backup copy is created, it must be
opened and read to ensure it was not corrupted during the copying or compressing
process. This test must be performed on another machine. Label the CD with, at a min-
imum, the following information:

e Theword “tested” and theinitias of the person who performed the test.

e  The complete assignment number.

e A brief assignment description, such as:

Tested: XXX

2441-2004B21000001

Audit of XY X Proposal for Multicolored Widgets

(8) Ensure the backup electronic files (stored on single session CD-ROM’s) are
securely enclosed in the working paper hard copy folder. The use of sleeves or other
appropriate techniques should be employed to ensure the final electronic files are not
separated or lost from the working paper package and the copies are kept in good condi-
tion. Each FAO should ensure strong controls are in place to protect the integrity of the
official records/files as well astheir physical security. The completed folder will be then
be stored consistent with standard FAO procedures.

(9) If the auditor receives or prepares supplemental documents/correspondence
(e.g., price negotiation memorandum, documentation related to negotiations (15-404),
attending a Board of Review (1-403.4), or circumstances described in 4-409) that are
directly related to an assignment that has already been finalized, stored and archived,
the auditor should use compression software when appropriate and create appropriately
named files (e.g., “RORG-Assignment No.—PNM Data"). The new files should not be
incorporated directly into the original APPS package. They should be filed in Livelink
in the same folder with the original official files, but the original APPS files should not
be opened to add the supplemental documentation. The new files should also be copied
to anew single-session CD and stored with the backup CD for the original APPSfiles.

(10) Records discovered to be missing, lost, or destroyed prior to the date that they
are eligible for destruction (and which cannot be recreated) must be reported in accor-
dance with DCAAM 5015.1, Chapter 4, paragraph C.

f. Sensitive Audits: Sensitive audits include, but are not limited to, classified work,
suspected irregular conduct, hotline or DCAA Form 2000 related files. These audits will
not be filed in Livelink at this time. The two CD storage methods will be used to create
an official and a backup copy. For storing sensitive audits skip (7)(a) above and repeat
(7)(b) twice, using the file naming conventions that follow. The naming convention in
APPS 5.0 should be used for both copies. For the officia file copy, the designator
“_Official” should be placed after the eight digit date (YYYYMMDD). This can be
done using the custom label function in the APPS User Interface. For the backup copy,
the official file can be copied and the file name changed to “_Backup” in place of
“_Official”. The Official electronic files must be stored in the hard copy folder. The
Backup copy for sensitive audits must be stored separately from the Official Working
Paper Electronic Files, in a controlled or locked file. With the exception of classified
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work, the hard copy folder should be marked “SENSITIVE AUDIT-OFFICIAL
ELECTRONIC FILESENCLOSED".

4-408 Computer-Aided Audit Applications

a. A computer-aided audit application is any audit task that has been automated us-
ing a software program. Any application that is developed must be tested before it is
used. The extent and type of testing should be based on the complexity of the applica-
tion and the inherent risk when relying on the results generated.

b. Audit applications done with a computer must fully satisfy the requirements of 2-
307 and 4-402b. Thus, working papers prepared with the aid of a computer should be
documented in the same manner as those prepared manually. They should clearly de-
scribe the data and procedures employed in the computer application.

¢. The amount of documentation will vary depending on the particular computer
application employed; however, the data and procedures used in the application must be
sufficiently documented and properly retained to satisfy the requirements of 4-402b and
to facilitate the re-creation of the application. Examples of matters that may need to be
documented to fully explain the computer-aided audit work are:

(1) the basis for formulas used in spreadsheet-type applications or in calculated
columns of tabular schedules,

(2) detailed schedules supporting summary schedules, and

(3) theinput dataif it is not shown in the output.
Depending on the application, the required documentation may be in the form of sup-
plementary printouts from the computer application program or explanatory annotations
by the auditor.

d. Proper training, planning, and testing are important factors in ensuring that com-
puters are effectively used and in minimizing the risk of generating inaccurate results.
However, just learning about proper design methods and good construction techniques in
developing an audit application provides no guarantee that the results will be error-free.
Adeguate control features need to be identified, designed, and incorporated into the docu-
mentation, data entry, processing, and output portions of an audit application. For exam-
ple, the following control activities could be used for spreadsheet applications, where ap-
propriate:

(1) Retain alisting of the formulas and their relationships.

(2) Attach instructions and identification data with the spreadsheet application.

(3) Create back up files.

(4) Use the software protection/locking features to protect formulas and overall
structure.

(5) Use record counts, data totals, hash totals, or other control totals.

(6) Calculate key balances using two alternative methods and then compare the
results to make sure they are equal.

(7) Use range and reasonableness check numbers to confirm totals.

(8) Run test data and review the output for accuracy.

e. Store the data supporting a computer-aided audit application on reliable computer
media (i.e., single session CD-ROM, magnetic tape, etc.) labeled with the appropriate
audit assignment number. Take necessary precautions to adequately store and protect the
electronic files.
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f. Auditors should not create electronic files that are so large that they are difficult to
store, e-mail, or otherwise handle. When scanning or otherwise obtaining electronic files,
the auditor should obtain and retain only necessary data, and should properly prepare audit
reports and working papers. When it is necessary to retain electronic copies of contractor
data or documents (see 4-406), it should be in an efficient format. Pages scanned in accor-
dance with Agency guidance will usually be less than 100 kilobytes in file size; however,
if the settings are incorrect, a single page can take up several megabytes (e.g., when saved
as a .BMP file rather than a .PDF file). A document saved in an .RTF format can be sever-
al times larger than the same document saved in a .DOC format. All overly large files
should be reviewed to ensure they are in the most efficient format and do not contain un-
necessary images or data. Significant amounts of data can be embedded or imported into a
document or spreadsheet without realizing the significant impact on file size. Images may
be pasted into a document as a .BMP file which can make the document very large, but
which may not be easily identified because they are embedded in the document and the
auditor cannot see the portions that are in the .BMP format. Similarly, Excel workbooks
shall not be embedded into audit reports (see 10-203.15), although that process can be
used in working papers. When issuing audit reports, a good rule of thumb is that the file
size should be about 50 to 100 kilobytes per page. If the report is significantly larger, it
should be checked. There is a File Size Review Tool available on the DCAA Intranet to
assist auditors and supervisors in identifying files with size problems. Regional RSA staff
can provide assistance if needed.

0. Supervisory review to ensure compliance with the auditing standards applies to
computer-aided audit applications, just as it applies to any other type audit application.
The reviewer must evaluate each application based upon its objectives and the relative
sensitivity of the audit conclusions.

4-409 Supplemental Revisionsto the Audit Working Papers after the Audit Report is
I ssued

a. Audit documentation in the official files must not be altered, deleted or discarded after
the report issuance date. This includes the original officia electronic APPS package; the
files on the backup CD, and hard copy working paper files. However, circumstances may
require additions to audit documentation after the report release date. In all cases, the orig-
inal file must be left intact (see 4-409b). Under the AICPA auditing standards, additional
audit procedures and supplemental working papers may be necessary after audit report
issuance when, subsequent to the date of the audit report:

(1) The auditor concludes that one or more procedures considered necessary at the
time of the audit, in the circumstances then existing, were omitted.

(2) The auditor becomes aware that additional facts regarding the subject of audit
may have existed at the report date, and such facts might have affected the report.

(3) Relevant and material developments or events have occurred (e.g., final determi-
nations or resolutions of contingencies or other matters disclosed in the audit report or
which had resulted in a departure from the auditor's standard report). See 10-214.1 for
guidance on supplemental audit reportsin this situation.

The auditor should supplement working papers and issue a supplemental report only when
necessary under circumstances 1 through 3 listed above, or if a supplemental report would
be useful to the requestor or other likely report users. For example, the audit issues are still
outstanding/being negotiated or there is a possibility that the audit may be used to settle
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disputes. When working papers are supplemented, they should contain a concise explana-
tion of the circumstances, and resolution of the issues involved. Guidance on supplemental
audit reportsis contained in 10-214.

b. When additional audit procedures and/or supplemental working papers are needed
after the audit report has been issued due to application of previously omitted procedures,
additiona facts, or to address subsequent events, the supplemental working papers should
be created as a separate set of files and electronic files should be stored following the pro-
cedures in 4-407¢(9). If there are hard copy working papers for the assignment, care must
be taken to ensure that the origina set which existed at report i ssuance/assignment closure
are not atered in any manner. The auditor should take prudent measures to ensure that the
supplemental working papers will not be mistaken for part of the original official working
paper package. Supplemental working papers should contain a concise explanation of the
circumstance under which they were created. The auditor should ensure that the supplemen-
tal working papers:

e areclearly distinguished from the original content;

fully document the circumstances leading to the additional effort;
contain alead schedule summarizing the cost elements/areas eval uated;
contain structured notes or on-page notes as appropriate (see 4-403.9), and
properly reflect who performed the additional procedures and the dates that the
additional procedures were performed. Working papers must meet Agency docu-
mentation standards discussed in 4-403.
The Supplemental W/P A and the supplemental lead schedules for the changed cost ele-
ments/areas evaluated should be annotated with the wupdated recommenda-
tions/conclusions, if any, and cross-referenced to the working papers supporting the up-
date. Supplemental working papers will be separate from the documentation in the original
audit files (see CAM 4-409a).

c. Consideration of Omitted Procedures After the Report Date.

Additiona audit procedures are necessary when an auditor concludes that a procedure
considered necessary at the time of the audit in the circumstances then existing was omit-
ted.

(1) The auditor should assess the importance of the omitted procedure to hisher
present ability to support the previously expressed opinion or conclusions regarding the
audit taken as awhole. The following procedures may be helpful in making an assessment
of the importance of the omitted audit procedures:

e review the working papers

e discuss the circumstances with the personnel involved in the audit (i.e., supervi-

sory auditor, requestor, contracting officer), and others; and

e reevaluate the overall scope of the audit. For example, the results of other proce-

dures that were applied may tend to compensate for the procedure omitted or
make its omission less important. Also, subsequent audits may provide audit evi-
dencein support of the previoudy expressed opinion.

(2) If the auditor concludes that the omission of a procedure considered necessary at
the time of the audit report in the circumstances then existing:

e impairs higher present ability to support the previously expressed opinion or con-

clusions regarding the audit, and

o theauditor believes there are persons currently relying, or likely to rely, on the re-

port, the auditor should promptly undertake to apply the omitted procedure or al-
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ternative procedures that would provide a satisfactory basis for the opinion or
conclusions.

(3) If the previously omitted procedure or aternative procedures cannot be applied,
the auditor should discuss this matter with the supervisor and/or FAO manager to deter-
mine an appropriate course of action concerning responsibilities to the requestor, contract-
ing activities, or other individuals who may rely on the report.

(4) If the additional procedures disclose that the report opinion, conclusions, or rec-
ommendations must be updated, follow the reporting guidance in 10-214. If no report re-
vision is necessary, annotate the working papers to explain why this is the case.

d. Subsequent Discovery of Information Affecting the Audit Report Results.

(2) If, subsequent to issuance of an audit report, the auditor becomes aware of facts
or events that would have been evaluated during the course of the audit, had they been
known at the time, the auditor should promptly:

e undertake to determine whether the information is reliable, and

e  assess Whether itsimpact may be material .

The information at issue may have come into existence either before or after the audit
report date. In any case, the auditor should discuss the matter with the contractor at any
management level deemed appropriate, and reguest cooperation in whatever evaluation
may be necessary.

(2) When the subsequently discovered information is found to be reliable, the audi-
tor should take action in accordance with the procedures described in the subsequent para-
graphsif the nature and effect of the matter are such that:

(a) the report would have been affected if the information had been known at the
date of the report and had not been reflected in the audit; and

(b) the auditor believes there are persons currently relying or likely to rely on the
audit report who would attach importance to the information.

Consideration should be given, among other things, to the time elapsed since the audit
report was issued. When the auditor has concluded, after considering (a) and (b) above,
that action should be taken to amend the opinion, conclusions, or recommendations in the
origina report, a supplemental report should be issued in accordance with 10-214.

(3) If the effect on the audit report of the subsequently discovered information can-
not be determined without a prolonged evaluation, the issuance of a supplemental audit
report will necessarily be delayed. When it appears that the information will require a sup-
plemental report, appropriate disclosure would consist of notification to the requestor and
any other persons who are likely to rely on the audit report that supplemental work is be-
ing performed and a supplemental report will be issued upon completion of the evaluation.
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4-500 Section 5 --- Using Information Technology (I1T) in Contract Auditing
4-501 Introduction

a. This section describes how IT can assist in audit of contract costs being estimated
and/or incurred by contractors (to include internal control audits), and ways available to
obtain related audit assistance. It includes policy and procedural guidelines for using
both DCAA and non-DCAA IT resources for technical audit applications.

b. Sections 5-400 and 5-1400, aong with the Information Systems (1S) Auditing Know-
ledge Base, available on DCAA'’s Intranet, include general background and orientation ma-
terial on IT, Information Systems (1S), and related terminology. More specific guidance on
contract audit objectivesrelated to IS includes:

(1) BEvaluating IS General Internal Controls (5-400).
(2) Evaluating IS Application Internal Controls (5-1400).
(3) Auditing the economy and efficiency of contractor IT operations (C-400).

4-502 Policy on Use of IT
4-502.1 General Criteriafor Using I T in Audit Applications

a. Auditors are capable of performing many audit tasks using IT, and DCAA strives to
take full advantage of this capability. The growing cost and scarcity of auditor time, coupled
with increasing economy and efficiency of IT, can make the choice of using it increasingly
cost-effective.

b. IT resources available to DCAA auditors include any computer system and software
from:

(1) the contractor that has submitted the data,

(2) DCAA regional and field audit offices, and

(3) the Technical Support Branch (OTST) of the Technical Audit Services Division
in Memphis, TN.
If the data is written or copied to any electronic media, it can be accessed by any one of a
number of data manipulation software tools. Due to the transportability of data, processing
can take place at the contractor site or at any other processing site availableto DCAA. Assis-
tance in requesting and obtaining contractor datais available from regiona and OTST com-
puter specidists.

¢. Documents used to enter information into the computer for processing, certain com-
puter files, or other evidential matter required by the auditor may exist only for a short period
or only in electronic form. In some computer systems, input documents may not exist at al
because information is directly entered into the system. A contractor’ s data retention policies
may require the auditor to request retention of some information for his’her evauation or to
perform audit procedures when the information is available. In addition, certain information
generated by the computer for management’ s internal purposes may be useful in performing
analytica tests (e.g., system management facilities and statistical analysis system data).

d. Using IT may aso provide an opportunity to apply certain procedures to an entire pop-
ulation of accounts or transactions rather than performing sampling. In addition, in some
accounting systems, it may be difficult or impossible for the auditor to anayze certain data
or test specific control activities without using IT resources.
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e. When performing an audit, the auditor should employ an appropriate combination of
both manual and IT related audit techniques. In determining whether to use IT, the auditor
should consider such factors as:

(2) the auditor’ s expertise, knowledge and experience with I T,

(2) the availability of suitable IT resources,

(3) the efficiency and effectiveness of using I T related techniques over manua ones,
(4) time constraints,

(5) integrity of the contractor’ sinformation system and IT environment, and

(6) level of audit risk.

f. Certain planning steps should be taken in preparing for the application of selected IT

related audit techniques such as:

(1) setting objectivesfor using I T,

(2) determining the accessibility and availability of IT resources and data,

(3) defining the procedures to be taken (e.g., statistical sampling, recalculation, con-
firmation, etc).,

(4) defining output reguirements,

(5) determining resource requirements, and

(6) documentation of IT used including objectives, high-level flowcharts, and any op-
erating instructions.

g. Datafiles, such as detailed transaction files, are often retained for only a short period
of time; therefore, the auditor should make arrangements for the retention of the data cover-
ing the appropriate audit time frame. If the auditor plans to access the contractor’'s IT re-
sources and data, arrangements should be made well in advance of the needed time period in
order to minimize the effect on the contractor's IT environment. The auditor should aso
assess the effect that any changes to the IT environment may have on the use of IT in any
audit applications. In doing so, the auditor should consider the effect of these changes on the
integrity and usefulness of I T, as well as the integrity of any data used.

h. The auditor should obtain reasonable assurance of the integrity, reliability, usefulness,
and security of 1T through appropriate planning, design, testing, processing and evaluation of
documentation. This should be done before reliance is placed upon the IT. The nature, tim-
ing and extent of testing is dependent on the availability and stability of any IT resources
used.

i. Theuse of IT should be controlled to provide reasonable assurance that the audit objec-
tives and the detailed specifications of the IT related audit activity have been met. Certain
tests should be performed such as:

(2) areconciliation of control totals,

(2) areview of output for reasonableness,

(3) areview of thelogic, parameters or other characteristics of the IT, and

(4) areview of the contractor’s I T general controls which may contribute to the integri-
ty of the IT (e.g., program change controls and access to system, program, and/or data files)
before the auditor relies upon system outputs.

j- Useof IT for audit applications should be sufficiently documented to provide adequate
audit evidence. Specifically, workpapers should include a description of the IT related audit
activity, its planning and execution, and any output produced aong with conclusions
reached.
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4-502.2 Use of Contractor IT

a. With some computerized applications, access to contractor IT and data may be clearly
essentia for proper audit of costsincurred or proposed.

b. When possible, meet audit needs through adjustments to normally scheduled contrac-
tor computer runs rather than by specia runs solely for contract audit purposes. Consider
using reports or other records that are otherwise available before requesting special reports.
This requires knowledge of the usefulness of available contractor output. Be receptive to
suggestions of the contractor’s personnel, so long as audit objectives are achieved effectively
and efficiently.

c. In many applications the value of the audit benefit received will far exceed the net cost
to the contractor. Often, added IT costs are more than justified by benefits accruing to the
contractor, such as accelerated cash flow resulting from timely processing of progress pay-
ment requests or public vouchers, greater assurance of the accuracy of records, and reduced
administrative support to contract audit requirements. Sample selections, cost reconciliations,
and special analyses requested by the auditor often save the contractor other significant
audit support efforts; and the audit data can often be used by the contractor’ s operating
personnel to improve performance of their assigned tasks.

4-502.3 Cooperation with Internal and I ndependent Auditors

Obtaining cooperation from the contractor’s internal audit staff and/or independent
auditors can facilitate the use of IT in auditing contract costs. These groups normally
perform reviews of the company’s IS and the data processed. They may often be aware
of computer listings and/or general purpose computer programs within the system which
will provide the specific information needed by the auditor. Obtain and use this assis-
tance following the guidelines in 4-202 and 4-1000.

4-503 Organizational Support of AuditingUsing I T

DCAA maintains a complete network of regional and Headquarters resources to help
the field auditor determine the feasibility of using IT resources for audit applications
and implementing those that are appropriate. (These resources are, for the most part, the
same as are available to assist the field auditor plan and/or perform the types of audits
noted in 4-501b.)

4-503.1 Regional 1S Auditorsand Computer Specialists

One or more auditors in the regional special programs offices are responsible for
coordinating the overall implementation of auditing using IT policy and programs with-
in the regions. These auditors provide technical guidance and assistance in performing
audits using I T resources.

4-503.2 Technical Support Branch

a. OTST provides guidance and assistance for audit applications using IT resources.
In addition, OTST is responsible for coordination and control of computer program de-
velopment to ensure adequate dissemination of new and/or refined IT audit techniques
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b. OTST provides technical guidance, support, and assistance for all aspects of audit
applications using IT including internal control evaluations, information access, retriev-
al, displaying, and reporting; capacity planning; computer performance evaluation; and
system tuning. OTST aso provides direction and assistance in using generalized data
management and data manipulation software packages (both commercially available
and OTST developed) such as SAS, FOCUS, SQL, MSAcess, and VisuaBasic.

c. OTST provides guidance and assistance involving statistical sampling, correlation
analysis, and improvement curves (EZ-Quant); use of economic data; Flexible Progress
Payments; and Financial Accounting Standard Board (FASB) Statement 13. In addition
OTST provides onsite and written directions for complex applications of statistical
sampling (Appendix B), correlation analysis (Appendix E), and improvement curves.

4-503.3 1T Related Training

DCAA'’s general auditor training and career development plan includes courses de-
signed to provide a basic understanding of Information Systems and Information Tech-
nology and the audit concerns associated with this environment. The courses are offered
through the Defense Contract Audit Institute (DCAI) and conducted by OTST. More
specialized courses, offered through both Government and non-government sources, are
available on an as-required basis.

4-504 1T Audit Tools
4-504.1 Generalized Audit Software

Generalized audit software is a computer program or series of programs designed to per-
form certain automated functions. These functions include reading computer files, selecting
data, manipulating data, sorting data, summarizing data, performing calculations, selecting
samples, and printing reports or letters in a format specified by the auditor. This technique
includes software acquired or written for audit purposes and software embedded in informa-
tion systems. When using generdized audit software, the auditor should take appropriate
steps to protect the integrity of the contractor’ s data.

4-504.2 Application Software Tracing and Mapping

Application software tracing and mapping is the technique of using specialized tools to
anayze the flow of data through the processing logic of the application software and docu-
ment the logic, paths, control conditions, and processing sequences. Both the command lan-
guage or job control statements and programming language can be analyzed. This technique
includes program/system: mapping, tracing, snapshots, parallel simulations, and code com-
parisons. When using application software tracing and mapping, the auditor should confirm
that the source code being evaluated generated the object program currently being used in
production. The auditor should be aware that application software tracing and mapping only
points out the potential for erroneous processing; it does not evaluate actual data.
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4-504.3 Audit Expert Systems

Audit expert systems or decision support systems are tools that can be used to assist audi-
tors in the decision-making process by automating the knowledge of expertsin thefield. This
technique includes automated risk anaysis, system software, and control objectives software
packages. When using audit expert systems, the auditor should be thoroughly knowledgeable
of the operations of the system to confirm that the decision paths followed are appropriate to
the given audit environment/situation.

4-504.4 Test Data

Test data are simulated transactions that can be used to test processing logic, computa:
tions and controls actually programmed in computer applications. Individua programs or an
entire system can be tested. This technique includes Integrated Test Fecilities (ITFs) and
Base Case System Evaluations (BCSES). When using test data, the auditor should be aware
that test data only point out the potential for erroneous processing; this technique does not
evaluate actual data. The auditor also should be aware that test data analysis can be extreme-
ly complex and time consuming, depending on the number of transactions processed, the
number of programs tested, and the complexity of the programs/system. Before using test
data the auditor should verify that the test datawill not affect the contractor’ s live system.

4-504.5 Utility Software

Utility software is a computer program often provided by a computer hardware manufac-
turer or software vendor and used to support running the system. This technique can be used
to examine processing activity; test programs, system activities, and operational procedures;
evaluate datafile activity; and analyze job accounting data. When using utility software, the
auditor should confirm that no unplanned interventions have taken place during processing
and that the utility software has been obtained from the appropriate system library. The audi-
tor should also take appropriate steps to protect the integrity of the organization’s system and
files since these utilities can easily damage them.
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4-600 Section 6 --- Audit Sampling and Other Analytical Procedures
4-601 I ntroduction

Auditors should make optimum use of all audit techniques which will increase the
efficiency and effectiveness of the audit. The appropriate use of audit sampling and other
analytical procedures will assist the auditor in reaching this goal. Audit sampling includes
both statistical and nonstatistical sampling. Other analytical procedures include the use of
correlation, regression and improvement curve analysis. The use of these techniques help
to ensure the effective use of resources while improving audit quality. These techniques
are further optimized when data is obtained in electronic format from the contractor to
facilitate the use of the Agency developed EZ-Quant software.

4-602 Audit Sampling
This section provides guidance for planning, performing, and evaluating audit samples.
4-602.1 Selection M ethods That Are Not Sampling — Judgmental Selection

Auditors employ multiple selection methods to assist in obtaining sufficient and appro-
priate audit evidence. However, many of these methods are not sampling by definition. For
clarification, certain common selection methods which do not meet the definition of audit
sampling include;

(2) selection of 100 percent of the items within a population,

(2) selection of al items within a population which have a particular characteristic (for
example, al items over a certain dollar amount — high dollar items only or specific sensitive
transactions such as Executive Airfarein aG&A travel account), or

(3) adecision not to select any items (i.e., no auditing procedures applied due to low
risk or immateriality of items).

Since the items were not selected on a basis that was expected to be representative of the
population, and the audit objective was not to draw an inference on the population as a
whole; these are not sampling applications. These techniques are nonsampling procedures;
reflecting nonrepresentative selections. DCAA uses the terms "Judgmental Selection™ to
classify this type of selection method. Judgmental selection of items for audit examination
may be a viable dternative to sampling, especialy when dealing with a small universe, or
where a small number of transactions represent a significant portion of the universe value.
The judgmental selection findings only apply to the specific items selected for examination
and must not be projected to the portion of the universe not tested. This is a key distinction
between sampling versus judgmental selection. Judgmental selection may be used to gain an
understanding of the types of transactions in an account, determine the types or quantities of
errors as an initia risk assessment tool, help to gain a sufficient understanding of an account
to develop a sampling plan, or to render an opinion on the account balance if the selection
result in adequate audit coverage of the universe to meet the audit objectives. See CAM 4-
403 g. (4) for guidance addressing required working paper documentation for a judgmen-
tal selection.
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4-602.2 Sampling

a. The Statement on Auditing Standards (SAS) No. 39, Audit Sampling (AICPA, Profes-
siona Standards, vol. 1, AU sec. 350), states that audit sampling is “the application of an
audit procedure to less than 100 percent of the items within an account balance or class of
transactions for the purpose of evaluating some characteristic of the balance or class.” Simp-
ly stated, audit sampling involves examining less than the entire body of data to express a
conclusion about the entire body of data.

b. Sampling represents an important tool for the auditor to gain information and to draw a
conclusion about the population without the need to examine the population in its entirety. A
key expectation is that the sample items reviewed will be representative of the population
taken asawhole (i.e., reflect the same characteristics that occur in the population). Sampling
is used by the auditor to obtain sufficient appropriate evidential matter and is performed be-
cause it is generally more efficient than testing 100 percent of a population. Some important
advantages of audit sampling include:

(1) saves audit time,
(2) more effective and efficient way of auditing large complex populations, and
(3) meets the audit objective and can provide defensible audit results.

4-602.3 Statistical and Nonstatistical Sampling

a. Auditors can use statistical or nonstatistical sampling in their audits. The method se-
lected depends on which is the most effective means of satisfying the audit objective and
supporting favorable resolution of any reported conditions. Statistical sampling is preferred
because of its advantages, which include:

(1) Sample selection is objective and thereby defensible,

(2) Sample results can be projected to the universe,

(3) Sample may provide better coverage with less audit effort, and

(4) Sampling results provide for a statistical measurement of sampling reliability
and/or sampling error (precision a a particular confidence levdl).

b. The requirements for a statistical sample include a random sample selection and the
use of probability theory to both evaluate sample results and measure sampling risk. A ran-
domly selected sample is one in which each item in a stratum has a known probability of
being selected. More broadly, a statistical sample is one for which each sampling unit within
a stratum has a known and equal chance for selection. The manner of selection of the items
must preclude any personal influence as to which items are included in the sample.

¢. Sample reliability and accuracy cannot be dtatisticaly evaluated in a nonstatistical
sample (i.e., precision at a particular confidence level cannot be mathematically computed in
a nongtatistica sampling application). A nongtatistica sample may be selected using a ran-
dom sdlection technique, a haphazard approach, or using most any other approach provided
the sample items are selected in away the auditor expects to be representative of the popula-
tion, and al items in the population should have an opportunity to be selected. Since sample
reliability and accuracy (precision at a particular confidence level) cannot be statistically
measured in a nonstatistical sampling application, sample sizes should be at least 25 percent
larger than sample sizes for statistical sampling applications. Without application of statistic-
al concepts, there is greater risk a nonstatistical sample will not be representative of the un-
iverse (i.e, reflect the same characteristics that occur in the universe such as similar ques-
tioned ratios); therefore, at least a 25 percent increase in sample size is necessary in order to
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subjectively draw conclusions. Increasing the sample size by at least 25 percent provides
greater assurance the sample results will be representative of the universe.

Nonstatistica sampling must not be used to make monetary projections of sample results
to the sample universg, i.e., to determine projected questioned cost. Nonstatistical sampling
may be appropriate when used to make an audit judgment or conclusion when testing a
nonmonetary characteristic. By policy, DCAA audits will not use nonstatistical sample re-
sults to extrapolate sampl e results into monetary projections of the sample population.

4-602.4 Scope and Degree of Testing

a. The scope and degree of testing is a matter of professional judgment by the auditor.
The decision will be influenced by prior experience, materidity, sensitivity, and other fac-
tors, including recognition that only a statistical sample can be defended as truly objective.
Application of audit sampling recognizes that a complete review of all the transactions which
support a proposal, claim, or other form of financia representation generaly is unnecessary
or impractical. It is possible to support a professiona opinion regarding a contractor's repre-
sentation by reviewing transactions on a sampling basis. Review of al representations may
be required when a few transactions or items of large amounts are involved or when it is
necessary to develop detailed information devoid of sampling error, such as in the case of
support for legal action.

b. In selecting the items to be tested, and in determining the extent of the examination,
the auditor must have an understanding of the control or account to be tested. To obtain this
level of understanding, the auditor may need to conduct a preliminary nonstatistical proce-
dure of only afew items to gain an understanding of the transaction(s) or process flow, con-
trols applied, and types of supporting documentation available. In addition, it is important to
profile the account transaction detail to gain an understanding of the type of transactions it
contains; both in characteristics as well as transaction dollar values. (For example, the ac-
count may include credits, accruals, reversals, and zero dollar items.) The following guide-
lines should be considered:

(1) Examination of al large transactions (the meaning of "large" will vary; thus, a
$1,000 item in a $10,000 claim would deserve attention, but the same item would not be
"large" in a $10 million indirect cost pool in which the Government shares a small percen-
tage).

(2) Review of dl transactions of an unusua or sensitive nature.

(3) More extensive tests in areas where procedures or internal controls are known to be
weak or where deficiencies were disclosed in previous audits, where errors or items of a
questionable nature are more likely to occur in certain departments or in records produced by
certain categories of employees, during certain periods of reorganization, or where personnel
are assigned unfamiliar tasks.

(4) Lapse of time since previous tests.

(5) Specid attention to those areas where incorrect charges would have the greatest
effect on the costs to the Government.

(6) Trend information from previous audits.

(7) Testing of other transactions where the total amount may be significant in the ag-
gregate

c. There exists an interdependence of audit sampling and the other audit techniques that
serve as sources of reliance for audit conclusions and recommendations. Seldom is an audit
recommendation based solely on the evaluation of the sample only. In the examination of
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contract costs, the auditor's objective is to report an informed opinion on the propriety of the
contractor's cost representations. In expressing an opinion, the auditor does not require com-
plete certainty (which may not be practica to obtain) regarding the contractor's representa-
tions. The auditor only needs reasonable assurance that the audit conclusions are substantial-
ly correct. An understanding of this relationship is essential to the effective application of
audit sampling to contract auditing. It is this relationship and understanding that guides the
auditor’s judgment in formulating an effective sampling plan that meets the audit objective.

4-602.5 Use of Information Technology to Assist in Sample Selection

a DCAA has available a number of automated tools to assist auditors in statistical and
nongtatistical sampling as part of the EZ-Quant application. EZ-Quant is a collection of
quantitative methods for which Agency developed software has been written to perform
quantitative anayses such as datistica sampling, regression analysis, and improvement
curves, EZ-Quant applications will be used by auditors for both attributes and variables sam-
pling applications.

b. The EZ-Quant software has been designed to operate directly with data files created by
MS Excel, MS Access, and simple text data files. In addition, EZ-Quant features assist the
auditor in preparing and documenting procedures applied into standard auditor workpapers.
Auditors should not use other sampling software applications. The use of EZ-Quant applica-
tions is paired with the expectation that auditors take full advantage of contractor automated
systems and electronic files.

4-602.6 Sampling Applications

a. The sampling procedures applied will be controlled by the audit objective. Audit sam-
pling can be used to conduct compliance tests to determine whether certain controls or pro-
cedures are complied with, or substantive tests to determine an amount or value of an ac-
count. Thisis sometimes referred to as adual purpose test.

b. Generdly, the auditor will use attributes sampling for compliance testing and variables
sampling techniques to conduct substantive testing. These two sampling techniques are fur-
ther distinguished as either acceptance or sampling for substantive tests of details. The pur-
pose of acceptance is simply to either accept or reject a statement of condition, whereas
sampling for substantive tests of details provides an answer to the question of either how
many or how much.

4-602.7 Attributes Sampling

Attributes sampling is performed when there are only two possible outcomes from the
evaluation of asampleitem: the sampled attribute(s) either isor is not in compliance with the
law, regulation, or interna control being tested. An attribute test is built around questions
answerable by ether "yes' or "no.” Each attribute is tested separately and error rates are
evaluated separately for each attribute. Attributes sampling can be classified into the two
approaches of acceptance and estimation sampling. Their use depends on audit objectives.
With acceptance sampling, the god is usudly to either accept or reject the universe. With
estimation sampling, the goa isto estimate the actua error rate in the universe.

a Attributes acceptance sampling is typically used for evaluating a contractor's internal
controls. This includes the evaluation of policies, procedures, and practices to determine the
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adequacy of internal controls or operational efficiency. Since perfection is seldom expected,
there is some level of noncompliance that can be tolerated without altering the planned, as-
sessed level of control risk. Attributes acceptance sampling is designed to discern whether
noncompliance is within tolerable limits. In acceptance sampling, the minimum sample size
can be determined to distinguish between tolerable and intolerable conditions. The tolerable
level of noncompliance or critica error rate is specified in advance and documented in the
sample plan. Acceptance sampling is not designed to estimate questioned costs. Instead, poor
compliance revealed by an acceptance sample would normally prompt recommendations for
system changes. Examples of acceptance sampling applications include discovery sampling,
acceptance one step sampling, and acceptance two step sampling.

b. An attributes estimation sample is designed to estimate the frequency of a specific type
of error in auniverse. A sample size is determined that provides a desired level of assurance
(or confidence) that the error rate is estimated with a desired degree of precision. In contrast
with acceptance sampling, estimation sampling is designed to estimate the noncompliance
rate with alevel of precision specified by the auditor. Attributes estimation sampling is gen-
erally applicable to audits where compliance of the universe is being estimated as opposed to
being subject to a pass/fail test. Estimation sampling is appropriate when the audit objective
isto estimate an adjustment (impact) based on a statement of error conditions.

4-602.8 Variables Sampling

a. Variables Sampling is generally used to verify account balances of cost elements and
estimate any differences between the contractor’s claimed or proposed amounts and those
supported by the audit evaluation. The audit sample universe (e.g., accounts, vouchers, or
bill of materia) represents the entire grouping of items from which a sample will be drawn.
Examples where variables sampling can be applied to proposals, incurred costs, progress
payments, forward pricing rates, and defective pricing.

b. An important objective of variables sampling is to estimate a particular universe cha-
racteristic such astotal unallowable costs (or questioned cost). The estimated questioned cost
is commonly known as the “point estimate.” A point estimate strikes a balance between po-
tential understatement (considering both likelihood and amount) and potential overstatement
of the true universe amount. In statistical sampling, “confidence level” and “precision” are
used to measure the reliability and accuracy of the point estimate. The confidence level deals
with “sureness’ (or assurance) while precision deals with “closeness’ (or accuracy). All ini-
tia statistical sampling evaluations will be performed using at least a 90 percent confidence
level. As explained in 4-602.9b, auditors may consider evauating the sample using a lower
confidence level such as 80 or 85 percent if the level of control risk and/or inherent risk sup-
ports this or other procedures were performed which support the sample results.

c. Statistical sampling for variables can be performed in two ways, depending on selec-
tion probabilities for individual sampling units. These are Physical Unit Sampling (PUS) and
Dallar Unit Sampling (DUS). With physical unit sampling, each item (physical unit) in the
sample universe has an equal chance of being selected. Physical unit sampling is often re-
ferred to as classical variables sampling. Dollar Unit Sampling a so known as Monetary Unit
Sampling, uses probability proportional to size sampling (PPS), in which each item has a
selection probability that is proportional to its dollar (absolute value) size. This trandates to
an equa chance of selection for each dollar in the sample universe.

(2) In physical unit sampling, sample items (invoices, timecards, travel vouchers, etc)
can be selected either manually or by using EZ-Quant. In applications of physical unit sam-

DCAA Contract Audit Manual


http:4-602.9b

454 September 24, 2012
4-602

pling, the auditor will commonly employ stratification to enhance sampling reliability and
accurecy. A dtatistical sample requires that sampling units within a stratum be randomly
selected and al units within the stratum should have an equal chance for selection. The audi-
tor then evaluates the sample items and determines any cost that should be questioned. Strati-
fication is decided as part of the sample plan and while it is usually based on dollar value it
may also use other characteristics.

(a) Data dtratification for audit purposes is the partitioning of the sample universe
into smaler groups according to a scheme that suits audit purposes. Stratification does not
change the audit universe, but merely breaks it down for sampling and then combines the
results. Stratification is primarily used in variables sampling, and is rarely used in attributes
sampling.

(b) The usual purpose of stratification in contract audit sampling is to improve
sampling precision. The most common single basis for stratification in contract audit sam-
pling is the recorded dollar amount of the individua universe items. Other bases for stratifi-
cation are possible, either instead of or in conjunction with dollar based stretification. In
many situations, the auditor may believe that other characteristics of the universe items sig-
nificantly affect the probability or amounts of errors. For example, unallowable costs may be
more frequently encountered in vouchers that relate to certain types of transactions, depart-
ments, or payees.

(2) Dollar unit sampling is a substitute for stretification by dollar amount. Its selection
probability proportional to size (PPS) feature concentrates the sampling evaluation toward
larger items much the same as stratification does for physical unit sampling. DUS does have
an advantage over PUS in deding with selected items that prove to be clusters of smaller
physical units. Dollar interval selection is used to select DUS samples. An interval is deter-
mined, and items with an absol ute value exceeding the interval are automatically selected for
evaluation and removed from the sample universe. The remaining items comprise a single
sampling stratum. A starting value less than the interval is randomly determined. It becomes
the first “dollar hit”. Subsequent hits are determined by adding the value of the sampling
interval to the prior dollar hit until the process has stepped through the entire sampling stra-
tum. The sample items are those containing the dollar hits. DUS is not suitable to sample for
understatements or items with zero dollar value. With DUS, universe items with understated
values may not have an equitable selection probability, and zero vaue items will not be se-
lected in the sample. If the point estimate is not reported due to an inadequate precision val-
ue, an additional advantage of DUS is generally a greater proportion of the sampling un-
iverse dollars are examined because of the tendency to select higher dollar items for
examination.

4-602.9 Sampling Plan Design and Documentation

The successful audit application of sampling begins with the design of the sampling plan.
Sampling plans are required for audit applications of both attributes sampling and variables
sampling. Both statistical and nonstatistical sampling applications require a well documented
sample plan. The auditor should seek to develop a sampling plan that will provide maximum
support for conclusions in return for the time spent in the selection, examination, and eval ua-
tion of the sample. Sampling plans must be documented in the audit working papersin suffi-
cient detail to meet the requirements of the GAGAS Attestation Standards.

Detailed elements of asample plan are:

¢ Identify audit and sampling objectives.
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Describe the audit universe, sampling universe, and the sampling unit.

Describe the sampling frame.

State the sampling technique to be applied.

For attributes sampling, establish the desired sampling reliability parameters.
Determine a sample size consistent with the audit objective and identified audit
risk.

¢ Describe the sample selection method.

e Describe how sample results will be evaluated.

a. ldentify Audit and Sampling Objectives. A prerequisite to the application of any sam-
pling process is the need to identify the specific audit objectives to be attained by examina-
tion of the area under evauation. Prior to initiation of the sampling process, the auditor
should definitively set forth in the sampling plan the characteristics and values to be ex-
amined during the audit. The auditor's sampling objective should satisfy the audit objectives
of the area being audited. The precise type of errors, occurrences, or values being audited
must be defined in order to design an economica or efficient sampling plan. The objective
should define what specific audit procedures will be applied. To define the objective, the
auditor needs to have knowledge or understanding of the audit area to be evauated. This
knowledge can be obtained from prior audit history or other applied analytical procedures,
and may require the review of a nonstatistica sample or judgmental selection of items to
obtain the necessary knowledge to properly frame an effective audit sample.

b. Describe the Audit Universe, Sampling Universe, and the Sampling Unit. A universeis
a group of items or transactions from which information is desired and includes al items
which could potentialy be examined. The audit universe includes all items selected for 100
percent review and al items with a chance to be examined through random selection. The
sampling universe is a subset of the audit universe and consists of items remaining after the
large dollar or sensitive transactions have been stratified for complete (100 percent) review
or other items where no review will be made based on risk or materiality. The sampling un-
iverse is a group of items from which a sample will be selected through random selection.
The sampling unit is the basic element that will be examined taking into consideration the
use of physical or dollar unit selection. A sampling unit may be a document or record, such
as apurchase order or travel voucher, or may be an item reflected on the document or record.
The auditor should determine the completeness of the universe before sampling and the
working papers should include evidence of reconciliation among the audit universe, sam-
pling universe, and selected items for examination.

c. Describe the Sampling Frame. The sampling frame is the physical (or eectronic) re-
presentation of the sampling units from which the sample is actually selected. The sampling
frame may or may not be synonymous with the sampling universe. For example, the sam-
pling frame may be an electronic file of the contractor's general ledger containing the trans-
actions for al accounts. The auditor should reconcile the universe, the sampling frame, and
the sampling universe and document any required adjustments in the audit working papers.

d. State the Sampling Technique to be Applied. Document the type of sampling applica-
tion to be applied. The auditor must state whether statistical or nonstetistical sampling proce-
dures are being applied. For variables sampling, the auditor shall select physical unit or dol-
lar unit. For attributes sampling, the auditor shall identify either acceptance or estimation
sampling.

e. For Attributes Sampling, Establish the Desired Sampling Reliability Parameters. As
part of the sample plan for attributes sampling, auditors need to establish reliability parame-
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ters which provide a minimum acceptable level a which the auditor is willing to express an
audit opinion. For variables sampling, the sample plan will not include a god for sampling
accurecy (i.e., precision goa). For attributes estimation sampling, the sampling reliability
parameters are the desired precision range and the desired confidence level. For attributes
acceptance sampling, the parameters include the critical error rate (CER), government risk
(GR), false darm error rate (FAER), and fase alarm risk (FAR). The CER and GR measure
government risk or the chance of incorrectly accepting the findings of an attribute. While
FAER and FAR measure contractor risk or the chance of incorrectly rejecting the findings of
an attribute.

f. Determine a Sample Size Consistent with the Audit Objective and Identified Audit
Risk. Sample sizes should be risk based and sufficiently large enough to reasonably provide
sample results reflective of the true universe results. The auditor should consider the follow-
ing in establishing the necessary minimum sample size.

(1) Variables sampling. For universes greater than 250 items, the sample size selected
depends on an assessment of two risk related variables:

¢ tolerable misstatement, and

e expected error rate or estimated variability in questioned ratios.

The table below should be used to determine the appropriate, minimum sample size:

Tolerable Misstatement
Expected Error Rate or Estimated
Variability in Questioned Ratios High Moderate Low
Low 47 58 77
Moderate 69 86 114
High 87 109 145

The sample sizes in the above table reflect only the minimum number of sample items and
cannot be allocated between sample items and high dollar selections. Any high dollar se-
lections would be in addition to the sample sizes shown in the table. The above table uses
arisk of incorrect acceptance of 10 percent or a confidence level of 90 percent. The sam-
pling plan must document the rationale considered to assess the sample size variables and
determine the associated minimum sample size. For sampling universes of 50 to 250
items, as a general rule, at least 20 percent of the items, or at least 30 items, whichever is
greater, should be selected for examination. The auditor should consider the following in
selecting the appropriate risk levels for the two sample size variables.

(a) Tolerable misstatement. Tolerable misstatement is a planning concept and is
related to the auditor’ s determination of materiality. Tolerable misstatement is the maximum
error in the population (i.e., the account) the auditor is willing to accept (tolerate). The audi-
tor must select arating of: low, moderate, or high. When planning a sample for atest of de-
tails, the auditor should consider the amount of monetary misstatement in the related account
balance that may exist before the account balance is considered materialy misstated. The
total potential misstatement represents the sum of those misstatements found in the sample,
misstatements found through the examination of High$ items, and misstatements found
through other tests outside of the sampling application. This maximum monetary misstate-
ment the auditor is willing to accept for the balance or class of transactions is caled the to-
lerable misstatement.
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When an auditor determines very little error or misstatement can exist in the account
balance before an adjustment of the account balance would be necessary, the auditor
would set the tolerable misstatement as low. As aresult, alarger sample sizeisrequired in
order to ensure misstatements will be identified. For example, if two proposals were of
equal value, we would typically have a higher tolerable misstatement for an audit of a cost
type proposal versus an audit of a firm fixed price (FFP) proposal. If the cost type propos-
al had a proposed fee of 10 percent and the auditor found $100,000 of questioned cost, the
impact of the misstatement or questioned cost would be $10,000. Using the same scenario
with a FFP proposal, the impact would be $100,000 plus applicable profit. As aresult, the
level of misstatement in the cost type proposal would have to be substantially higher be-
fore it approached the same impact to the Government as in the FFP proposal example.
Consequently, a higher degree of error is tolerable on a cost type proposa than on afixed
price proposal, and larger sample sizes would be expected for afixed price proposal. In an
incurred cost audit, the level of tolerable misstatement would be higher for a contractor
with low Government participation versus a contractor with 100 percent Government par-
ticipation.

In establishing whether the tolerable misstatement level should be set at high, mod-
erate, or low, the auditor should consider the expected total amount of known and likely
misstatements (i.e. questioned costs), and whether separate audit procedures exist which
will be used to help formulate an audit conclusion on the account balance or class of trans-
actions. If no or few other audit procedures are performed on this cost element, then the
tolerable misstatement should be assessed as low. The greater the number of misstate-
ments or questioned cost that is expected leads to alower assessment of the tolerable miss-
tatement. A graphical illustration of the relationship between the Tolerable Misstatement
and sample size is presented below.

LARGER

SAMPLE SIZE

SMALLER

LOW MODERATE HIGH

TOLERABLE MISSTATEMENT

(b) Expected error rate and expected variability in questioned ratios. In determining
aminimum sample size, using the column titled “ Expected Error Rate or Expected Variabili-
ty in Questioned Ratios’ the auditor must also select arating of low, moderate, or high. This
column represents the auditor's expectation that audit findings, in terms of costs questioned
will represent a low, moderate, or high level. An assessment set a low results in a smaller
sample size reflective of the auditor's expectation of few misstatements. An assessment set at
high would reflect the auditor's expectations a large number of errors exist in the account.
For example, contractor controls to identify unallowable costs are poorly designed or not
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operationadl. If it is anticipated that the expected error rate (total cost questioned divided by
universe amount) is substantial, then the assessment should move towards “ high.”

If significant variability is expected in the individual sampled items cost questioned
ratios (cost questioned/sample item’'s vaue), then the assessment should also move to-
wards “high.” For example, if it is anticipated that the cost questioned ratios will vary
greatly (i.e.,, sample item 1 — questioned 20 percent; sample item 11 — questioned 80 per-
cent; sample item 25 — questioned 5 percent, etc.) from sample item to sample item then
the assessment should move towards “high.” Larger sample sizes are necessary when the
auditor anticipates significant variability in the sample items questioned ratios. A graphi-
cal illustration of the relationship between the Expected Error Rate or Expected Variability
in Questioned Ratios and sample size is presented below.

LARGER

SAMPLE SIZE l /

SMALLER

LOW MODERATE HIGH

EXPECTED ERROR RATE
Or EXPECTED VARIABILITY IN
QUESTIONED COSTS

(c) Auditors must consider the Tolerable Misstatement and Expected Error Rate
or Expected Variability in Questioned Ratios in determining the sample size. Each sam-
pling application requires its own unique, tailored and documented assessment based on
the performing auditor's judgment. Considering both tolerable misstatement and the ex-
pected error rate or expected variability in questioned ratios will assist the auditor in se-
lecting a sample size appropriate for the audit; balancing materiality and audit risk. If the
auditor has no knowledge regarding the tolerable misstatement, expected error rate, or the
expected variability in questioned ratios, the auditor should assess these items using the
most conservative assessment possible (i.e., using the largest resulting sample size).

(d) All rationale used in assessing the level of tolerable misstatement and the
expected error rate or expected variability in questioned ratios should be adequately do-
cumented in the sampling plan. The risk criteria assessment used to determine the sample
size must be consistent with conclusions reached in the audit’s risk assessment section of
the working papers (i.e., working paper section B).

(e) The minimum sample size table is based on sampling theory from monetary
unit sampling (i.e., dollar unit sampling), which is the Agency’s preferred method of sta-
tistical sampling. The table can aso be used for physica unit sampling; however, physica
unit sampling generally requires the universe be stratified and larger sample sizes (perhaps
10 to 20 percent larger) may be necessary. Should the auditor choose to use the Sample
Sizer option in EZ-Quant, a 90 percent confidence level must be used to establish the
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sample size and it must be no less than the sample size indicated in the table shown in
paragraph 4-602.8(f).

(2) Attributes Sampling. Attributes sample size can be determined manually from
published sampling tables, or auditors can use the EZ-Quant software (highly recommend-
ed) to compute sample sizes for acceptance sampling procedures. The auditor should rank
the attributes according to their relative importance. Normally, the most critica attribute
will require the largest sample. For each attribute, the required sample size should be de-
termined using the appropriate EZ-Quant acceptance sampling size option. The maximum
number of items to be selected will be the largest of all the sample sizes determined for
individual attributes.

All attribute(s) sample planning will use a 90 percent confidence level to establish
sample sizes and evaluation of sample results. This applies to discovery, acceptance, and
estimation sampling. The desired assurance, or confidence level (CL), represents the relia-
bility an auditor wishes to place on the sample results. Since it is often easier to think in
terms of risk, the complement of the confidence level (100 - CL) is sometimes used in the
EZ-Quant software. This risk term is defined as the “Government's Risk” (GR). The GR
shall be set at 10 percent or less when performing an attributes sample, which provides a
CL of 90 percent. For Discovery and Acceptance Sampling applications, the auditor must
also establish a critical error rate (CER). The CER represents the maximum error rate in
the universe considered acceptable by the auditor. For attributes sampling, the CER shall
not be set above 10 percent. CERs in excess of 10 percent generate extremely small sam-
ple sizes, which are too small to draw reliable conclusions about the effectiveness of inter-
nal controls. Generally, the CER should be set at 5 percent or less, particularly if no other
testing is being performed to formulate a conclusion about the reliability of the interna
control being tested. The CER and GR measure risk of incorrect acceptance or the chance
of incorrectly accepting the findings of an attribute. In summary, the following parameters
should be used when establishing the CER and GR:

Risk of Incorrect Acceptance
Type of Sampling Critical Error Rate Government Risk
Discovery <10% <10%
Acceptance: One-Step <10% <10%
Acceptance: Two-Step <10% <10%

0. Describe the Sample Selection Method. The sample plan must document how the
sample items were selected. A statistical sample requires that sample items be randomly
selected and all items must have an equal chance for selection. The auditor may select
sample items using a manual process or by utilizing the EZ-Quant sampling software to
select sample items. The sample plan must document the process used by the auditor to
select sample items. The documentation must be sufficiently detailed to alow for the se-
lection process to be duplicated. This includes documenting the process for stratification,
if used. Proper implementation of the auditor's sampling plan requires that:

(2) the required number of sample items, as established in the sampling plan, be
drawn (randomly for statistical sampl€) from the sample universe,

(2) each sampleitem must have an equal chance for selection, and

(3) each item be evaluated for compliance in the aspects of audit concern (attributes)
or that each item be evaluated for acceptability of the recorded cost (variables).
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h. Describe How Sample Results will be Evaluated. The documented sample plan
should identify by name, the specific software application used for sample evaluation or
other manual method applied to evaluate the sample results. Use of EZ-Quant software is
strongly recommended for all sampling applications. Not only is the software technically
sound, but it also assists the auditor in documenting the entire sampling process, from
sample planning to sample result evaluation.

4-602.10 Sampling Guiddines

To achieve a desired level of consistency in sampling applications throughout the
Agency, the following practice statements and guidelines have been established.

a. As part of variables sampling, any items stratified for detailed or more intensive
examination will not be considered part of the sample area (sample universe); hence, the
results will be appraised separately from the statistical evaluation of the sample result.
This would include high dollar items, other sensitive items removed from the sample un-
iverse for separate review, and items that will not be reviewed based on an audit decision
of low risk or immateriality.

b. For al statistical sampling applications for variables, initial sample evaluation will
be based on a 90 percent confidence level. During sample evauation, in order to deter-
mine if the sample results reflect the true conditions of the universe, the auditor must con-
sider all sources of reliance available and what has been tested in the audit. If no other
testing has been performed, the sample results should reflect a greater degree of reliability
and accuracy than if other testing has been performed that can corroborate the sample
results as being reasonably representative of the true results of the universe. Therefore, the
level of acceptable sampling error, measured by precision at a particular confidence level,
should be lower if no other testing exists to support the sample results.

c. As part of the sample evaluation, the auditor will determine whether the sample re-
sults are representative of the universe and should be projected (i.e., determine if achieved
precision at a particular confidence level is sufficiently low enough to conclude the sample
results reasonably reflect the true results of the universe). The following factors should be
considered during the evaluation process:

o Materidity of the precision amount. In reviewing the achieved precision amount in
terms of dollars, the auditor should consider what dollar amount would be consi-
dered as tolerable or immaterial. The precision amount can be compared to a mate-
ridity threshold because the precision amount is a measure of how much the sam-
ple point estimate might understate or overstate the actual universe amount.

o Relationship between precision and point estimate. Auditors should calculate the
achieved precision error percentage (Precision Amount/Point Estimate) and com-
pareit to the point estimate. If the achieved precision error percentage is 25 percent
or less, the sample is generally considered acceptable for projection purposes and
inclusion in the audit recommendation. If the precision percentage is less than 40
percent, the sample results may still be acceptable for projection given other con-
siderations such as the risk associated with the audit, the sampling universe, and
other tests performed related to the sampling universe.

o Other tests performed. The auditor should consider what other tests were performed
supporting the findings of the sample. If other tests are consistent with the sample
results, then alarger achieved precision error percentage may be acceptable.
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¢ Risk associated with audit and sampling universe being tested. If more risk is asso-
ciated with the sample (based on assessments of control risk, inherent risk, overall
risk associated with type of audit, etc.), less sampling error, and, therefore, a small-
er achieved precision error percentage should be required.

¢ Qualitative aspects of misstatements or questioned costs. The auditor should care-
fully consider the qualitative aspects of the misstatements or questioned costs. Ex-
ceptions can be due to errors, potential fraud, anomalies, or they may reflect recur-
ring exceptions due to interna control/business system deficiencies. Exceptions
related to errors or that are anomalies are of lessrisk, and the auditor should be able
to accept more sampling error or precision. Exceptions due to recurring misstate-
ments, potential fraud, etc. require that the level of acceptable sampling error (pre-
cision value) be lower.

e Appropriateness of 90 percent confidence level for evaluating sample results. If the
confidence interval is very large (relative to the point estimate), the auditor should
consider increasing the sample size or consider acceptance of a reduced confidence
level. Using the initial target 90 percent confidence level may have resulted in an
excessively wide confidence interval. The auditor could consider evaluating the
sample using alower confidence level such as 80 percent if the level of control risk
and/or inherent risk supports this. For example, if control risk was assessed as
“Low” or the account under review is not of a sensitive nature, or we have had few
findings in the past and/or the audit type is considered to be low risk, a lower con-
fidence level may be acceptable. Furthermore, if a 90 percent confidence level re-
sults in a negative lower precision limit, the auditor should consider evaluating the
sample with areduced level of confidence. This does not change the point estimate
but does provide a narrower confidence interval associated with the lowered confi-
dence.

e The use of aconfidence level below 80 percent is not recommended when the sam-
pling test is the sole basis for supporting an audit position. Sampling applications
using less than an 80 percent confidence level should be supplemented with addi-
tional audit tests of the same assertion, that when combined provide the auditor
with sufficient appropriate audit evidence to afford a reasonable basis for an opi-
nion.

d. All rationale used in determining whether a sample result is acceptable for projec-
tion purposes should be thoroughly documented in the audit working papers. If the auditor
determines that sample reliability is insufficient to project sample results to the universe
(i.e., achieved precision is too high to provide a reasonable level of confidence that the
sample results reflect the true results of the universe), the auditor must determine what
additiona steps are required in order to render an opinion regarding the subject costs. The
auditor has the option of expanding the sample (increasing the sample size may result in a
lower precision amount and precision error percentage), abandon the sample projection
and report the results only for the specific items reviewed, or select additional items of
interest based on the nature of audit findings and potentia for additional questioned cost.
The auditor must also consider reporting any other qualitative concerns based on the sam-
ple results. For example, if the sample disclosed a CAS non-compliance or system defi-
ciency, the sample results could be used as support for an estimate of the general magni-
tude of the cost impact in the resulting CAS non-compliance or flash estimating report.
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e. To increase the likelihood of achieving acceptable precision results in physical unit
sampling, the auditor should stratify the sampling universe. When stratification is used,
the minimum number of sample strata will be three and each stratum should have at least
15 sample items. The use of three strata is related to the nature of accounting data, which
tends to include a few very large amounts, a number of moderately large amounts and a
large number of small amounts. Stratification typically decreases the level of sampling
error (reduced precision value) by reducing the range of variability in the sample resultsin
each stratum. Thus, stratification may result in a smaller sample size to meet the audit
objective and achieve acceptable precision.

f. In conducting variables sampling — both DUS and PUS, auditors should not combine
various accounts into a single sample universe. In simple terms, sampling across accounts
should be avoided. For example, auditors should not combine non-homogeneous accounts
(e.g., travel, office supplies, rent, etc.) within an indirect pool into a single sample un-
iverse. Nor should auditors combine like accounts such as travel accounts (where each
may belong to different cost centers, indirect pools or even different divisions) into a sin-
gle sample universe. A basic premise of audit sampling is that transactions within a un-
iverse being sampled should be homogeneous — combining accounts is likely to deviate
from this premise. Additionally, it could be difficult to support sample results (i.e. ques-
tioned cost projections of claimed travel cost based on questioned office supply items).
Combining accounts, pools, and/or business units also introduces difficulties in assessing
audit risk and alocating projected questioned costs back to the various accounts or pools
when considering factors such as Government contract mix or base, accounting controls,
business unit unique controls, and nature of work.

g- When evaluating the results of a physical unit sample, the auditor must calculate the
point estimate and precision using both the "ratio" and the "difference" method. The ratio
method computes the ratio of questioned costs in the sample to total costs examined in the
sample and applies this ratio to the total costs in the universe. The difference method is
also known as the "mean” or "average” method. This method computes the average dollar
amount of the questioned costs in the sample (per unit) and multiplies this average by the
number of items in the universe. For the audit result, the auditor will use the overall point
estimate which has the lowest precision amount and, therefore, produces the smallest con-
fidenceinterval.

h. Audit Report Narrative. Where sampling methods are used, the resulting audit report
must disclose whether the auditor used either a nonstatistical or statistical sample as a
basis for the audit conclusions and will include details concerning the sample universe, the
sampling method, and sampling unit. The report will state whether the statistical sampling
results were projected to the sampling universe. Audit reports with projections will aso
include the confidence level and confidence interval boundary amounts. If the results were
not projected, the report should explain the reasons why the results could not be projected.

4-603 Correlation and Regression Analysis

This section provides guidance on audit uses for correlation and regression analysis.

a. Correlation and regression analysis are analytical tools. They are simple to use, yet
invaluable in audit applications. Correlation analysis is used to anayze the strength of the
relationship between variables such as pools and bases. Regression analysis is used to
analyze projected overhead or labor rates. Auditors can use analytical procedures to assist
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in evaluating contract costs, but the use of analytical procedures does not eliminate the
need for tests of details.

Tests of details must be performed for significant cost elements in all audits. Regres-
sion analysis is an analytical tool that can be used in conjunction with, but not a replace-
ment for, tests of details. Certain audit steps must be performed, such as developing an
understanding of both the basis of the proposal and the data itself, and ensuring that
pooled costs used in the regression are exclusive of nonrecurring costs, fixed costs, or
other costs that do not logically correlate with the independent variable. Furthermore, ac-
tual cost data should be reconciled to the books and records, and a separate analysis of
forecasted vaues for the independent variable should be performed, among other audit
steps. As the audit risk increases (e.g., the examination of rates applied to Fixed Priced
and T&M proposals) auditors should perform increased testing of the assertion to provide
reasonabl e assurance that the contractor’s proposal is in compliance with FAR Part 31 and
CAS, if applicable. Thisincludes procedures related to both the expense pool costs as well
as the base costs. The rationale and extent of procedures performed, including the conclu-
sions reached should be appropriately documented in the working paper files.

b. Before using regression andysis, the auditor should first document the expected
relationship between the proposed cost variables. Based on contract audit experience, the
auditor would expect to see variables with established relationships such as pools and
bases, direct labor dollars and overhead dollars, or other industry accepted variables.
However, the contractor may have changed the composition of the variables since the last
analysis of the proposed rates. For example, cost accounts may have been added or re-
moved from the pool or base, or the contractor may have created new pools or bases. In
these cases, the auditor should perform correlation analysis on the new variables.

c. Correlation analysis and scatter diagrams are used in contract auditing to analyze the
strength of the relationship between variables such as pools and bases. After first perform-
ing a data profile, EZ-Quant is used to perform a computational analysis and graph the
direction, form, and degree of the relationship.

(1) Correlation analysis is used to test the relationship between variables. To vali-
date new or changed variables, the auditor should prepare a scatter diagram. Visua in-
spection of the scatter diagram will show whether the variables have alinear or curvilinear
relationship. The diagram will aso show the direction of the relationship — positive or
negative. Upon evaluation of the new or changed relationship, the auditor can proceed to
regression analysis and project pool amounts for different base projections.

(2) Correlation analysis will not result in questioned costs, but may provide a basis
to question the contractor’s methods for projecting costs. For example, if the contractor is
proposing overhead rates based on new pools and/or new bases, the auditor should docu-
ment the correlation or lack of correlation between the variables proposed by the contrac-
tor. Correlation analysis may provide reasonable assurance of the causal beneficial rela-
tionship between the base and the pool. Conversely, the correlation analysis may show
that an inadequate relationship exists between the base and pool. In such instances, the
auditor should more closely examine the causal beneficial relationship between the base
and pool to determine if another, more representative base may be appropriate.

(3) Correlation analysis may also be used during the risk assessment of incurred cost
audits to identify changesin pools or bases from historical data. The analysis may identify
changes that need to be reviewed during the audit of the incurred costs.

d. Regression analysis should be used whenever the contractor uses two or more va-
riables to project overhead rates, labor rates or other cost elements. The purpose of regres-
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sion analysis is to estimate the line that best fits the data points on the XY graph and, pro-
vided that correlation is adequate, to predict values of a dependent variable.

(1) The auditor should always request historical data for each cost variable and trace
the amount to a verifiable source. When obtaining historical data, keep in mind the larger
the number of observations used, the more remote is the possibility of a high R2 occurring
by chance.

(2) If the contractor has projected costs using regression analysis, the auditor will
replicate the contractor’ s results to test the reliability of the contractor’ s calculations.

(3) In the event the auditor prepares audit-determined rates, the auditor should doc-
ument the input and results through EZ-Quant.

e. Auditors will use the DCAA approved EZ-Quant software to perform correlation
and regression anaysis. Use of other commercia software tools is not approved. Audit
tools provide valuable assistance, but do not replace the need to use logic and auditor
judgment.

f. When the auditor uses regression analysis, the audit report note will disclose the use
of analytical tools in the evaluation of contractor’s costs or rates. A statement that “regres-
sion analysis was used to evaluate the contractor’s estimates” will suffice. It is not neces-
sary to report statistics or other descriptive values derived from the analysis unless that
detail is relevant to price negotiations and/or if the contractor cited statistics in its propos-
al. Graphs developed in EZ-Quant or other software should be used to display the regres-
sion analysisif the graph will help communicate the audit position.

g. To document the results of regression analysis in electronic working paper files, the
auditor should save al tables generated by the EZ-Quant Regression model in one MS
Excel workbook. It is recommended that each table be saved as a separate spreadsheet
within the single workbook. The input and assessment files should also be saved as elec-
tronic working paper files.

h. The Agency does not have a minimal value for the acceptance of an R2 (coefficient
of determination). While it can be any value between 0.0 and 1.0, the higher the better.
The R2 should always be evaluated in view of the F-statistic, comparison assurance, and
Table E-2-1.

i. Contractors must indicate how they computed and applied their indirect rates while
also showing trends and budgetary data with explanations to support the reasonableness of
the rates per the requirements of FAR Part 15. The extent of detail will vary depending on
the specific data supporting each fiscal year and based on the size and complexity of the
contractor. When auditing proposed indirect rates, auditors should perform substantive
procedures to evaluate the reasonableness of the contractor’s basis of estimate (e.g., bud-
getary data and historical costs/trends). When historical contractor data is used to support
the basis of estimate, the auditor must document the substantive audit procedures per-
formed (previously or currently) to ensure the historical dataisin reasonable compliance
with FAR Part 31.

4-604 Improvement Curve Analysis

This section provides guidance on audit uses for improvement curve analysis.

a. The improvement curve is a concept that, within certain reasonable limits, the
knowledge, skills, and techniques employed in the production of a product will improve
as production of the product continues without material change and that this improve-
ment will result in corresponding reduction in the time and material required to produce
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the product (increased efficiency) and, therefore, in the cost of the product. The concept
also postulates that the rate of improvement will be relatively regular and constant for
any given product; therefore, predictive. By stating these concepts as generalizations, a
valuable technique of graphical and computational analysis and a tool for evaluating
production requirements and costs has been made available to production planners, ana-
lysts, and contract auditors.

b. The improvement curve, like other statistical analysis methods, should not be con-
sidered as a complete or absolute procedure; rather, it is an additional analytical tool
useful for analyzing and forecasting cost trends when the reasonableness of the histori-
cal costs has been established by other means. While historical trends can be determined
and measured with fair certainty, no future trend can be predicted with complete certain-
ty. A number of variables including knowledge, skills and techniques, and many others
can affect the forecast.

¢. The improvement curve theory as presently used by industry and the Government
assumes this basic relationship: that there will be a relatively constant percentage reduc-
tion in the cost for doubled quantities of production. The improvement curve theory may
be applied in the audit evaluation of costs and cost estimates in any industry, provided that
the basic assumption of a relatively constant rate of improvement can be shown to be true
for the particular cost-quantity relationships being studied. When this relationship is valid
for any element of the cost of producing an item, the improvement curve pattern experienced
in the production of the item in the past can be extended to obtain predictions of the costs
which will be required to produce additional unitsin the future.

A further assumption relative to these elements may sometimes be made; namely, that the
rate of improvement experienced by a particular contractor on a prior product may be in-
dicative of the rate of improvement which can be expected on a new product of similar
size, complexity, and construction. When both of these assumptions are valid, the use of
the improvement curve simplifies the problem of evaluating an estimated cost for a new
product and permits a more sound evaluation than is possible without the use of the curve.
Without the improvement curve technique, the auditor must attempt to evaluate directly
either the total cost or the overall average cost for the entire future production. This direct
evaluation of an estimate is difficult if the estimate covers an extended period of time even
though past cost experience is available. It is more difficult for a new product. Where the
improvement curve assumptions are valid, however, the auditor can first evaluate the ac-
tua or estimated initial cost of manufacture and from this information the auditor can eva
luate both the expected total and the average costs for the production period by using the
improvement curve theory.

d. The improvement curve theory is not an expression of an exact or absolute principle.
It is a generalization based on observed relationships between production hours and the
quantity produced which has been found to be sufficiently true to permit broad usage in
the analysis and forecasting of product costs. The concept expresses an approximation,
and severa variations to the standard methods of application have been developed to ad-
dress deviations from standard patterns of improvements. These differences represent va-
rying methods of applying the general concept. There are two improvement curve theo-
ries: (1) Unit Theory (constant rate of reduction in hours for every doubling of quantities)
and (2) Cumulative Average Theory (cumulative average hours reduced by a constant
percentage when quantities are doubled).

The auditor must determine the appropriateness of the methods used by the contractor.
The auditor should understand the basic principles and the difference between the two
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dlightly different expressions of the basic concept. Although the cumulative average theory
was developed firdt, the unit curve theory is most commonly used. Furthermore, studies of
Defense production data have generally provided more support for the unit curve theory.
Accordingly, auditors should use the unit curve theory unless there is evidence that the con-
tractor's experience has consistently followed the pattern predicated by the cumulative aver-
age curve theory.

e. The improvement curve can be depicted both graphically and mathematically.
Hence, projections of anticipated performance can be attained graphically by extending
the line of best fit or by computation. While graphics facilitate analysis and presentation in
audit reports, and are encouraged for these purposes, the mathematical approach provides
more precise estimates and should be used to obtain estimates presented in audit opinions.

f. The auditor should consider the following before applying an improvement curve to
data:

(1) Before fitting a line to the data, the auditor must determine whether or not a
clear trend exists. This can be determined by plotting the data graphically and reviewing
the resultant diagrams. If the improvement curve theory is to be applied, the data pattern
plotted on a log-log graph (the scales for both the X and Y axes being logarithmic)
should show a downward trend as the number of units produced increases and be ap-
proximately linear.

(2) The auditor may find that improvement curve assumptions are not vaid in particu-
lar circumstances. For example the rate of cost reduction may not be constant, or it may be
constant only for relatively short periods. In certain operations, unit production costs may
reach a plateau where they may remain unchanged for a significant period of time or tend to
vary in an erratic manner. Because the basic assumptions of the curve are not aways valid,
the auditor cannot assume their validity in any particular situation; to do so may lead to
invalid conclusions.

(3) When the preliminary study shows that the cost-quantity relationships are suf-
ficiently linear (in log-log form), the auditor should attempt to apply the improvement
curve techniques to the forecasting of costs. Data patterns that are otherwise approx-
imately linear may contain variations in the slope of the line or lines of best fit at differ-
ent stages of production. Most common deviations occur in the early and mature stages
of production. There are several improvement curve models (e.g., Stanford B, Leveling,
and S-Curve) that address differing rates of improvement during stages of production.
In other instances, engineering design changes, production breaks, or retained prior im-
provement from the manufacture of similar items can cause variations or shifts in im-
provement curve slopes. The auditor may need to request technical assistance when
improvement curves do not fit the typical unit or cumulative average improvement
curve theories.

(4) When the cost-quantity relationships are sufficiently linear on a log-log
graph to permit the application of the learning curve theory, an improvement curve
can be fitted to the plotted data. The preferred and widely accepted method of fitting
an improvement curve to datais the least-sguares method.

0. The auditor should consider the following when selecting the appropriate improvement
curve technique:

(1) The graphical method is one in which the forecasted values are derived from
a graph upon which historical data have been plotted or one point is plotted and an
improvement curve slope is drawn through the plot point. This method is satisfactory
for exploratory purposes or where a high degree of accuracy is not required. Although
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this method is not desirable for expressing an audit opinion, inclusion of agraph in an
audit report to depict the visual representation of the audit recommendation is desira-
ble, and graphic analysis should always be utilized in conjunction with mathematical
analysis.

(2) The computational method is one in which the forecasted values are computed
directly from the curve derived from the data. To eliminate the cumbersome procedure
of manually computing projected costs, two methods of streamlined calculation are
available: (1) tables of improvement curve factors and (2) the DCAA’s EZ-Quant com-
puter software. The second option is the best method for both improvement curve esti-
mation and cost projection. In addition to the significant savings in time and the supe-
rior accuracy of computer-based analysis, the computerized approach permits more
complete and in-depth analysis than is possible by any other means.

h. Auditors should use DCAA’s EZ-Quant software to perform improvement curve
analysis. Use of other commercia software tools is not approved. EZ-Quant includes the
following improvement curve models:

(1) Estimated least squares curve fits to data using the unit curve theory and the cu-
mulative average theory models.

(2) Models to project values on an improvement curve defined by a percentage slope
and the cost of any unit or lot.

(3) Specia application improvement curve models which account for engineering
design changes, production breaks, retained prior improvement, or variations in produc-
tion rates.

i. The best possible source of improvement curve data is the historical records of the
contractor who is producing an item. If the contractor has produced the same item in the
past, its records can usually be used to estimate both the percentage slope and the theoreti-
cal first unit. Even if the contractor has not produced the item before, its experience in
producing other items at the facilities planned for the new item will generally provide a
more reliable percentage than the experience from another contractor. It should also be
noted that while improvement curves can best be fitted to direct labor hours or costs which
have been segregated by unit or lot, it is often possible to develop satisfactory improve-
ment curves from monthly or weekly costs and equivalent units of production, or even
from cost recorded against successive contracts.

j- When the auditor uses improvement curve anaysis, the audit report note will dis-
close the use of analytical tools in the evaluation of contractor’s costs. A statement that
“improvement curve was used to evaluate the contractor’ s estimates’ will suffice. It is not
necessary to report statistics or other descriptive values derived from the analysis unless
the data will be of value during negotiations. Graphs should be used to display the im-
provement curve analysis whenever costs are questioned using the technique.

k. To document the results of improvement curve analysis in electronic working paper
files, the auditor should save all tables generated by the EZ-Quant Improvement Curve
model in one MS Excel workbook. It is recommended that each table be saved as a sepa-
rate spreadsheet within the single workbook. The input and the assessment files should
also be saved as el ectronic working paper files.
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4-700 Section 7 --- Responsibilities for Detection and Reporting of Suspected
Irregularities

4-701 Introduction

This section covers procedures, audit guidance, and responsibilities relating to fraud,
other unlawful activity, and anticompetitive practices. For unsatisfactory conditions not
covered by this section see 4-800.

4-702 Suspected Fraud and Unlawful Activity --- General
4-702.1 General

a. When auditing a contractor's records in accordance with government auditing stan-
dards, auditors may encounter, or receive from other sources, information constituting
evidence or causing suspicion of fraud or other unlawful activity. (Examples of other un-
lawful activity include violations of the Anti-Kickback Act, anticompetitive (antitrust)
practices, and illegal political contributions.) Sources for such information may include
company employees, disgruntled participants, or others making allegations by letter, tele-
phone, personal visit, or through athird party. Such information may pertain to acts of:

(1) military personnel or civilian employees of the Government in their relations
with the Government.

(2) military personnel or civilian employees of the Government in their relations
with individuals or firms.

(3) individuas or firms in their business relations with the Government.

(4) individuals or firms in their business relations with other individuals or firms
doing business with the Government.

b. Definition. For purposes of this chapter, the term "fraud” or "other unlawful activity"
means any willful or conscious wrongdoing, including, but not limited to, acts of cheating
or dishonesty which contribute to aloss or injury to the Government. Some examples are:

(2) falsification of documents such as time cards or purchase orders.

(2) charging persona expensesto Government contracts.

(3) submitting false claims such as invoices for services not performed or materials
not delivered.

(4) intentional mischarging or misallocation of costs.

(5) deceit by suppression of the truth.

(6) bribery.

(7) corrupt payments which violate the Foreign Corrupt Practices Act.

(8) theft.

(9) a Government employee acquiring a financial interest in or seeking employment
with a contractor over whom the employee exercises oversight.

(10) kickbacks.

(11) any unlawful or fraudulent acts resulting from accounting classification practic-
es designed to concea the true nature of expenses, e.g., classifying unalowable advertis-
ing or entertainment costs as office supplies.

(12) product substitution or false certification that tests were performed.
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(13) when the contractor is invoicing costs but is delinquent in paying accrued costs
in the ordinary course of business.
(14) any attempt or conspiracy to engage in, or use, the above devices.

4-702.2 Auditor Responsibilitiesfor Detecting and Reporting Fraud

a. The assessment of the risk of material misstatement due to fraud is a cumulative

process that:

(2) includes a consideration of risk factors individually and in combination, and

(2) should be ongoing throughout the audit. In determining contractor compliance
with laws and regulations, government auditing standards require auditors to design audit
steps and procedures to provide reasonable assurance of detecting errors, irregularities,
abuse, or illegal actsthat could:

e have adirect (or indirect) and material effect on contractor financial representa-

tions or the results of financia-related audits, or

e significantly affect the audit objectives.

Auditors should also exercise:

e due care in planning, performing, and evaluating the results of audit procedures,

and

e a proper degree of professiona skepticism to achieve reasonable assurance that

material unlawful activities or improper practices are detected.

Under the concept of professional skepticism, an auditor neither assumes that management
is dishonest nor assumes unquestioned honesty. Rather, an auditor recognizes that condi-
tions observed and evidential matter obtained, including information from prior audits,
need to be objectively evaluated to determine if contractor financial representations are
free of material misstatements. Many aspects of a DCAA auditor's responsibilities, partic-
ularly as set forth in Chapters 6 and 9, require constant alertness to the possibility of frau-
dulent activities. This aertness, combined with a contractor's internal controls and the
auditor's normally programmed tests of procedures and transactions, should provide a
reasonabl e degree of assurance for disclosing fraud or other unlawful activity. (See aso 4-
702.3.)

b. Auditors are not trained to conduct investigations of illegal acts. This is the respon-
sibility of investigators or law enforcement authorities. Auditors are responsible for being
aware of fraud indicators, vulnerabilities, and potentially illegal expenditures and acts
associated with an audit area (see 4-702.3a. and b.). When an auditor obtains information
that raises a reasonable suspicion of fraud or other unlawful activity that has not been pre-
viously disclosed to the Government, an investigative referral should be initiated (see 4-
702.4).

c. Issuance of an investigative referral should not be deferred until completion of the
audit. Neither should it necessarily take place as soon as the auditor is confronted with a
fraud indicator. The auditor should follow up on fraud indicators until he or sheis satisfied
either that an innocent explanation of the irregularity is not likely or no further relevant
information can be generated through audit techniques. This is similar to the manner in
which atentative decision to question costs would be followed up. The auditor must avoid
the appearance of conducting an investigation. If the auditor is in doubt about the proprie-
ty of a proposed audit step, guidance should be requested from the supervisor or FAO
manager. Audit support to investigationsis covered in 4-702.6 and 4-702.7.
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d. The following guidance applies when suspected irregularities are discovered by ei-
ther Government or contractor auditors during joint audits. Joint audits are discussed in 4-
202.1e.

(1) As soon asthereis adiscovery of asuspected irregularity during the conduct of a
joint audit, both the Government and contractor participants in the audit should be noti-
fied. The contractor will have 30 days from the date of the discovery to make a contractor
disclosure to the DoD Inspector General.

(2) Audit tasks from the joint audit plan pertaining to the suspected irregularity will
normally be suspended until the 30-day time period has elapsed, or until the contractor
notifies the Government it does not intend to make a disclosure. Upon such notice, audit
activitiesin the area will be subject to 4-702.4 procedures for determining whether arefer-
ral isrequired. Work on other tasks in the joint audit plan may continue.

(3) If the contractor makes a disclosure to the DoDIG, it will be permitted to con-
duct an independent internal investigation of the suspected irregularity. Audit tasks
from the joint audit plan pertaining to the disclosure will be suspended until that inves-
tigation is completed.

e. Suspected irregularities, whether discovered through audit steps and procedures,
discovered by an auditor inadvertently, as in a conversation overheard; or disclosed to an
auditor, either in person or through an anonymous tip, shall be recorded in the audit work-
ing papers and reported promptly to FAO management. It is not necessary to establish that
the Government has been defrauded before aerting investigators. Proving that an unlawful
act has occurred is the responsibility of investigators and prosecutors.

4-702.3 Fraud Indicators and Audit Proceduresfor Uncovering Fraud

a. Auditors should be familiar with specific fraud indicators. Examples of fraud indica
tors are included in the following publication issued by the DoDIG: Handbook on Fraud
Indicators for Contract Auditors (IGDH 7600.3, APO, March 31, 1993).

In addition to the indicators shown in the publication, specific fraud indicators, risk fac-
tors, audit tests, and procedures for the detection of fraud appear in the standard audit pro-
grams and in the listed CAM sections for the following audit areas:

CAM

Audit Area Reference
General Figure 4-7-5
Internal Control Audits 5-100
Physical Observations 5-108a
Accounting for Material Cost 6-305
Storing and Issuing Materials 6-312
Labor Cost Charging and

Allocation 6-404.6
Floor Checks 6-405.2/.3
Overtime 6-409.2
Consultant Costs 7-2105.1
Defective Pricing Audits 14-121
IT System Audits 5-400
Financia Capability 14-303
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b. The auditor should specifically assess the risk of materia misstatement due to fraud
and should consider that assessment in designing the audit procedures to be performed. Ef-
fective audit risk assessments and audits of internal controls are useful procedures for assess-
ing risk of fraud against the Government. Proper execution of audit programs together with
adequate tests of contractor internal control systems should provide reasonable assurance
that significant fraudulent and other unlawful practices are detected (see Chapters 5, 6, 7, and
the Information Systems (IS) Auditing Knowledge Base on DCAA’ s Intranet).

The nature of audit procedures performed may need to be changed to obtain evidence
that is more reliable or to obtain additional corroborative information. The extent of the
procedures applied should reflect the assessment of the risk of material misstatement due
to fraud. For example, increased sample sizes or more extensive analytical procedures may
be appropriate. Application of auditor judgment and applicable coordination with the su-
pervisor isimportant to assure that any added steps are value added, are an efficient use of
audit resources, and will specifically address the added risk of material misstatement due
to fraud or error.

c. Treat as apossible audit lead any allegation received from outside sources, such as
telephone calls, anonymous letters, and contractor employees. If there is further evi-
dence available at the FAO to support the allegation and a reasonable basis to suspect
fraud or other unlawful conduct, report the suspicions in accordance with 4-702.4. If the
allegation provides a reasonable basis to suspect fraud or other unlawful conduct, but
there is no further corroborating evidence, relay the allegation using the DoD Hotline
(4-702.4a(2)).

4-702.4 Procedures for Referring Suspicions

a Thereis no requirement for the auditor to prove the existence of fraud or other contrac-
tor irregularities in order to submit a referra. Upon encountering or receiving information
which raises a reasonable suspicion of fraud, corruption, or unlawful activity (see 4-702.3)
relating to a Government contract:

(1) Promptly prepare a DCAA Suspected Irregularity Referral Form (DCAAF 2000)
or utilize the DoD Hotline. The DoD Hotline toll-free telephone number is (800-424-
9098) and e-mail address is. hotline@dodig.mil. Mailed correspondence to the DoD Hot-
line should be addressed to the Defense Hotline, The Pentagon, Washington, DC 20301-
1900. If the irregularity does not affect DoD contracts, the matter may be reported to the
inspector general of the agency most at risk.

Use of the DCAAF 2000 is the preferred method for forwarding this information. It
specifies the information needed by investigators and provides for appropriate considera-
tion of audit impact. A copy of the DCAAF 2000 is included as Figure 4-7-4. The latest
version of the DCAAF 2000 is available on the DCAA Intranet and the APPS.

(2) If the DCAAF 2000 is to be used, it should be obtained from either the DCAA
Intranet or the APPS. Fully describe the fraudulent condition, keeping in mind the need
for conciseness, including appropriate reference to the procurement regulations or statutes,
which the auditor believes may have been violated. General referenceis sufficient, i.e., the
auditor is not expected to conduct legal research to identify citations. Include information
on contractor efforts to hinder or obstruct audit work which uncovered the suspected fraud
(see 4-708). The auditor may submit the completed referral directly, or has the option to
submit through the immediate supervisor for review. Management reviews of the DCAAF
2000 prior to formal submission to Headquarters should be limited to that necessary to
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ensure clarity and completeness. No attempt should be made to dissuade an auditor from
completing and submitting a DCAAF 2000.

(3) Care should be taken to avoid unnecessary use of legal terminology or prolifera-
tion of enclosures beyond those necessary to explain the problem. The purpose of the
DCAAF 2000 is to alert an investigator to a possible irregularity, not to establish that the
reported irregularity is a violation of the law. The auditor's obligation to protect the con-
tractor's records from unauthorized access requires that the distribution of documents
which appear to provide evidence of impropriety be restricted. Evidentiary materia should
be made available to the investigator at the earliest opportunity after an investigation has
been opened, preferably during the investigator'sinitial visit to the FAO.

(4) Place areference to the draft DCAAF 2000 in the audit working papers to estab-
lish a record of events leading up to the decision to make a referral. The referral itself
should be secured separately in a locked receptacle to prevent inadvertent disclosure (see
4-702.5d).

(5) Continue with assigned duties and pursue development of factual information as
appropriate or indicated by 4-702.5. Coordinate any continuing evaluation with your su-
pervisor or FAO manager.

b. Submission of a DCAA Form 2000 referral should be as follows:

(2) For referras containing unclassified information, prepare an encrypted e-mail,
attaching the dated and signed DCAA Form 2000 in an Portable Document Format (PDF)
file (no MS Word or MS Excdl files) and send to Headquarters, Justice Liaison Auditor, at
the following e-mail address: DCAA-JLA@dcaa.mil or mail to Headquarters, Attention:
Justice Liaison Auditor, using regular first-class mail.

(2) For referrals originated from Field Detachment activities, prepare an encrypted
e-mail, attaching the dated and signed DCAAF 2000 in an Portable Document Format
(PDF) file (no MS Word or MS Excel files) and send to Field Detachment, Investigative
Support Division at the following e-mail address: DCAA-FDSPD_ISD@dcaa.mil. The
Field Detachment Investigative Support Division will distribute the DCAAF 2000 to the
appropriate investigative organization.

c. Mark an additional copy of the DCAAF 2000 “early alert” and promptly send it us-
ing registered mail, return receipt requested, to the local unit of the appropriate investiga-
tive organization. The transmittal memorandum, signed by the FAO manager, should state
that unless advised to the contrary within five days of receipt, a copy of the DCAAF 2000
will be furnished to the ACO or Procuring Contracting Officer for defective pricing issues.
(See Figure 4-7-1). Do not give contracting representatives suspected of involvement in
the unlawful activity a copy of the DCAAF 2000. In this case, contact the Justice Liaison
Auditor for guidance.

Use Figure 4-7-2 to determine the appropriate DoD investigative organization to send
the “early aert.” If uncertain where to send the “early alert,” contact the Justice Liaison
Auditor for guidance. Field Detachment “early aerts’ should be coordinated with the
Field Detachment Investigative Support Division.

d. Information and documents, including any internal pages, generated as a result of
the activities prescribed above will be marked “FOR OFFICIAL USE ONLY” at the bot-
tom of the page unless the information warrants a security classification, in which case the
appropriate security markings will be affixed to the documents.
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4-702.5 Audit Activities Subsequent to Referral --- Continuing Audits

a. Following areferral, or after notification of the initiation of an investigation, take no
actions that would compromise the investigation. Do not attempt to establish wrongdoing
(an investigative responsibility) nor inform the contractor that a fraud referral has been
made. Audit scope may, after consultation with the investigative organization, be ex-
panded to determine the impact of the suspected fraud or other unlawful activity on audit
objectives. Do not expand audit scope for the sole purpose of gathering additional infor-
mation to support an investigation. If audit activities relate to an area under investigation
or litigation, coordinate with the cognizant investigative or prosecutive organization be-
fore taking any final administrative action. An example of such an audit activity is the
issuance of final audit-determined indirect cost rates. Audit activities outside the area of
investigative interest will continue unless the investigative organization requests in writing
they be deferred or suspended. If it is believed the requested deferral will cause financia
harm to the Government or unnecessarily impede the audit mission, elevate the matter for
management resolution between the respective organizations. Before any decision is made
to defer or suspend an audit, coordinate the matter with Headquarters (OTS).

b. Furnish a copy of any resulting audit report to the appropriate investigative organi-
zation. Also, furnish any information developed later, relating to the suspected wrong-
doing or similar misconduct, directly to the responsible investigative agency without filing
a separate DCAAF 2000. Reference all future correspondence and/or updates with the
DCAA case number assigned by OTS, and, if available, the case control number assigned
by the investigative agency. In order that current, complete, and accurate information is
available to the Department of Justice (DOJ), furnish the DCAA Justice Liaison Auditor
(JLA), DCAA's representative to the DOJ, a copy of al unclassified audit reports or me-
morandums prepared in support of an investigation or similar customer requested assign-
ment. The addressis:

DCAA Justice Liaison Auditor

Attn: OTS

8725 John J. Kingman Rd., Suite 2135

Fort Belvoir, VA 22060-6219

c. Suspicions of fraud or other unlawful activity may be so serious as to prevent the
issuance of an unqualified audit report or lead to a recommendation that contract payments
be halted pending resolution. If additional time is required to develop factual information
for an audit impact determination, the final audit report can usually be delayed for DCAA-
initiated assignments. (See 4-702.5a. and e. before issuing a report.) Examples of such
assignments are operations audits, estimating system surveys, or postaward audits. How-
ever, when an audit report is scheduled for issuance within a specified time frame (e.g., a
report on a price proposal audit) the suspected condition may have a serious impact on the
auditor's ability to meet the due date. When this occurs:

(2) Consult the regional office.

(2) Contact the Plant Representative/ACO or the representative of a non-DoD agen-
cy, as appropriate, to explain the condition and arrange for an extended report due date.
Do not do this, however, if the contracting representative may be involved in the suspected
unlawful activity.

(3) Qualify the report if a due date cannot be extended, and inform the requestor by
separate letter of the circumstances affecting the situation (but see 4-702.5a. and e.).
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(4) Question any costs improperly claimed as a result of the suspected wrongdoing
(but see 4-702.5a. and e.).

d. Carefully protect and strictly control all information related to the suspicion of
fraud or other unlawful activity. This is to protect the reputations of innocent persons
and ensure that information is not prematurely or inadvertently disclosed to persons
suspected of wrongdoing. Premature or inadvertent disclosure could compromise the
Government's efforts to gather needed evidence. Mark the DCAAF 2000 and all related
DCAA reports and correspondence "FOR OFFICIAL USE ONLY" (unless a security
classification is required). Control and protect all such information as follows:

(1) During normal duty hours, keep the documents in an out-of-sight location if the
work areais accessible to nongovernment personnel (e.g., contractor personnel).

(2) After duty hours, place the documents in locked receptacles such as file cabinets,
desks, or bookcases.

(3) When such information is being disseminated outside DCAA, hand carry reports
and correspondence between appropriate officials whenever practicable, or otherwise
transmit them in a manner which will prevent inadvertent release to unauthorized persons.

e. Do not issue an audit report on any part of a representation containing a fraudulent
claim without first notifying and coordinating with the cognizant investigative agency (see
4-702.58). Normally there is no need to withhold an audit report unless it can be demon-
strated that its issuance would hinder an investigation or prosecution. Before a decision is
made to withhold an audit report, the FAO or region should coordinate the matter with
Headquarters (OTS). Unless otherwise instructed, send the original audit report to the re-
sponsible contracting officer/ACO aong with a separate cautionary transmittal memoran-
dum regarding the suspected unlawful activity. See Figure 4-7-3 for an example. Do not
make reference in the audit report to suspected irregular conduct or a referral for investiga-
tion, and do not send copies of the transmittal memorandum to other parties. In circums-
tances where Government contracting representatives may be involved in the suspected
unlawful activity, do not use the transmittal memorandum if, per discussion with the
cognizant investigative agency, the information contained therein would interfere with a
pending investigation.

f. It is DCAA policy that information relating to a matter referred for investigation
will be protected and not released or disclosed to a contractor, or a contractor's em-
ployee, representative, or attorney. This policy is based on the need to avoid the disclo-
sure of information which might impede or compromise an investigation. A regional
director or head of a principal staff element may make a case-by-case exception to this
policy after consultation with the cognizant investigator and OTS.

0. Representatives of a contractor seeking protected information might take unusual
measures to contact the auditor away from the workplace. Such measures could include
telephoning or making an unannounced visit to the auditor's home. Whether the contact
occurs at the workplace or elsewhere, do not discuss any aspect of a matter referred for
investigation. Any contractor contacts, whether related to an investigation or normal
audit activity, should occur at the auditor's or contractor's place of business during nor-
mal duty hours. If an attempt to contact the auditor outside normal working hours or
workplace occurs, notify the region, OTS, and the cognizant investigative organization.

h. Since the information on the DCAAF 2000 is obtained from the performance of
our normal audit activities, it is documented in existing working papers for those as-
signments. Therefore, it is the information from those working papers that can be used
when planning the scope of future audits (e.g., Working Paper B).
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4-702.6 I nvestigative Support Responsibilities

The auditor's responsibility for detecting fraud ends with the submission of a Form
2000 or Hotline referral. DoD IG Joint Policy Memorandum No. 2 (JPM-2), which is
referenced in DCAA Regulation (DCAAR) 7640.15, makes the investigative agency
responsible for directing, monitoring, and reporting on the status of fraud investigations.
Audit support to DoD investigative organizations is authorized by DoD Instruction
7600.02, "Audit Policies," dated April 27, 2007. Specific guidelines concerning audit
support of fraud investigations are contained in JPM-2. The provisions of JPM-2 were
carefully developed to encourage cooperation between DoD investigators and auditors,
and to clearly define the responsibilities of each organization. Offices furnishing sup-
port to investigative activities should be thoroughly familiar with the contents of this
memorandum. Following are some of the regional, FAO, and auditor investigative sup-
port responsibilities:

a. Regions are to establish procedures, documented by regional instructions, which
provide for regional oversight of the timeliness and quality of audit support to investiga-
tors.

b. Auditors should support formally constituted investigations when the investigators
have submitted a written request for assistance to the cognizant FAO. Auditors will treat
reguests for investigative support as customer requested assignments and schedule them
for completion on that basis. Such requests should include a list of the audit tasks
needed to support the investigation. If requested, the FAO will assist the investigative
organization in framing the list of audit tasks being requested. This list may be amended
periodically, depending on investigative developments or as deemed necessary by the
auditor to properly fulfill his or her mission or function. A formally constituted investi-
gation is one which:

(1) has progressed beyond the preliminary inquiry stage,

(2) has been assigned an investigative case number, and

(3) has resolved al issues regarding notification of the contractor under investiga-
tion.
It is the investigator's responsibility to notify the contractor that it is under investigation
and that DCAA auditors are assisting. This should be done before DCAA provides sup-
port to a criminal investigation requiring access to contractor personnel or records lo-
cated at the contractor’s facility .

c. Auditors will provide prompt and effective support to investigators consistent with
the auditor's role in the acquisition process. Auditors assigned to assist investigators will
remain under the operational control and supervision of DCAA management. Auditors
are not to perform clerical or other tasks outside the normal function of the auditing
profession on behalf of investigators and are not to assume the role of an investigator.

(1) Auditors assigned to support an investigation are not required to meet contrac-
tor employees or other witnesses in situations where their safety may be threatened. If
such unsafe conditions are expected, auditors may be asked to develop questions, but
are not required to accompany the investigator. Requests for the use of DCAA resources
to assist covert or clandestine investigations or operations must be elevated to DCAA
Headquarters, ATTN: OTS.

(2) Investigators have authority (through inspector general or grand jury subpoe-
nas and search warrants) to obtain documents not normally available to DCAA in per-
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forming its mission. When assigned to support an investigation, auditors will not have
investigators use their authority to obtain, for DCAA's use, information or documents
not related to the investigation. Conversely, auditors will not use DCAA's authority to
obtain for investigators information or documents not related to the investigation.

(3) Auditors assigned to a criminal investigative team will not, directly or indirect-
ly, state or indicate that their presence at the auditee's premises is for any purpose other
than to assist in a criminal investigation. To do otherwise could result in audit-obtained
information being deemed inadmissible in court.

(4) When supporting an investigation, it may be necessary to audit companies that
are not the target of the investigation. An example is the audit of a subcontractor to con-
firm or refute information provided by a prime contractor. If a company is not the target
of an investigation, do not inform the company of the investigation or of the investiga-
tive nature of the audit.

d. Auditors will;

(1) provide Government investigators and prosecutors ready access to applicable
DCAA working paper files, including contractor-generated material contained therein,

(2) list in the working papers or DCAAF 2000 file copies of working papers and
other data provided to investigators, and

(3) document in the working papers or DCAAF 2000 file meetings with members
of governmental investigative agencies (see 1-405).

See 4-702.5¢., d., e, f., and g. for guidance on the protection of information relating to
investigations.

e. If, within the course of exercising its existing authority, DCAA obtains custody
and control of origina documents (including contractor records) reflecting indicators of
fraud or other unlawful activity, DCAA must immediately inform the cognizant crimi-
nal investigative organization so appropriate measures can be taken for the Government
to maintain custody and control over such documents.

f. Grand jury proceedings are crimina investigations officially conducted by the
Department of Justice or an assistant U.S. attorney (AUSA) rather than a DoD investig-
ative organization. An AUSA or DOJ attorney may also conduct a civil investigation
into suspected contract fraud. In many cases, the trial attorney obtains services from an
investigative agency such as the FBI. The investigator will then obtain DCAA audit
assistance. Although JPM-2 does not address DOJ trial attorneys, AUSAs or the FBI, it
is DCAA policy that the obligations of the requestor and auditor are the same as those
specified in JPM-2.

0. Audit services to non-DoD agencies are furnished under agreements that provide
for interagency billings. Although future agreements will provide for investigative sup-
port services, existing agreements may not specifically list investigative support as a
covered audit service. To ensure consistency, handle requests from non-DoD agencies
for investigative support using the guidelines in JPM-2. Investigative support to non-
DoD agencies other than the Department of Justice (DOJ) and the FBI is reimbursable,
and this should be confirmed with the requesting agency before such services are ren-
dered. Investigative support to DOJ and the FBI is reimbursable only to the extent that
DOJ or FBI contracts are affected. DCAA may provide investigative support to DOJ or
FBI for other non-DoD contracts only when reimbursed by the contracting agency. In-
vestigative support may be only partially reimbursable when the contractor has a mix of
DoD and non-DoD contracts.
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h. Audit support of investigations may consist of completing routine overhead audits
or defective pricing audits of specia interest to investigators. In these situations, report
audit results using standard audit reports (see 4-702.5e., 4-702.8, and Chapter 10).
However, certain requests for investigative support require effort not fitting the pattern
of established audits. In these circumstances, consider the information needs of the re-
guestor in conjunction with the guidance in 10-1200 when issuing reports or memoran-
da in response to investigative support requests. Do not release results of these audits,
including draft condition statements or recommendations, to the contractor before con-
sulting with and obtaining the approval of the investigator. Discuss factual matters with
the contractor only to the extent necessary to ensure accuracy. These procedures are
necessary to prevent premature release of audit results which could compromise Gov-
ernment actions regarding the condition under investigation.

4-702.7 Control of Documents Obtained Under Inspector General or Grand Jury
Subpoenas and Civil I nvestigative Demands

For criminal investigative purposes, documents may be obtained under either an
Inspector General (IG) or a grand jury subpoena. The civil investigative equivalent of a
grand jury subpoena is referred to as a civil investigative demand (CID). DCAA sub-
poenas will not be used in connection with investigations. When an investigative office
obtains documents under an |G subpoena, it is the custodian of the documents. When
the documents are obtained under a grand jury subpoena, the grand jury is the custodian
and the Government prosecutor or the investigator acts as the grand jury's agent or rep-
resentative. Similar custodial requirements exist for CIDs. Requirements for safeguard-
ing grand jury materials or CIDs are more stringent than for I1G subpoenas.

a. Auditor responsibility for safeguarding contractor records is discussed in 1-507.
The auditor is not relieved of responsibility simply because the records in question have
been obtained under subpoena or because the contractor itself should be excluded from
access to the subpoenaed records. When auditors are assigned to assist an investigation,
they should be aware of their responsibility to exercise due care and be mindful that
removal of original documents from the designated workplace could result in both sig-
nificant embarrassment to the Agency and penalties to the auditor.

b. If an auditor isto work directly with an investigator or trial attorney, the acknowl-
edgment of the request for audit services should state that, while the auditor will exer-
cise due professional care, neither the auditor nor the Agency can assume responsibility
for the completeness of subpoenaed documents that are not inventoried upon receipt and
maintained under appropriate security thereafter.

c. If unsatisfactory conditions are encountered, the cognizant manager or supervisor
should advise the head of the investigative agency of the situation in writing. The matter
should then be left to the discretion of the investigative office. It is highly unlikely that
security problems will arise under a grand jury subpoena; however, in that case, notice
of unsatisfactory conditions should be furnished to the trial attorney with a copy to the
investigator.

4-702.8 Audit ReportsInvolving Alleged Subcontractor Fraud

a. Most fraud statutes provide for measurement of total cost impact to the Govern-
ment for damages resulting from subcontractor fraud or false statements. For example, a

DCAA Contract Audit Manual


http:4-702.5e

478 September 24, 2012
4-703

second-tier subcontractor may make a false statement to a first-tier subcontractor result-
ing in a $1 million defective pricing. If the first-tier subcontractor and the prime con-
tractor rely on the defective data, the impact to the Government would exceed $1 mil-
lion after adding the two additional levels of overhead, G&A, and profit. In this
example, the second-tier subcontractor would be liable for the entire cost impact to the
Government (plus penalties) even though its gain was only $1 million. This situation
differs significantly from a non-fraudulent defective pricing case where the Government
would seek recovery of the entire cost impact from the prime contractor. In non-
fraudulent subcontractor defective pricing cases, the audit report procedures described
in 10-602b. apply (i.e., subcontract audit reports are provided to the prime contract audi-
tor who issues a consolidated report to the procurement authority).

b. In subcontract fraud matters, auditors a subcontractor locations are usualy requested
by investigators or attorneys to determine the total cost impact to the Government. In such
cases, the auditor supporting the investigation of the subcontractor should assume full re-
sponsibility for coordinating al audit activity necessary to respond to the request. Accor-
dingly, the subcontractor investigative support auditor should request audit assistance from
FAOs with audit cognizance over any higher-tier contractors and incorporate the results into
a single consolidated report or memorandum to the requestor. Use this procedure regardless
of the number of higher-tier contractors. As part of this process, the subcontractor investiga-
tive support auditor should identify information needed from the higher-tier locations and
supply the higher-tier auditors with any data necessary to assist them in their work. In ac-
knowledging the request from the investigators or attorneys, the cognizant investigative sup-
port auditor should inform the requestor of arrangements being made for the submission of
reports on any:

(2) technical anaysisor
(2) evaluations of intracompany or higher-tier contractor additive factors.

¢. Resolve any disputes between regions on administrative procedures or technical ac-

counting matters that arise during assist auditsin accordance with 6-807.

4-703 Suspected Contractor Provision of Improper Gifts/Gratuitiesto Gover nment
Per sonnel

a The Standards of Ethica Conduct for the Executive branch (5 C.F.R. Part 2635, Sub-
part B) state that federal employees shall not accept gifts/gratuities directly or indirectly
which are given because of the employee's officia position or which are given to the em-
ployee by a prohibited source. "Direct or indirect acceptance” includes gifts to an employee's
parent, sibling, spouse, child or dependent relative given because of the employee's relation-
ship to that other person. "Prohibited sources' are any person or legal entity that:

(1) seeks officia action from the employee's agency;

(2) does business or seeks to do business with the employee's agency;

(3) conducts activities regulated by the employee's agency;

(4) has interests that may be affected by the performance or nonperformance of the
employee's duties; or

(5) is an organization, a mgjority of whose membersfall within any one or more of the
prior four categories.

b. The Standards of Ethical Conduct for the Executive branch are found at Chapter 2 of
DoD's Joint Ethics Regulation (JER), DoD 5500.7R. Additionaly, 18 U.S.C. 203 makesit a
crime for a Government employee to receive compensation for his or her duties as a Gov-
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ernment employee from anyone other than the Government. It also makes it a crime for
someone to pay such compensation to a Government employee.

c. A violation of 18 U.S.C. 203 or DoDD 5500.7 may become the subject of an investiga-
tion and can result in disciplinary action. DCAA auditors do not have a designated mission
to monitor compliance with either the Standards of Ethica Conduct or the statute; conse-
quently, audit programs do not contain specific steps to detect noncompliance. However, any
apparent noncompliance coming to your attention, regardless of the length of time since the
suspected event occurred, is referable. Be aware, however, that there are exclusions from the
definition of a gift and a number of listed exceptions to the gift prohibition including a blan-
ket exception for gifts valued at less than $20 per occasion and $50 per calendar year. The
exclusions and exceptions are found on pages 2-7 through 20-14 of Chapter 2 of the JER. A
regulatory change [August 20, 1996] by the Office of Government Ethics provides greater
authority for Federal agency ethics officials to permit the gift of free attendance to a“widely
attended gathering” to be accepted by a Federa official when there is agency interest in that
employee' s participation in the event [e.g. a conference, dinner, reception, etc.] Therefore, be
sure to eva uate these exceptions before making a referral. Guidance on the “widely attended
gatherings” exception can be obtained from the DCAA Genera Counsdl’s office pending
inclusion of that guidance in a revised or republished JER available in the field. Forward
suspected offers or acceptances of gratuities even though no recipient can be identified or no
investigative lead is apparent. The requirements for referral of personnel from other Federal
agencies who have accepted gifts, gratuities, loans, favors, or entertainment are the same as
those for DoD employees (see 4-704).

(1) The referral (DCAAF 2000 may be used) must contain as much information as is
available. Such information includes the identity of the offeror and recipient (names, position
titles, and agency/department or contractor), type of gratuity, range in dollar value of the
gratuity or benefit detected, estimated total dollar value, the records reviewed, whether
access to any records was denied, and why the auditor suspects that a gratuity was offered or
received. Also, state whether the contractor is aware of the condition and, if so, include
comments on the nature of corrective action taken or contemplated, including the adequacy
of any repayments to the Government.

(2) Do not forward with the referral many copies of essentially duplicative documents
from the contractor's records, such as expense vouchers. Instead, forward one or two repre-
sentative samples of such records dong with a listing of pertinent information such as
names, dates, and amounts extracted from the records. All copies should be legible. If it is
not possible to obtain a legible copy, state this fact in the referrd and briefly describe the
document.

(3) Send the referra to Headquarters, ATTN: OTS, with copies to the regiona direc-
tor. OTS will review the referral for possible forwarding to the appropriate investigetive

agency.
4-704 Suspected Violations of the Anti-Kickback Act (41 U.S.C. 51 to 58)
4-704.1 General

a The Anti-Kickback Act (4-7S1) prohibits providing, attempting to provide, or offering

to provide any kickback; soliciting, accepting, or attempting to accept any kickback; or in-
cluding, directly or indirectly, any kickback in the contract price charged by a subcontractor
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to a prime contractor or a higher-tier subcontractor or in the contract price charged by a
prime contractor to the Government.

b. Kickback is defined as any money, fee, commission, credit, gift, gratuity, thing of val-
ue, or compensation of any kind which is provided, directly or indirectly, to any prime con-
tractor, prime contractor employee, subcontractor, or subcontractor employee for the purpose
of improperly obtaining or rewarding favorable trestment in connection with a prime con-
tract or in connection with a subcontract relating to a prime contract.

4-704.2 Examples of Questionable Practices

Questionable practices under the Anti-Kickback Act may take such form as: payments of
commissions to prime contractor personnel; entertainment provided for prime contractor
personnel; loans to prime or higher-tier contractor personnel that may not be repaid and may
be later recorded as an expense on the subcontractor's records; and expensive gifts or prefe-
rential treatment to particular subcontractors.

4-704.3 Audit Responsibilities

Ascertain that contractors have informed:
(2) their personnel who award or administer subcontracts or purchase orders and
(2) their subcontractors and suppliers about the provisions of the amended Anti-
Kickback Act and questionable practices thereunder.
If such action has not been taken by a contractor, recommend that the contracting officer
require such action. In addition, cooperate to the extent necessary to ensure that the contrac-
tor's procurement personnel are aware of the provisions of the Act.

4-704.4 Referral Requirements

Because Public Law 99-634, "Anti-Kickback Enforcement Act of 1986," imposes a duty
on the contractor to promptly report the possible violation in writing to the Inspector Genera
of the contracting agency, to the head of the contracting agency if the agency does not have
an Inspector General, or to the Department of Justice, the contractor has a statutorily im-
posed duty to self-report. When there is reason to believe that a violation of the Act has oc-
curred, and the cognizant Defense criminal investigative organization has not been natified,
the auditor shall promptly prepare a DCAA Form 2000. The Form 2000 will state all known
details of the transaction. Coordinate and forward the Form 2000 in the same manner as
those on suspected fraud (see 4-702.4).

4-705 Suspected Anticompetitive Procurement Practices

a Anticompetitive procurement practices are those designed to eliminate competition or
restrain trade. They include those practices or events listed in FAR 3.303(c). They do not
include bona fide sole-source procurement actions, violations of the Competition in Con-
tracting Act by the procuring activity, or buying-in by a contractor.

b. If information received from any source indicates suspected anticompetitive procure-
ment practices by a contractor or subcontractor, determine, by appropriate audit techniques,
whether sufficient evidence exists to indicate an improper practice. If the anticompetitive
procurement practice involves exclusive teaming arrangements, see 4-705c. For al other
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anticompetitive procurement practices, promptly submit a referral using the procedures set
forthin 4-702.4.

¢. When auditing a contractor’s records, auditors may encounter, or receive from other
sources, information constituting evidence or causing suspicion of an anticompetitive exclu-
sive teaming arrangement. Because of the complexity of antitrust laws, the existence of an
exclusive teaming arrangement does not necessarily mean an anticompetitive situation ex-
ists. An example of an anticompetitive exclusive teaming arrangement is when one company
teams exclusively with another company which other potential offerors consider essentia for
contract performance. The potential for an antitrust violation is present only if one or acom-
bination of the companies participating in an exclusive teaming arrangement is the sole pro-
vider of aproduct or servicethat is essential for contract performance, and the Government’s
efforts to eliminate the exclusive teaming arrangement are unsuccessful. Therefore, if the
information received from any source indicates an anticompetitive exclusive teaming ar-
rangement, the auditor should promptly notify the contracting officer. If the auditor believes
the contracting officer’s efforts to resolve an anticompetitive exclusive teaming arrangement
are not successful, the auditor will consult with DCAA Headquarters General Counsel for
further guidance.

4-706 Suspected Illegal Palitical Contributions
4-706.1 The Statute

a Title2 U.S.C. 441c, in essence, prohibits any firm or person contracting with the Unit-
ed States from making a contribution to or expenditure for a political party, committee, can-
didate for public office, or any person, for apolitical purpose or use. The statute applies only
at the national level, not the state and local levels.

b. The term " contribution” includes:

(2) any gift, subscription, loan, advance, or deposit of money or anything of value
made by any person for the purpose of influencing any election for Federal office; or

(2) the payment by any person of compensation for the personal services of another
person which are given to apolitica committee without charge for any purpose.

4-706.2 M ethods of Channeling I nappropriate Expenditures

Corporations that make illegal political contributions may use severd means to channel
such payments to the intended recipient. Be dert to such methods as:

a Bonus payments to contractor personnel passed on by the employee as a personal con-
tribution or returned to the company to make the contribution. These payments usually cover
taxes paid by the employee. Review carefully any bonus payments which might be based on
aformula designed to cover taxes due.

b. Payments to outside consultants or other professiona contacts. Such payments may be
too high for the service received or there may be no services received at al. Scrutinize high
or unusual professional and consultant service expenses for inappropriate expenditures. Such
scrutiny involves a comprehensive review of supporting documentation, which should state
the extent of services provided.

¢. Padding or fasifying expenses paid to employees. Such expenses may include travel,
dues, memberships and subscriptions, training, educational expenses, or any expenses where
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the contractor makes payment based on an invoice from an employee or a close, outside
associate.

4-706.3 Audit Responsibilities

It would be impractical to perform the audit effort necessary to disclose every illegd
politica contribution. However, government auditing standards require auditors to design
audit steps and procedures to provide reasonable assurance of detecting errors, irregularities,
abuse, illegal acts, or other unlawful activity that could significantly affect the audit objec-
tives or results of audit (see 4-702.24).

4-706.4 Referral Requirements

When aviolation of the statute is suspected, submit a report describing al known details
of the transaction to Headquarters, ATTN: OTS, for possible referral to the Federal Election
Commission. The DCAAF 2000 may be used for this purpose. "Early alerts' are not required
when reporting this suspected misconduct.

4-707 DoD Contractor Disclosure Program

This section is currently under revision. The current Audit Management Guidance on
the DoD Contractor Disclosure Program is contained in MRD 11-OTS-034(R), dated July
14, 2011.

4-708 Obstruction of Audit

a The Anti-Drug Abuse Act of 1988 (P.L. 100-690) added section 1516 to Title 18,
U.S.C., which contains an obstruction of audit provision. This provision makesit a crime for
aperson or corporation to endeavor to influence, obstruct, or impede, with the intent to dece-
ive or defraud the Government, a Federal auditor in the performance of official duties. The
purpose of the provision is to punish acts designed to prevent an auditor from discovering or
reporting fraud or decelt against the Government. The provision does not make it a crime to
deny an auditor access to records unless the purpose of the denia is to prevent such discov-
ery. Therefore, do not report a suspicion of fraud or other unlawful activity solely on the
basis that access to records was denied. Pursue access to records problems in accordance
with 1-504.5.

b. If there is a reasonable basis to suspect fraud or deceit against the Government, and
you believe adenial of access to records is an attempt to prevent an auditor from discover-
ing or reporting this fraud or deceit, include this information in a suspected fraud referral
(see 4-702.4). The mere denia of access to records, however, is not by itself a reasonable
basis to suspect fraud.

¢. When reporting suspicions of fraud or other unlawful activity (see 4-702.4), include
any information on suspected contractor efforts to influence, obstruct, or impede an audi-
tor with the intent to deceive or defraud the Government.
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4-709 Qui Tam Actions Under the False Claims Act

Qui tam actions are civil, not criminal, actions, which are brought under the authority of
the False Claims Act. In such a suit, the plaintiff brings the action on behaf of the Govern-
ment. A qui tam suit is filed under seal. The defendant contractor is not provided with a copy
of the filing nor is it to be told the contents of the filing while the action is under sed. The
Government is furnished a copy of the filing and has 60 days in which to make a decision on
whether it will join in the suit. To assist its ddliberations, the DOJ will frequently seek in-
formation about the defendant contractor from DCAA. Information in our files and working
papers is to be made readily available to the attorney handling the case as well as any DoD
personnel supporting the attorney. Any requests for additional audit support will be treated as
a customer requested assignment. The contractor is not to be informed of the source of these
requests without the approval of the requesting attorney. At the same time, the FAO should
determine if the attorney has any objections to providing the results of the audit to the con-
tracting officer. If there are none, areport should be sent to the contracting officer. However,
the report will caution that the audit was conducted in connection with a qui tam suit and that
before any contractual action is taken on the matter, permission must be obtained from the
responsible attorney.

4-710 Defense Hotline

a. The Defense Hotline is an element of the DoD Inspector General Office of Investi-
gations which receives and reviews audit and investigative leads. The Defense Hotline
operates to ensure that allegations of fraud and mismanagement are properly evaluated,
substantive allegations are examined, appropriate administrative, remedial or prosecutive
actions are taken and administrative procedures are in place and maintained in order to
properly manage Hotline alegations. It receives alegations from Government entities
such as DoD, from private individuals both inside and outside the Government, and from
the GAO. The Hotline assigns review of these leads to the audit or investigative agency
it believes is best qualified to determine their validity; monitors the progress of the ex-
amination; reviews and analyzes all interim and final reports to determine that the ex-
aminations are conducted properly and the appropriate corrective measures were rec-
ommended and/or taken; and tabulates and reports case dispositions. DoD instructions
pertaining to the Defense Hotline program are discussed in DoDD 7050.1. DCAA re-
sponsibilities for reviewing Hotline referrals are set out in DCAAR 7600.1.

b. In accordance with DoD |G Joint Policy Memorandum Number 95-2 dated May
26, 1995, the DoD Hotline reviews will only be performed by individuals and organiza-
tions who are independent. Accordingly, non-government employees and/or organiza-
tions, including contractor internal audit groups or externa auditors, will not perform
any work in relation to any DoD Hotline review because of their inherent lack of inde-
pendence.

c. The Hotline and the Agency are obligated to protect the anonymity of sources.
The Headquarters, DCAA transmittal of a sensitive Hotline referral will make specific
reference to nondisclosure requirements in its opening paragraph. Hotline documents
arising from such a source are clearly marked. In order to evaluate a Hotline referral, it
may be necessary to advise a contractor that an audit lead has been received. However,
the auditor should strive to reveal only the minimum amount of information necessary
to conduct a proper and thorough review. The Hotline should not be identified as the

DCAA Contract Audit Manual



484 September 24, 2012
4-711

source of the lead. Under no circumstances may Hotline documents be released outside
the Government. Hotline documents may be released within Government channels only
to agencies’employees involved in the Hotline review.

d. At its discretion, the Hotline may determine that an alegation lacks significant
detail or significant subject matter to warrant formal inquiry. Such a matter will be clas-
sified as an information referral. All other referrals are action referrals which are as-
signed a due date. Hotline referrals are reviewed in Headquarters, OTS, and are for-
warded to the cognizant regional office for information or response. The regiona office
may further delegate responsibility. Delegation of the decision to conduct afield review
of an information referral does not convert the status of that referral to an action refer-
ral. However, if afield audit is undertaken, results must be reported to the Hotline.

e. All Hotline referrals which have been assigned due dates, either by the Hotline or
by Headquarters, are to be treated as customer requested assignments. If a due date can-
not be met, an extension should be requested by filing a Hotline Progress Report
(DCAAR 7600.1). The Hotline has suggested that six month extension requests reduce
unnecessary proliferation of progress reports. It is the responsibility of the Regional
Office to assure that Hotline progress and completion reports are issued in the specified
format.

f. When afield audit of a Hotline referral involving alleged fraud is undertaken, al-
legations are to be treated as audit leads and followed up through audit in accordance
with 4-702.2c. If areasonable suspicion of fraud or other unlawful activity remains after
performing the appropriate risk assessment and audit steps, arrangements should be
made for transfer of the matter to an investigative agency. The responsible field element
should discuss the case with the investigative office to which it would have sent a
DCAAF 2000 had the allegation arisen through audit. (However, matters first reported
through the Defense Hotline are deemed to be known to the Government, and therefore
ineligible for reporting on the DCAAF 2000.) Case responsibility may be transferred by
submitting a Hotline Completion Report (DCAAR 7600.1) to Headquarters, Attention
OTS, setting out the results of audit, the reason(s) for transfer, and the investigative
office to which the matter should be transferred.

0. Audit procedures and reporting following transfer of a Hotline referral to an in-
vestigative agency should be carried out in accord with 4-702.5. If a transfer is not
made, audit findings should be pursued and reported in accord with normal procedures.
If available, audit reports containing findings and recommendations which arose from a
Hotline referral should be submitted as an enclosure to the Hotline Completion Report.

h. When a referral makes allegations of a technical nature, the assistance of a Govern-
ment technical evaluator should be obtained. Occasionally it becomes apparent that the tech-
nical evaluator's agency should assume responsibility for the referral, with audit support as
needed. When this happens, transfer of responsibility should be formalized similarly to in-
vestigative transfer.

4-711 Evaluating Contractor Compliance with Administrative Suspension and
Debarment Agreements

a. Background. Contractors found to have committed fraud or other misconduct
sometimes enter into suspension and debarment agreements to avoid being suspended or
debarred from obtaining Government contract awards or to be removed from the listing
of suspended or debarred companies. These agreements usually require the contractor to
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implement ethics and fraud prevention programs and strengthen internal controls over
the areas where the fraud or other misconduct occurred. Often, the agreements require the
contractor to maintain a Hotline for employees to report fraud or other irregularities. Some-
times the costs incurred by the contractor to comply with these agreements are unallowable
under FAR 31.205-47. Each Service and the Defense Logistics Agency has suspension and
debarring officials or designees who are responsible for monitoring contractor compliance
with the agreements.

b. Responsihilities. The suspension and debarring officids or designees will request
DCAA audit support to evaluate contractor compliance with any provisions of the agreement
that relate to DCAA's audit mission. For example, the auditor will generaly be requested to
perform an audit if the contractor is identifying and segregating the unallowable costs being
incurred to comply with the agreement. If the agreement also provides for the contractor to
make improvements to its internal control systems, the auditor will generally be requested to
determine if the improvements have been made. The suspension and debarring officias or
designees are responsible for ng overall contractor compliance with the agreement.

c. Briefing of the Agreement and Coordination. At those contractors with suspension and
debarment agreements, the FAO should obtain a copy and brief the agreement to identify
provisions that fal within DCAA's areas of responsibility. The FAO should then discuss
with the responsible suspension and debarring officia or designee and the contracting officer
the audit services needed to assist in evaluating contractor compliance. Any differences of
opinion between the FAO and the suspension and debarring official or designee or any diffi-
culty in arranging a meeting should be communicated through the Regional Office to PPS
for resolution. The results of this coordination should be documented in the FAO's audit
planning files.

d. Audit Planning. The FAO normdly will not have to establish specia audits to provide
the needed audit support. The audit steps needed to assist the suspension or debarring official
or designee in determining compliance with the provisions of the agreement can be usually
performed as part of the FAO's regularly scheduled audits; e.g., the FAO's planned audits of
internal controls relating to the identification and segregation of unallowable costs. However,
if the compliance officer requests a special audit because of his scheduled responsibilities,
the FAO should provide the requested services.

e. Corporate Offices. Settlements at the corporate level affecting two or more segments
should be coordinated by the corporate auditor or CAC. After the briefing, the corporate
auditor or CAC will disseminate the agreement to the segment auditors with an assist audit
request (if applicable) on any services needed to assess compliance with the relevant parts of
the agreement.

f. Reporting. The FAO should communicate in writing al noncompliances or other con-
cerns with the agreement to the ACO cognizant of the contractor with a copy to the suspen-
sion and debarring official or designee. All applicable DCAA audit reports should contain
comments on any contractor actions required by a suspension/debarment agreement
until the contractor fully implements or complies with the agreement.

0. Excluded Parties Listing. The General Services Administration (GSA) maintains an
“Excluded Parties Listing System” on the Internet at http://www.epls.gov, which provides
data on all suspended and debarred parties. The site allows data searches via various
search criteria, makes available a number of reports in different formats, and provides
other useful data. This information is updated continuously on areal time basis. This site
is the only source that should be used when checking the suspensions and debarment sta-
tus of a contractor.
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4-7S1 Supplement - Public Law 99-634, " Anti-Kickback Enforcement
Act of 1986"

An Act to prohibit kickbacks relating to subcontracts under Federal Government con-
tracts.

Section 1. This Act may be cited as the "Anti-Kickback Act of 1986."

Section 2. As used in this Act:

(2) The term "contracting agency,”" when used with respect to a prime contractor, means
any department, agency, or establishment of the United States which enters into a prime con-
tract with aprime contractor.

(2) The term "kickback™ means any money, fee, commission, credit, gift, gratuity, thing
of value, or compensation of any kind which is provided, directly or indirectly, to any prime
contractor, prime contractor employee, subcontractor, or subcontractor employee for the pur-
pose of improperly obtaining or rewarding favorable trestment in connection with a prime con-
tract or in connection with a subcontract relating to a prime contract.

(3) Theterm "person” means a corporation, partnership, business association of any kind,
trust, joint-stock company, or individual.

(4) The term "prime contract" means a contract or contractual action entered into by the
United States for the purpose of obtaining supplies, materids, equipment, or services of any
kind.

(5) The term "prime contractor" means a person who has entered into a prime contract
with the United States.

(6) The term "prime contractor employee" means any officer, partner, employee, or agent
of aprime contractor.

(7) Theterm "subcontract” means a contract or contractua action entered into by a prime
contractor or subcontractor for the purpose of obtaining supplies, materids, equipment, or ser-
vices of any kind under a prime contract.

(8) Theterm "subcontractor"

(A) means any person, other than the prime contractor, who offers to furnish or
furnishes any supplies, materials, equipment, or services of any kind under a prime con-
tract or a subcontract entered into in connection with such prime contract; and

(B) includes any person who offers to furnish or furnishes general supplies to the
prime contractor or a higher tier subcontractor.

(9) The term "subcontractor employee" means any officer, partner, employee, or
agent of a subcontractor.

Section 3. It is prohibited for any person ---

(2) to provide, attempt to provide, or offer to provide any kickback;

(2) to solicit, accept, or attempt to accept any kickback; or

(3) to include, directly or indirectly, the amount of any kickback prohibited by
clause (1) or (2) in the contract price charged by a subcontractor to a prime contractor or a
higher tier subcontractor or in the contract price charged by a prime contractor to the Unit-
ed States.

Section 4. Any person who knowingly and willfully engages in conduct prohibited by
section 3 shall be imprisoned for not more than 10 years or shall be subject to a fine in
accordance with title 18, United States Code, or both.
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Section 5. (a).

(1) The United States may, in a civil action, recover a civil penalty from any person
who knowingly engages in conduct prohibited by section 3. The amount of such civil pe-
nalty shall be --

(A) twice the amount of each kickback involved in the violation; and

(B) not more than $10,000 for each occurrence of prohibited conduct.

(2) The United States may, in a civil action, recover a civil penalty from any person
whose employee, subcontractor or subcontractor employee violates section 3 by providing,
accepting or charging a kickback. The amount of such civil penalty shall be the amount of
that kickback.

(b) A civil action under this section shall be barred unless the action is com-
menced within 6 years after the later of (1) the date on which the prohibited conduct estab-
lishing the cause of action occurred, and (2) the date on which the United States first knew
or should reasonably have known that the prohibited conduct had occurred.

Section 6. () A contracting officer of a contracting agency may offset the amount of a
kickback provided, accepted, or charged in violation of section 3 against any moneys
owed by the United States to the prime contractor under the prime contract to which such
kickback relates.

(b)(1) Upon direction of a contracting officer of a contracting agency with respect to a
prime contract, the prime contractor shall withhold from any sums owed to a subcontractor
under a subcontract of the prime contract the amount of any kickback which was or may
be offset against that prime contractor under subsection (a).

(2) Such contracting officer may order that sums withheld under paragraph (1) -

(A) be paid over to the contracting agency; or

(B) if the United States has already offset the amount of such sums against that prime
contractor, be retained by the prime contractor.

(3) The prime contractor shall notify the contracting officer when an amount is
withheld and retained under paragraph (2)(B).

(c) An offset under subsection (&) or a direction or order of a contracting officer
under subsection (b) is a claim by the Government for the purposes of the Contract Disputes
Act of 1978.

(d) As used in this section, the term "contracting officer" has the meaning given
that term for the purposes of the Contract Disputes Act of 1978.

Section 7. (a) Each contracting agency shall include in each prime contract awarded
by such agency a requirement that the prime contractor shall have in place and follow
reasonable procedures designed to prevent and detect violations of section 3 in its own
operations and direct business relationships.

(b) Each contracting agency shall include in each prime contract awarded by such agency
a requirement that the prime contractor shall cooperate fully with any Federal Government
agency investigating aviolation of section 3.

(©)(1)(A) Whenever a prime contractor or subcontractor has reasonable grounds to be-
lieve that a violation of section 3 may have occurred, the prime contractor or subcontractor
shall promptly report the possible violation in writing.

(B) A contractor shall make the reports required by subparagraph (A) to the inspec-
tor general of the contracting agency, the head of the contracting agency if the agency
does not have an inspector general, or the Department of Justice.

(2) In the case of an administrative or contractua action to suspend or debar any
person who is eligible to enter into contracts with the Federal Government, evidence that
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such person has supplied information to the United States pursuant to paragraph (1) shall
be favorable evidence of such person's responsibility for the purposes of Federal procure-
ment laws and regulations.

Section 8. For the purpose of ascertaining whether there has been a violation of section
3 with respect to any prime contract, the Government Accountability Office and the in-
spector general of the contracting agency, or a representative of such contracting agency
designated by the head of such agency if the agency does not have an inspector general,
shall have access to and may inspect the facilities and audit the books and records, includ-
ing any electronic data or records, of any prime contractor or subcontractor under a prime
contract awarded by such agency.
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Figure4-7-1
Pro Forma Early Alert Memorandum

MEMORANDUM FOR (Name and address of appropriate investigative organization)

SUBJECT: Early Alert of a Suspected Irregularity Referral Relating to (state the subject
of the referral, for example, Possible Labor Mischarging at ABC Company)

The attached Suspected Irregularity Referral Form (DCAA Form 2000) provides in-
formation that suggests a reasonable basis for suspicion of fraud, corruption, or other un-
lawful activity affecting Government contracts. (Add any additional comments as appro-
priate.)) Unless you advise us to the contrary within five days of your receipt of this
notice, we will furnish a copy of the attached DCAA Form 2000 to the cognizant (Select
either: i) administrative contracting officer or ii) procuring contracting officer for defec-
tive pricing issues). We are available to discuss this matter at your earliest convenience
and we can be reached at (telephone number).

(Signature)
Branch Manager/Resident Auditor

FOR OFFICIAL USE ONLY
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Figure4-7-2
Investigative Responsibility for Allegations of Fraud

Early alerts should be sent to investigators as follows:

Contracts

Awarded By Administered By Investigative Responsibility
Military Departments DCMA Joint DCIS and MCIO
Defense Logistics Agency DCMA DCIS

Military Departments Military Departments MCIO

Exceptions to Basic Referral Policy: If any of the following organizations are involved in
the contracts to which the allegations of fraud are related, contact the DCAA Justice Liai-
son Auditor prior to issuing any early alert:

Defense Agencies other than DLA

Defense Fuel Supply

Defense Reutilization and Marketing Service
Department of Defense Dependent Schools

Joint Chiefs of Staff

Naval Fecilities Engineering Command

Non-DoD Government Departments and Agencies
North Atlantic Treaty Organization (NATO)

. Office of the Secretary of Defense

10 Specia Operations Forces Low Intensity Conflicts (SOFLIC)
11. Strategic Defense Initiative Organization (SDIO)
12. U.S. Army Corps of Engineers (USACE)

CONOUT AWM E

Acronyms:

DCMA Defense Contract Management Agency

DCIS Defense Criminal Investigative Service

MCIO Military Criminal Investigative Organization (i.e., Army Criminal

Investigative Command, Naval Investigative Service, Air Force
Office of Special Investigations)
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Figure4-7-3
Pro Forma Cautionary Transmittal Memorandum

MEMORANDUM FOR (name and address of requestor)

SUBJECT: Cautionary Statement Related to Audit Report (audit report number,
date and subject, and the contractor's name and location)

The attached audit report addresses certain matters which have raised a suspicion of
potential fraud on the part of (indicate the name of the company involved). Specifically,
those matters are (describe the suspected fraudulent conduct). We are willing to discuss
these matters with you, your counsel, and representatives of the cognizant criminal inves-
tigative organization in an effort to reach a proper disposition of these issuesin light of the
requirements of DoD Instruction 7050.05, Coordination of Remedies for Fraud and Cor-
ruption Related to Procurement Activities.

(Signature)
Branch Manager

FOR OFFICIAL USE ONLY
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Figure4-7-4
Suspected Irregularity Referral Form

(Usefull sizeform or APPS Version for reporting)
DCAA CASE NO.:

SUSPECTED IRREGULARITY REFERRAL FORM

Follow enclosed guidance and DCAA Instruction 7640.16 when providing the following information:

1. Name, FAO, RORG number, telephone and FAX numbers, and e-mail address of the auditor prepar-
ing the referral.

2. Contractor's name, division, and address. Identify if the contractor is a small/disadvantaged (8a) firm.

3. Government entities (e.g. Navy, DOE, HHS, etc.) affected by irregularity. If possible, identify con-
tract(s), types, amounts, and major program(s) affected.

4. Classification of irregularity (See the enclosed instructions)
5. Prepare, on a separate page, a concise description of the irregularity. Include the following criteria
who, what, where, when, how, how much. If possible, identify regulatory provisions and/or statutes

violated. Attach documentation (appropriately cross-referenced) as necessary.

6. Reason for treating this as other than normal questioned costs (e.g.; if suspected fraud, where is the
material statement, which isfalse, and why do you think it is known by the maker to be false?)

7.  Estimated loss or impact to the Government. Explain basis and any reasons for limited current visibil-
ity of total losses.

8.  Signature of Auditor and date (must be signed and dated).

Auditor Date

9.  Digtribution: Headquarters OTS, ACO/PCO, and Cognizant Investigator
(See Enclosure of DCAAI 7640.16). |dentify all addressees.

DCAAF 2000
March 2009

DCAA Contract Audit Manual



September 24, 2012 493
Figure4-7-4

INSTRUCTIONS FOR PREPARATION OF FORM 2000

GENERAL:

Information which suggests a reasonable basis for suspicion of fraud, corruption, or unlawful activity
affecting Government contracts must be reported promptly. For reporting purposes, fraud is defined as: a
material statement of fact which isfalse, and known to be false. Other reportable irregularities include
Kickbacks, Gratuities, Illegal Political Contributions, Foreign Corrupt Practices Act violations, and Agree-
ments in Restraint of Trade. Activities not reportable on the Form 2000 include matters such as (1) those
aready known by the Government, (2) Contractor Disclosures, and (3) unsatisfactory conditions (CAM 4-
800).

An effective referral requires close communication between auditors, supervisors and FAO Managers.
You may also coordinate with your Regional Investigative Support Division (RSl) if there are any ques-
tions about whether or not to refer the matter, keeping in mind the need for promptness. Follow instruc-
tions in CAM 4-700 and DCAAI 7640.16 in preparing the Form. Use continuation pages as necessary,
especially for question 5, keeping in mind the need for conciseness.

Classification of I rregularity (Form 2000, |tem 4):

To assist the investigator in evaluation of the material presented, indicate in item 4 which of the following
classifications best fits the matter being referred (more than 1 classification may apply):

1. Defective Pricing
a. Pattern of Activity
b. Other (explain)

2. Billing Irregularities
a. Progress Payments
b. Public vouchers
c. Other (explain)

5. False Claimg/Certifications
a. Equitable Adjust. Claims
b. Termination Settlements
c. Indirect Cost Certification
d. Other (explain)

3. Labor Irregularities

a. Timekeeping

b. IR& D/B&P Mischarges
c. Other (explain)

6. Consultants/Subcontractors
a. Consulting Irregularities
b. Subcontract Irregularities

8. Ethical Violations

a. Kickbacks

b. Gratuities

c. Political Contributions

d. Foreign Corrupt Practices
Act

e. Bribery

f. Restraint of Trade

g. Other (explain)

4. Accounting Mischarging

a. FAR 31/CAS 405 Viola
tions

b. Improper Transfers

¢. Unallocable Costs

d. Other (explain)

7. Materials

a. Product Substitution
b. MMAS

c. Other (explain)

9. Other Irregular Activity

a. Congpiracy

b. Obstruction of Audit (see
CAM 4-708)

c. Other (explain)

DCAAF 2000
March 2009
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Figure4-7-5

Examples of Characteristics and Types of Activity Associated with Illegal

Audit Area

Labor

Material

Subcontracts

Indirect Cost

Defective Pricing

All Audit Areas

Expendituresand Actsfor Specific Audit Areas

Indicators

Unexplained changes to timecards transferring hours from commer-
cia firm-fixed-price contracts to Government cost-type contracts.

Employee time charged differently from associated travel costs.
Diverting labor from firm-fixed-price contract by reclassifying em-
ployees as indirect who provide direct labor to firm-fixed-price con-
tracts.

Significant material requirements charged to Government cost-type
contracts where follow-up work shows that the material was not
needed.

Using inferior material on Government contracts that does not meet
contract specifications.

False certification of inspection test results.
Intercompany profit claimed and billed for an intercompany affiliate
that the contractor represented to the Government was an unrelated

subcontractor.

Overrun contract costs charged to indirect expenses for allocation to
other contracts.

Expressly unallowable costs recorded in accounts that are generally
allowable such as small tools and supplies.

Improper transfers, or recording, of costs to indirect accounts for
direct contract costs that are not allowed to be charged under the
terms of the contract.

See 14-121.2 for listing.

Alterations to documents that would result in improper costs claimed
for Government contracts.

Evidence showing that payments were not actually made for the
amounts shown on the document.
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4-800 Section 8 --- Special Reporting of Unsatisfactory Conditions
4-801 Introduction

This section contains guidance and procedures on special reporting reguirements on
unsatisfactory conditions noted by contract auditors that are not reportable under section 7
of this chapter.

4-802 Voluntary Refundsfor " Windfall Profits"
4-802.1 Introduction

DFARS Subpart 242.7100 expresses DoD policy and genera procedures on the solici-
tation or acceptance of voluntary refunds from contractors or subcontractors.

4-802.2 Audit Responsibility — Voluntary Refunds

When the contract auditor reaches a conclusion pursuant to 4-802.3 that it may be ap-
propriate to seek a voluntary refund, the auditor should observe DFARS Subpart 242.71
carefully, and inform the cognizant administrative contracting officer, in writing, of this
conclusion and its basis, either in an audit report or otherwise.

4-802.3 Audit Procedures

On audits of any type, auditors should be aert to situations where the Government was
overcharged under a contract; was inadequately compensated for the use of Government-
owned property, or in the disposition of contractor inventory; and where the contractor's or
subcontractor's retention of the amount in question would be contrary to good conscience
and equity. If any of these situations are disclosed and it is due, at least in part, to the fault of
the contractor or subcontractor, the Government may request a voluntary refund or credit,
provided the adjustment is not otherwise required by contractual terms or statutory require-
ments such as 10 U.S.C. 2306a

4-802.4 Audit Reports

a. Prepare reports on situations involving voluntary refunds in a narrative format pur-
suant to 10-1200. A decision to seek a voluntary price adjustment must be approved by the
head of the contracting activity, or as provided in department/agency regulations. There-
fore, the report or letter should contain sufficient information to permit adequate consider-
ation of the facts and to support a decision at that level.

b. Address a report or letter involving a subcontractor to the contracting officer and
forward it through the office which has audit cognizance of the prime contractor. Where
audit cognizance has not been established for the prime contract and the prime contractor
is not otherwise subject to audit by another audit office, transmit the report directly to the
contracting officer in the same manner as if it involved a prime contract.
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4-803 Unsatisfactory Conditions (Serious Weaknesses, Mismanagement, Negligence,
etc.) on the Part of Contractors

4-803.1 Introduction

a Unsatisfactory conditions, such as repeated and significant deficiencies in accounting
or estimating practices, mismanagement or negligence, and failure to comply with acquisi-
tion regulations may result in significant monetary loss or cost to the Government, or fru-
strate public policy.

b. Unsatisfactory conditions are not to be reported on the DCAAF 2000. Denia of
access to records (DCAAI 7640.17) is an unsatisfactory condition for which a specific
remedy (the DCAA subpoena) is available. Neither suspected irregular conduct nor denial
of access to records is reportable under this section.

c. Unsatisfactory conditions related to a Government official are discussed in 4-804
below.

4-803.2 Examples of Questionable Practices

Examples of unsatisfactory conditions in contractor operations include, but are not

limited to, the following:

(1) An estimating system and related practices so deficient that price proposals are
consistently unreliable, resulting in widespread defective pricing.

(2) Significant and chronic violations of Cost Accounting Standards.

(3) Internal control weaknesses of a magnitude that could cause significant monetary
loss to the contractor and excessive cost to the Government.

(4) Excessive or premature contractor reimbursement because of inappropriate ap-
plication or review of economic price adjustment provisions.

(5) Failure to pay the minimum wages required by the Davis-Bacon Act, Walsh-
Healey Public Contract Act, or the Service Contract Act.

4-803.3 Audit Responsibilities

a. Serious weaknesses causing major audit problems encountered during audit perfor-
mance should be discussed with the contractor, the principal cognizant ACO, and the CAC
as soon as possible so as to expedite the resolution process. The auditor should not wait
until the final exit conference or the issuance of the audit report to convey such findings.
All such discussions should be documented by appropriate memorandums or notations in
the working papers and a separate audit report issued using the procedures in 10-400, 10-
800, or 10-1200.

b. When an unsatisfactory condition is called to the FAO manager’s attention in writ-
ing, the FAO manager may:

e determine that no action is required;

¢ take appropriate action to resolve the condition; or

¢ determine that the condition cannot be resolved at the FAO level and request re-

gional assistance.
The FAO manager should prepare a memorandum for record documenting judgments and
conclusions supporting the choice of aternative. A copy should be furnished to the origi-
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4-804
nator, with an information copy to the RAM, and the origina report and the resulting
MFR should be retained within an appropriate FAO file.

4-803.4 Headquarter s Reporting Requirements

a. When an FA O encounters unsatisfactory conditions in contractor operations and the
issue cannot be resolved at the FAO level, the FAO should involve the regional office
promptly.

b. If the condition is not or cannot be corrected after all FAO and regional office
efforts have been exhausted, the regional office will prepare a Headquarters report de-
scribing the condition along with the actions taken to correct it and submit it to Head-
quarters, ATTN: Policy and Plans. It is important that the information forwarded to
Headquarters is complete and has been reviewed by the Regional Director. Incomplete
submissions will be returned to the Region for additional action and result in delaying the
resolution of the condition. The following are examples of items to include in the submis-
sion to Headquarters; however, it is not an all inclusive list:

e Audit Reports and/or other documents related to the unsatisfactory condition (to

include monetary amounts involved when feasible);

e Timeline that details all actions taken to resolve the issues and result of each ac-

tion;

o Documentation of all meetings, which will include the names and titles of al par-

ticipants and a summary of the discussion; and

o All correspondence between DCAA, the contractor, principal cognizant ACO, and

the CAC, if applicable.

4-804 Unsatisfactory Conditions (Mismanagement, Negligence, etc.) Related to
Actions of Gover nment Officials

4-804.1 Introduction

Unsatisfactory conditions include actions by Government officials that appear to reflect
mismanagement, a failure to comply with specific regulatory regquirements or gross negli-
gence in fulfilling his or her responsibility that result in substantial harm to the Govern-
ment or taxpayers, or that frustrate public policy. Most unsatisfactory conditions should be
handled by the region/FAO elevating the issues through the Government official’s man-
agement chain. However, for some unsatisfactory conditions an independent assessment is
necessary due to the sensitivity or significance of the matter. DCAA will report such con-
ditions to the Department of Defense Inspector General (DoDIG) for appropriate action.

4-804.2 Audit Responsibilities

a. Auditors should discuss unsatisfactory conditions they encountered with the FAO
management and the FAO manager should assess the issues and take the appropriate ac-
tions. The FAO manager may be able to resolve some unsatisfactory conditions at the
local level. For example, the FAO manager may resolve an issue related to the contracting
officer by elevating it to the head of the local procurement office. For unsatisfactory con-
ditions addressed at the FAO level, the FAO manager should take the necessary actions
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and prepare a memorandum for record (MFR) documenting the relevant facts, including
judgments and conclusions supporting the actions taken. A copy should be furnished to
the originating auditor for filing in the appropriate FAO file, with an information copy
furnished to the RAM.

b. If the FAO’ s efforts to resolve the issue are unsuccessful or it is determined that the
unsatisfactory conditions should not be handled at the FAO level due to the sensitivity or
significance of the matter, the FAO manager should discuss the unsatisfactory conditions
with the regional office. Based on these discussions, the region/FAO will determine
whether to (1) attempt to resolve the issues at the regional level by elevating the issues
through the Government official’s management chain, or (2) forward the unsatisfactory
conditions to Headquarters for forwarding to the DoDIG for resolution. If the region/FAO
determine that the region should attempt to resolve the issue and those regional effortsfail,
the issue will be forwarded to Headquarters.

c. Any unsatisfactory conditions forwarded to Headquarters, either for resolution at
the Headquarters level or forwarding directly to the DoDIG, will be accompanied by a
report prepared by the FAO describing the condition. Before the region submits the report
to Headquarters, ATTN: Policy and Plans it is important that the information forwarded
to Headquarters is complete and has been reviewed by the Regional Director. Incomplete
submissions will be returned to the Region for additional action and result in delaying the
resolution of the condition. The following are examples of items to include in the submis-
sion to Headquarters; however, it is not an all inclusive list:

e Audit Reports and/or other documents related to the disagreement (to include
monetary amounts involved when feasible);
e Timeline that details all actions taken to resolve the issues and result of each ac-
tion;
e Documentation of all meetings, which will include the names and titles of all par-
ticipants and a summary of the discussion; and
e All correspondence between DCAA and the Government official’s management
chain.
Headquarters will either attempt to resolve the issue at the Government official headquar-
terslevel or, if an independent assessment is needed, forward the submission to the DoDIG
for appropriate action.

d. This specid reporting to the DoDIG applies only to the most significant and sensitive
issues. Less significant/sensitive matters should be handled at the loca level, elevating the
issue to the next higher level of management authority within the Government official’s
chain of command for appropriate resolution. Examples of the types of unsatisfactory con-
ditions that may warrant an independent assessment by the DoDIG include, but are not
limited to, the following:

(2) A contracting officer purposely excludes DCAA from performing or completing an
audit to avoid a negative report (e.g., audit report with an adverse opinion).

(2) A contracting officer takes an action grossly inconsistent with procurement law
and regulation; e.g., awards a contractor unreasonable or excessive costs and/or profit.

e. Contracting officers have wide authority to make decisions regarding contract
matters. DCAA auditors act as advisors to contracting officers. Simple disagreement
between the audit position and the contracting officer’s decision is not reportable as an
unsatisfactory condition.
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f. Suspected irregular conduct, e.g., violations of criminal and penal statutory provi-
sions, such as those implemented by the Joint Ethics Regulation, should be reported on the
DCAAF 2000 and not as unsatisfactory conditions.
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4-900 Section 9 --- Requesting Audit Guidance
-- Regional Officesand Headquarters

4-901 Introduction

a. This section states policies and procedures for processing requests to regional offices
and Headquarters for expert advice, assistance, and guidance on significant auditing and
accounting issues. Requirements for feedback to Headquarters on the application of guid-
ance received are also included.

b. The policies and procedures in this section generally do not apply to requests for
informal guidance. Informal guidance represents quick comments on an issue without a
detailed analysis performed by the regional/Headquarters staff and with no or little man-
agement review of the guidance.

4-902 Obtaining Guidance
4-902.1 Definition

For purposes of this paragraph, auditing and accounting issues mean any questions
involving interpretation of the FAR and DFARS cost principles, Cost Accounting Stan-
dards (CAS), Generaly Accepted Government Auditing Standards (GAGAYS), Generally
Accepted Accounting Principles (GAAP), or other applicable laws and regulations relating
to the conduct of audits or allowability, allocability, or reasonableness of costs charged to
Government contracts.

4-902.2 Background and General Responsibilities

a. On occasion, field auditors require assistance and advice to help resolve new,
unique, complex, or controversial auditing and accounting issues. Before issues are ele-
vated to the region for assistance, the FAO will research the issue by reviewing relevant
guidance in CAM, open MRDs, and regulations (e.g., FAR and CAS). FAOs should not
research and analyze court cases or regulatory history. When the FAO's research does not
adequately resolve the issue, a request for assistance should be submitted to the regional
office. The region should thoroughly research the issue using the regiona library (except
for requests meeting the criteria for the streamlined approach (see 4-902.2.c).)

b. When the region’s research does not adequately resolve the issue, the region should
submit an audit guidance request with supporting documentation to Headquarters, DCAA,
ATTN: P, using the following format:

(1) SUBJECT. Always start the subject line with the following: "Request for Head-
guarters Guidanceon ..."
(2) Program Area. ldentify the major operational area; for example, FAR Cost Prin-
ciples, CAS, Forward Pricing, Defective Pricing, Comprehensive Labor, etc.
(3) Problem/Issue Identification. Provide:
(a) background information regarding what generated the request;
(b) a clear and succinct statement of the problem/issue, with sufficient informa-
tion to clearly explain the issue, as well as al relevant facts related to the specific circums-
tances; and
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(c) specific questions that the region would like addressed in the guidance.

(4) Regional Staff Evaluation. Explain the nature and extent of, and the sources used
in, the regional evaluation prior to submission to Headquarters. (Exclude this section when
the streamlined approach is used.)

(5) Regional Alternatives. List and explain any alternatives that the regional office
may have identified for resolving the issue, including the pro(s)/con(s) of each aternative.
(Exclude this section when the streamlined approach is used.)

(6) Regional Recommendation. Identify the solution recommended by the region
with the supporting rationale. (Exclude this section when the streamlined approach is
used.)

(7) Use of Guidance. Explain how the guidance will be used; e.g., in draft audit re-
port on [subject]; to rebut contractor’ s response to draft audit report on [subject].

(8) Regional Contact. Identify the regional focal point, telephone number, e-mail,
and FAX number.

(9) Regional Working Paper File. Provide with the request the region’s electronic
assignment file containing working papers and other documents used during its research
(as well as any relevant hard copy documents that are not available electronically). This
will eliminate the need for Headquarters to duplicate research aready performed by the
region and should reduce the time and effort required by Headquarters to respond. Appli-
cable working papers and other documents should be referenced in the other sections of
the region’s request. When the streamlined approach is used (see 4-902.2.c) relevant
background documents and other documentation needed to clearly understand the facts
should be submitted with and referenced in the request.

c. Streamlined Approach.

(1) For certain types of issues, the region may not be required to perform research
prior to submitting its audit guidance request to Headquarters; e.g., where a legal opinion
is required; there is an urgent need for Headquarters guidance; there is no current policy
covering the issue; or where external agency coordination is required.

(2) Issues that the region believes may be appropriate for the streamlined approach
should be discussed with the appropriate Headquarters division as soon as the region has
sufficient facts to adequately understand the issue.

(3) If it is determined that the streamlined approach is appropriate, the region should
submit a request as outlined in 4-902.2.b, except that only items (1) through (3) and items
(7) through (9) need to be included.

d. Headquarters will research Federal laws and regulations, FAR, DFARS, and CAS
case history files, decisions of courts and boards of contract appeals, authoritative account-
ing literature, etc. to develop guidance. When appropriate, legal and/or technical input
from outside experts or specialists will be obtained.

e. The proposed guidance will be coordinated with elements of the Office of the Secre-
tary of Defense (OSD), when appropriate.

f. The feedback required by 4-902.4 below will be used to evaluate whether further
guidance is needed.

4-902.3 Requesting Guidance For Use Of Legal Citations
Audit guidance is based on generally accepted accounting principles, applicable Gov-

ernment regulations, and rulings of Boards of Contract Appeals and Federal courts. Often
the authoritative source of the guidance (e.g., a board or court case) is cited in CAM
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and/or specific audit guidance provided by Headquarters in support of the recommended
audit conclusion. The guidance stated in CAM and specific audit guidance, including rele-
vant legal citations, should be employed in the audit and explained in the audit report to
the extent necessary to support the audit conclusions. When the auditor believes it is ne-
cessary to include in the audit report a legal citation not discussed in CAM or Headquar-
ters guidance, the use of the citation must be formally coordinated, through the region,
with Headquarters, Policy and Plans Directorate. The Headquarters division responsible
for the audit issue will coordinate with our legal advisors and the FAO to ensure that the
citation is relevant and properly applied.

4-902.4 Requirementsfor Feedback to Headquarters

a. When a guidance memorandum is issued to one region, applicable to a specific issue
at a particular FAO, the region should advise the Headquarters division that issued the
guidance, of the application of the guidance by forwarding to the appropriate Headquarters
division copies of audit reports, memorandums to contracting officers or others, or letters
to contractors or others which reflect application of the Headquarters guidance. When a
region issues a guidance memorandum to an FAO without Headquarters guidance, the
FAO should submit the information listed above to the regional office.

b. Regional offices will also forward to the appropriate Headquarters division copies of
any resulting contractor rebuttals, contracting officer comments, related legal opinions, or
other comments received that:

(1) could have an impact on the guidance previously provided; or
(2) could lead to the issuance of a general memorandum to al regions and FAOs
concerning the issues and related audit guidance.
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4-1000 Section 10 --- Relying Upon the Work of Others
4-1001 I ntroduction

This section provides guidance for relying upon the work of others, except for Gov-
ernment technical specialists. For guidance on relying upon the work of Government
technical specialists, see D-302.

4-1002 General

a. An auditor's work includes the examination or development of sufficient, competent,
and relevant evidence to afford a reasonable basis for his’her conclusions and recommen-
dations. In examining or developing evidence, auditors may rely upon the work of others
to the extent feasible once they satisfy themselves of the quality of the other's work by
appropriate tests or by other acceptable methods. Work performed by another DCAA au-
ditor isto be presumed of sufficient quality based on DCAA's managerial controls.

b. Documentation of work performed and evidence acquired or examined is maintained
or referenced in the form of working papers. Working papers are the link between field
work and the audit report. They should be complete and accurate; provide support for
findings, judgments, and conclusions; and demonstrate the nature and scope of the work
performed (see 2-302.3 and 4-400).

4-1003 Work Performed by Others

a. An important source of evidence is work performed by other DCAA or Government
auditors, contract administration office staff, independent public accountants, contractor
internal auditors and nonauditors. It is important to maintain effective communications
with these groups, to understand their responsibilities, and to know when it is appropriate
to request their assistance or rely upon their work. Coordinating with these groups can
often provide additional audit evidence and avoid the duplication of effort. Following is a
partial list of other sources of reliance:

(2). Labor audits, floor checks, operations/I T/financial control audits, systems sur-
veys, etc., performed by regional or other special DCAA audit teams.

(2). Assist audits performed by other DCAA audit offices on subcontracts, offsite
labor, etc., or on costs which are alocated from, or records which are maintained at, home
offices, other divisions, segments, cost centers, etc.

(3). Reviews performed by contract administration office staff on special cost-
related subjects, procurement and inventory systems, etc.

(4). Contractor internal audits and other self-governance functions (see 4-202 and 4-
302.1b.(5)).

(5). Reviews performed by the Government Accountability Office or the Inspector
General.

(6). Reviews performed by independent public accountants (e.g., internal control
audits conducted in conjunction with financial statement audits; see 4-302.1b.(5)).

b. The results of audits performed by foreign auditors under reciprocal agreements
should not be incorporated into DCAA audit reports (see 4-1007).
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4-1004 Deciding Whether to Rely on the Work of Others
4-1004.1 General Evaluation Criteria

a. Relying on the work of others reduces the amount of work necessary to accomplish
audit objectives. The evaluation of the others work is dependent on the exercise of sound
professional judgment. The work of others has to be adequate to provide reasonable assur-
ance that the DCAA audit objectives were accomplished. Care should be taken not to dis-
miss the work of others for some noncritical deficiency. In deciding whether to rely on the
work of others, the DCAA auditor must first evaluate the competence, independence, and
objectivity of the external and internal auditors, and the nonauditor. The DCAA auditor
must then evaluate the individual work product for sufficiency. The DCAA auditor should
also provide feedback to the contractor/external auditors on the results of our evaluations
and the extent of our reliance.

b. Under self-governance programs, contractor personnel who qualify neither as audi-
tors nor experts may be performing oversight functions in a given area. Such activities are
part of the contractor's system of internal controls which should be assessed in planning
the audit scope.

4-1004.2 Evaluation of Competency, | ndependence, and Objectivity

a Aninitial assessment must be made of the professional competence, independence, and
objectivity of the external and internal auditors and nonauditors. The results of this evalua-
tion and documentation will be included in the permanent file, and should be updated as
conditions change.

b. In order to eliminate duplicate inquiries, Headquarters will monitor the following
nationa accounting firms regarding their professiona reputations, qualifications, and in-
dependence:

(1) BDO Seidman LLP,

(2) Deloitte & ToucheLLP,

(3) Ernst & Young LLP;

(4) Grant Thornton LLP;

(5) KPMG LLP;

(6) McGladrey & Pullen LLP; and

(7) PricewaterhouseCoopers, LLP.
Thisisnot an exclusive list of public accounting firms that meet the Government Auditing
Standard's criteria of professional reputation, qualifications, and independence. Rather it is
an aphabetical listing of firms likely to be engaged by major DoD contractors. Regions
and Field Audit Offices will be notified by Headquarters if problems with any of these
firms are encountered. This Headquarters assessment does not alleviate the requirement
for the DCAA auditor to evauate the external auditor's work product and document that
evaluation as discussed in 4-1004 and 4-1005. If reliance is to be placed on the external
auditor's work, access is needed to the external auditor's working papers to perform the
evaluation and documentation procedures. For other external auditors, determine that they
possess the necessary competence and independence by obtaining a representation from
the firm that they are:

(a) members of the AICPA and/or state society in good standing and
(b) that the firm is independent under the requirements of the AICPA.
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¢. When an entity's internal audit department has adopted the standards for the Profes-
sional Practice of Internal Auditing issued by the Institute of Internal Auditors, the entity's
internal auditors are likely to possess the requisite independence, competence and objec-
tivity. The Standards include specific criteriafor assessing independence, competence, and
objectivity. A summary of the standards follows:

¢ Independence - Interna auditors should be independent of the activities they au-
dit.

e Professiona Proficiency - Internal audits should be performed with proficiency
and due care.

e Scope of Work - The scope of the internal audit should encompass the examina-
tion and evaluation of the adequacy and effectiveness of the organization's system
of internal controls and the quality of performance in carrying out assigned re-
sponsibilities.

e Peformance of Audit Work - Audit work should include planning the audit, ex-
amining and eval uating information, communicating results, and following up.

e Management of the Internal Auditing Department - The Director of Internal Au-
diting should properly manage the internal auditing department.

Whether or not the entity’s internal auditors have adopted these standards, the auditor
should apply appropriate procedures to document that the internal audit department is
competent, independent, and objective. Evidence should be readily available for review
in the internal audit department.

d. Where appropriate, the CAC should coordinate an assessment of adherence to the

above standards for the corporate managed internal audit function.

e. In determining whether an entity's internal audit department is competent , indepen-

dent, and objective, the auditor should consider the following guidance:

(1) When assessing the internal auditors' competence, the auditor should obtain
information about such factors as the educational level and professional experience of
internal auditors, professional certification and continuing education; audit policies,
procedures, and checklists; and supervision and review of internal auditors' activities.

(2) When assessing the internal auditors' independence and objectivity, the auditor
should obtain information about such factors as the organizational status, including whether
the interna auditor reports to an officer of sufficient status to ensure broad audit coverage
and adequate consideration of, and action on, the findings and recommendations of the inter-
nal auditors. In addition, review policies to maintain internal auditors' objectivity about the
areas audited, including policies prohibiting internal auditors from auditing areas where they
were recently assigned or are scheduled to be assigned on completion of responsibilities in
the interna audit function.

f. The assessment of the interna auditor's independence, competence and objectivity

should be used in determining:

(2) whether reliance can be placed on the interna auditor’ swork, and

(2) if so, the extent of testing needed to evaluate the internal auditor's work product
(i.e, lesstesting is needed if no deficiencies exist; increased testing is needed if deficiencies
exist).

In any case, the contractor should be notified of any deficiencies and the impact of those
deficiencies on DCAA's ability to place reliance on the internal auditor's work.

g. For nonauditors (consultants, experts, specialists, etc.), other than those assisting in the

audit, the auditor should consider:
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(2) the professional certification, license, or other recognition of the competence of the
specidist in hisfield, as appropriate,

(2) the reputation and standing of the specidist in the views of his peers and others
familiar with his capability or performance, and

(3) thereationship, if any, of the specialist to the client.

4-1004.3 Evaluation of Work Product

a. To satisfy certain of the requirements discussed in subsections b through d below,
access to working papers is required. Accordingly, make arrangements to ensure that
working papers will be available. Evaluation of the work product should be based on a
comparison of the audit steps the DCAA auditor believes are necessary to those which
were performed. If the DCAA auditor concludes that audit program steps essential to
developing evidence to support an unqualified opinion have not been performed, those
additional steps must be performed by the auditor before issuing an audit report.

b. When evaluating the work of external auditors, consider whether to conduct addi-
tional tests and procedures, such as reviewing the audit procedures they followed and
the results of audits they conducted (including their assessment of control risk). The
auditor should review their audit programs and/or working papers, tests of compliance,
and conclusions reached. The auditor may review the documentary evidence in the ex-
ternal auditors’ working papers or make supplemental tests of the work conducted.

c. In evaluating the work of internal auditors, the DCAA auditor should examine, on
atest basis, documentary evidence of the work performed by the internal auditors. He or
she should consider such factors as whether the scope of the work is appropriate, audit
programs are adequate, working papers adequately document work performed, conclu-
sions reached are appropriate in the circumstances, and any reports prepared are consis-
tent with the results of the work performed. The DCAA auditor should aso perform
tests of some of the work of internal auditors. The extent of these tests will vary depend-
ing on the circumstances, including the type of transactions, their materiality, results of
prior audits; and the independence, objectivity, and competence of the internal audit
organization as discussed in 4-1004.2 above. These tests may be accomplished by ei-
ther:

(1) examining some of the transactions or balances that internal auditors examined
or

(2) examining similar transactions or balances but not those actually examined by
internal auditors.
The DCAA auditor should compare the results of his tests with the results of the interna
auditors' work in reaching conclusions as to whether DCAA can place reliance on their
work.

d. In evaluating the work of nonauditors, consider whether to:

(1) conduct additional tests and procedures (e.g., reviewing the procedures followed
and the results of the work conducted),

(2) review the work program,

(3) review the working papers,

(4) make supplemental tests of the work conducted, and

(5) consider the methods or assumptions used.
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4-1005 Documentation Requir ements

a. Whenever reliance is placed upon the work of others, documentation is required.
Reliance must be based upon specific knowledge of the actual work performed and the
results obtained. It is not to be based merely upon the assumption or general knowledge
that work isto be performed by others.

b. The extent of documentation needed is a matter of auditor judgment. However,
there should be sufficient documentation to describe the scope of work performed, the
period and costs/audit area covered, the nature and extent of audit procedures applied, the
evidence obtained and analyzed, and the audit results. The documentation may include
copies of working papers, audit programs, reports, third party confirmations, and DCAA
auditor prepared summaries of the work performed. The documentation should aso de-
scribe the extent of reliance that will be placed upon the work of others.

c. In rendering an audit opinion, consider dl work performed, including that performed
by others. If work of others is not sufficient in scope and as a result an unqualified opinion
cannot be rendered, take steps to obtain additional evidentia matter. Where the scope of
work performed by other government representatives does not appear to be sufficient in
scope, consult with the organization involved to obtain clarification or any additional infor-
mation available. If reliance still cannot be placed on the work, advise the contractor of the
need for additiona audit work, how it relates to the work already performed by the other
organization, and why it will not duplicate prior Government audits. If additional evidential
matter cannot be obtained, then render either a qualified or adverse opinion. See 9-211.2 and
9-211.3.

d. In determining the extent of documentation to be included in the working paper file,
the auditor should apply the guidance contained in 4-406. To the extent possible, docu-
ment reliance on the work of others by reference, notes, or extractions. Where a particul ar-
ly sensitive or material audit conclusion hinges on other auditors working papers and refe-
rencing/extraction would not be practical, include appropriate copies in DCAA working

papers.
4-1006 Referencing the Work of Othersin Audit Reports

4-1006.1 Technical Specialists

As indicated in D-300, refer to and give effect to technical findings and opinions when
relied upon. See 10-210.3a and 10-304.10 for suggested audit report comments when in-
corporating the results of technical review.

4-1006.2 Part of an Audit Performed by Other Auditors

a. The DCAA mission includes providing al contract auditing for the DoD, and pro-
viding accounting and financial advisory services to all DoD procurement and contract
administration activities (see 1-102). Because DCAA has the ultimate responsibility to
express an opinion on contract audit issues, judgments about assessments of inherent and
control risk, materiality, sufficiency of tests, and other matters affecting the opinion must
be judgments of the DCAA auditor. Recognition of the contractor's participation in self-
governance should be included in the DCAA audit report in a manner which does not imp-
ly alimitation of scope or a qudification of opinion.
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b. Ordinarily you need not make reference to work performed by another auditor if:

(1) the other auditor works for an organization associated with your organization
(e.g., another DCAA office (see 4-1002a)) and whose work is acceptable to you based on
your knowledge of the professional standards and competence of that organization; or

(2) the other auditor is retained by DCAA and the work is performed under DCAA
guidance and control; or

(3) you take steps necessary to satisfy yourself with the other auditor's work; or

(4) the work performed by the other auditor is not material to the opinion being ex-
pressed.

c. Once field work is complete, a report using the applicable format in Chapter 10 will
be used. In addition, if another auditor’s work provides relevant information to promote
adequate understanding of matters being reported, the report may include:

(1) In the “Results of Audit” section, in additional comments:

¢ information on another auditor's work, including a brief statement on the purpose,

scope, and a summary of results;

e a statement indicating if the other auditor's report has been provided to the

PCO/ACO or is attached to the report;

e expression of appreciation for the participation of non-DCAA personnel in the

audit effort (see 10- 210.5d.(6)).

(2) A reference in the explanatory notes accompanying the report exhibits, sche-
dules, and appendixes to the other auditor's scope and findings as they relate to the DCAA
reported conclusions. Based upon the complexity and/or the nature of the findings, it may
be appropriate to include the other auditor's report as an appendix. However, this should
not be done without first obtaining authorization from the other auditor.

4-1007 Audits Performed by Foreign Auditors Under Reciprocal Agreements

a. The United States Department of Defense (DoD) has agreements with the Govern-
ments of certain foreign countries to provide contract audit services and other contract
administration services without charge. Under these agreements, DCAA performs audits
of U.S. companies performing or bidding on contracts of the foreign country. In return, the
auditors of the foreign country perform audits of the foreign companies performing or
bidding on U.S. Government contracts. The U.S. currently has reciprocal audit agreements
with five countries, Canada, United Kingdom, France, Netherlands, and Germany. Audits
of foreign companies in countries not covered by reciprocal audit agreements will be per-
formed by the appropriate FAO (e.g. Pacific Branch Office, European Branch Office).

b. When audits are performed by foreign auditors under reciprocal agreements, per-
forming the procedures required by auditing standards to alow incorporation of the for-
eign auditors’ results into DCAA audit reports is generally not possible because access
needed to perform the procedures is generally precluded by terms of the agreements and
restrictions on disclosing proprietary information to the purchasing government. There-
fore, the results of audits performed by foreign auditors are not to be incorporated into
DCAA audit reports.

¢. When requested to audit a contractor submission (e.g., incurred cost or forward pric-
ing proposal) that includes costs requiring audit by foreign auditors under a reciprocal
agreement, the FAO should coordinate with the contracting officer. The FAO should ad-
vise the contracting officer that DCAA is unable to perform the procedures required by
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auditing standards to allow incorporation of the foreign auditors' results into the DCAA
audit report and that the report opinion will not address those portions of the contractor’s
submission that are subject to coverage by the foreign auditors. The FAO should recom-
mend that the contracting officer use the procedures outlined in the applicable reciprocal
agreement to request that a separate audit of the foreign company’s costs be performed by
the foreign auditors and that the foreign auditor’ s report be sent directly to the contracting
officer.

d. For example, if DCAA were requested to audit a contractor’s forward pricing pro-
posa which includes foreign subcontract costs requiring audit by foreign auditor under a
reciproca agreement, the FAO would audit only the parts of the proposal under DCAA’s
cognizance using activity code 27000. (See CAM 9-104.2 for guidance on advising the
contracting officer on the need for subcontract assist audits.) A similar “parts of submis-
sion” approach should be used for incurred cost audits that include foreign subcontract
costs. In such cases, the standard subject of audit paragraph should be modified to indicate
that the FAO examined the contractor’ s proposal and related books and records, except for
the foreign subcontract costs and provide information sufficient to clearly identify the
costs not audited.

e. In situations where the costs audited by the foreign auditors cannot be readily sepa-
rated and therefore a “parts of submission” approach cannot be used (e.g., audits of in-
curred cost submissions including indirect flow-down costs from a foreign company), the
audit report will clearly identify those costs that the FAO did not audit and will be appro-
priately qualified.

f. In the event the FA O receives the audit report from the foreign auditors, it should be
immediately forwarded to contracting officer. The foreign country’s audit report should
not be incorporated into the DCAA audit report.
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