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CHAPTER 5

5-000 Audit of Policies, Procedures, and Internal Controls Relativeto Accounting and
Management Systems

5-001 Scope of Chapter

This chapter provides audit guidance on implementing Government Auditing
Standards---the second standard of fieldwork and SAS No. 55 as amended by SAS
No. 78, Considerations of Internal Control in a Financial Statement Audit in perform-
ing audits of contractor accounting and management systems and related internal con-
trols.

5-100 Section 1 --- Obtaining an Under standing of a Contractor'sInternal Controls
and Assessing Control Risk

5-101 Introduction

a. This section outlines the auditor's fundamental requirements and responsibilities for
obtaining and documenting an understanding of a contractor's internal controls and for
assessing control risk as abasisfor planning related audits.

b. These fundamental requirements and responsibilities apply to each of the contrac-
tor's accounting and management systems (see 5-300 through 5-1200) that are used to
propose, charge or bill significant costs to Government contracts.

¢. The audit guidance discussed in sections 5-102 to 5-110 applies primarily to major
contractors. This guidance can also be adapted for use at nonmajor contractors who have
controls over some of the systems listed in 5-102d below and where audit effort to eva
luate those systems is expected to be offset by reduced audit effort on other related audits.
The guidance for auditing internal controls at nonmajor contractorsis discussed in 5-111.

5-102 Background Information

a Government Auditing Standard 6.10 requires the auditor to obtain a sufficient under-
standing of the contractor's internal controls and to assess control risk to plan the audit and to
determine the nature, timing, and extent of tests to be performed. DCAA has chosen to in-
corporate the requirements of SAS 55 as amended by SAS 78 for attestation audits. The at-
testation standards (AT 101.45), under the planning standard, require the auditor to make
preliminary judgments about attestation risk (control risk and inherent risk). (See 2-302.1
and 2-306)

b. It isimportant to remember that contractor management is responsible for establishing
and maintaining adequate internal controls. In fulfilling this responsibility, estimates and
judgments by management are required to assess the expected benefits and related costs of
internal control activities. Interna control, as defined by SAS No. 78, is “a process effected
by an entity’s board of directors, management, and other personnel, designed to provide
reasonabl e assurance regarding the achievement of objectives in the following categories: (a)
reliability of financia reporting, (b) effectiveness and efficiency of operations, and (c) com-
pliance with applicable laws and regulations.”
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c. A contractor's internal controls consist of five interrelated components:
e Control environment -- sets the tone of an organization, influencing the control
consciousness of its people
o Risk assessment-- the entity’s identification and analysis of relevant risks to
achievement of its objectives, forming a basis for determining how the risks should
be managed
e Control activities -- the policies and procedures that help ensure that management
directives are carried out
¢ Information and communication -- the identification, capture, and exchange of in-
formation in a form and time frame that enable people to carry out their responsi-
bilities
¢ Monitoring -- the process that assesses the quality of internal control performance
over time
d. Elements of these components are designed into an entity’s accounting and man-
agement systems to help ensure that management objectives are achieved as effectively
and efficiently as possible. The relevant accounting and management systems in the con-
tract audit environment and their respective CAM sections are listed below:

Control Environment and Overall Accounting System 5-300
Generd IT System 5-400
Budget and Planning System 5-500
Purchasing System 5-600
Material System 5-700
Compensation System 5-800
Labor System 5-900
Indirect and ODC System 5-1000
Billing System 5-1100
Estimating System 5-1200

e. The auditor should consider the contractor’s control environment and overal ac-
counting controls when assessing control risk for individual accounting and management
systems (see 5-300). In addition, the auditor should consider the adequacy of general IT
System controls (see 5-400) as they affect the operational effectiveness of control activi-
tiesin other significant systems.

f. The components of internal control and the relevant control objectives identified
with the accounting and management systems listed above apply to every contractor and
should be considered in the context of the following:

e the contractor’ssize

o the contractor’ s organization and ownership characteristics

o the nature of the contractor’s business

o the diversity and complexity of the contractor’ s operations

¢ the contractor’ s methods of transmitting, processing, maintaining, and accessing in-

formation

o applicable legal and regulatory requirements
Nonmajor contractors may have less formal internal controls that accomplish these control
objectives (see 5-101c).

DCAA Contract Audit Manual



August 30, 2012 503
5-103

g. With a sound understanding of the critical aspects of each system, the auditor can
more effectively and efficiently develop the audit procedures necessary to audit com-
pliance with laws and regulations in other related audits.

h. SAS 70, as amended by SAS 78 and SAS 88, has been incorporated into the Gov-
ernment Auditing Standards. SAS 70 requires that the auditor gain an understanding of a
service organization's controls when:

(1) the service organization is part of the user organization's information system,

(2) the service organization's controls are significant to the user organization's in-
ternal controls (i.e., controls are relevant to user cost objectives and costs affected by the
service organization's controls are materia), and

(3) the degree of interaction between interna controls at the user organization and

at the service organization is low (i.e., the service organization may initiate transactions or
otherwise affect the user organization's accounting records without prior approval of the
user organization).
This understanding is necessary in order to assess control risk to plan the audit and to de-
termine the nature, timing, and extent of tests to be performed. If the auditor needs to ob-
tain this understanding but is unable to, the auditor will have to qualify the report or dis-
claim an opinion due to a scope limitation.

5-103 General Audit Palicy
5-103.1 Internal Control Audit Policy and Approach

a It isDCAA's policy that each relevant accounting or management system that has a
significant impact on Government contract costs be audited on a cyclical basis, (i.e., every
2 - 4 years) based on a documented risk assessment. If past experience is favorable and
current audit risk is considered to be low, an audit may be performed on a less frequent
basis (however, no less frequently than 4 years). When the contractor changes the system,
the auditor should give a high priority to the audit of the system change as a basis for rely-
ing on the system. In conjunction with Mandatory Annual Audit Requirement (MAAR) 1,
Internal Control Audit Planning Summary and/or Internal Control Questionnaire (ICQ), at
major contractors, the auditor should meet annually with top contractor representatives,
such as senior management, internal auditors, audit committee members, or others during
the annual planning coordination process (see DMIS User Manual, Planning Process, Oth-
er Considerations) to obtain information regarding any significant changes in accounting
policies and procedures affecting internal control systems listed in 5-102d. The auditor
should request and review for any audit leads a copy of the management representation
letter provided to the contractor’s external auditors, in conjunction with the audit of the
company’s financial statements. At large, multi-segment contractor locations, the man-
agement representation letter should be requested by the corporate auditor and/or the
CAC. Corporate auditors should provide any relevant information from the management
letter to auditors at the affected segments.

b. FAR or DFARS establishes specific requirements for certain system audits--- com-
pensation, estimating, purchasing, and material management accounting systems. See the
individual Chapter 5 sections for guidance on the timing of these audits and the proce-
dures for obtaining waiversiif the system is considered low risk.
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c. In determining the significance of a system, the auditor should carefully consider the
relationship of the system to Government contracts. For example, if a contractor incurs a
significant amount of labor costs which are assigned to Government contracts, the contrac-
tor's compensation and labor systems would be considered significant. Likewise, if a con-
tractor does not purchase significant amounts of materials for Government contracts, the
contractor's purchasing and material systems would not be considered significant. (See 3-
305.1)

d. The auditor’s evaluation of the contractor's internal controls and assessment of
control risk is documented in the permanent files on the Internal Control Audit Planning
Summary (ICAPS) working papers for each significant system (see 3-300). After pre-
paring the initial ICAPS, individual ICAPS forms will be updated whenever subsequent
audit work indicates that revisions are necessary (3-305). The scope paragraph of every
audit report must comment on the internal control work performed and the assessment
of control risk (see 10-210.3f). In addition, the adequacy opinion, assessment of risk,
and the nature and extent of related audit effort that is summarized on the ICAPS form
is described in the Contractor Organization and Systems section (see 10-210.7c) and
integrated into the planning and reporting of other attestation audits (see 10-410).

e. When a contractor that participates in self-governance programs furnishes the FAO
with an initial internal control evaluation and compliance test plan, the FAO should estab-
lish a current audit assignment to update the audit of related internal controls. The objec-
tiveis not to complete an internal control audit, but rather to coordinate with the contractor
on the relevant control activities and compliance testing described in the related internal
control audit program.

f. SEC registered public companies are required to follow additional reporting re-
quirements as a result of the Sarbanes-Oxley Act of 2002, such as including in their an-
nua reports filed with the SEC, management’s report on internal control over financial
reporting. Furthermore, the external auditors are required to attest to management’s as-
sessment of the company’ sinterna controls over financia reporting. Auditors may be able
to rely on work performed to support the information in the SEC filings when conducting
internal control audits provided the requirements of 4-1000 “Relying Upon the Work of
Others’ is followed. Auditors should consider the potential opportunities for increased
coordination with the contractor when planning and performing audits (see 4-202.1d).

0. Audits of internal control systems will be coordinated in writing with the ACO (see
4-104).

5-103.2 Coordinated Internal Control Auditing Process at M ulti-Segment Contractor
Geographical Locations

a. Auditing internal control systems at multi-segment contractors requires cognizant
auditors to identify audit responsibilities at each geographical location to ensure appropri-
ate audit coverage when contractor locations share components of an internal control sys-
tem, such as policies and procedures, common technologies (e.g., software), or common
management. The following should be considered as part of this coordinated process.

(1) The Contract Audit Coordinator (CAC) or Corporate Home Office Auditor
(CHOA) cognizant of a multi-segment contractor is responsible for maintaining a current
Responsibility Matrix (a copy of this EXCEL workbook is in APPS, Other Audit Guid-
ance). This matrix serves as atool to collect information on the multi-segment contractor’s
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internal control system (aswell asinformation on incurred cost, CAS, EVMS, Washington
Area Offices and offsite locations). The Responsibility Matrix contains a worksheet for
each of the ten accounting and management systems (5-102d). These worksheets identify
the contractor locations that have the primary management responsibility for each system.
In addition, the individual system worksheets identify the contractor locations that share
common system aspects/components (policies and procedures, software) with other loca
tions and where significant control activities are performed.

(2) Toinitiate the coordinated audit process, the lead FAO cognizant of the contrac-
tor segment responsible for the design and maintenance of the shared system should coor-
dinate with other cognizant FAOs to gain an understanding of the contractor’s internal
control system to determine the extent of common or shared aspects of the system. This
understanding includes identifying where the key control activities are performed. The
lead FAO should use the ICAPS Responsibility Matrix worksheets for the respective in-
terna control systems to document (i) where the common aspects exist, (ii) where the
control activities are performed, and (iii) the FAO(s) responsible for performing the spe-
cific internal control audit procedures. FAOs cognizant of segment locations should in-
itiate assist audits from off-site locations as necessary. FAOs cognizant of off-site loca-
tions should not self-initiate audits of internal controls.

(3) All draft reports should be provided to the CAC or CHOA to ensure consistency
of audit recommendations. (See 5-110 for guidance on reporting on interna control audits
relating to multi-segment contractors.)

5-104 Audit Objectives

a. The purpose of each internal control audit is to gather sufficient evidence to express
an opinion on the adequacy of the contractor's relevant accounting and management sys-
tems and the related internal controls for compliance with applicable laws and regulations
and contract terms.

b. The objective in performing internal control audits is to assess control risk to deter-
mine the degree of reliance that can be placed on the contractor's internal controls in rele-
vant accounting and management systems as a basis for planning the scope of other related
audits.

c. In those cases where the auditor can rely on the contractor's system to record,
process, summarize, and report in a manner consistent with Government contract laws and
regulations, control risk would be considered low. In these cases the auditor should be
able to minimize substantive testing.

d. In those cases where the contractor's interna control system(s) are inadequate, ex-
panded testing in other related audits is often needed.

e. If a system has not been audited or a report on the full system (i.e., not a follow-up
audit) has not been issued within the past four years, control risk should be assessed as
"high" and an audit of the system should be scheduled as soon as possible. In the interim,
substantive testing should be increased in related audits to compensate for the inability to
rely upon internal controls.

f. At those contractors with outstanding internal control deficiencies, the auditor should
recommend actions to the ACO to encourage the contractor to correct the deficiencies
(e.g., suspension of costs, disgpproval of system). When the contractor corrects the defi-
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ciency or changes the system, the auditor should give a high priority to the audit of the
system change as a basis for placing reliance on the system.

g. While the discovery of fraud or other unlawful/improper activity is not the primary
objective of any audit, the auditor should be attentive to any condition which suggests that
such a situation may exist. If such activity is suspected, the circumstances should be re-
ported in accordance with 4-700.

5-105 Scope of Audit

a. While the nature and extent of audit effort depends upon contractor size and the
amount and type of Government business (materiality and sensitivity), the scope of the
internal control audit should include:

¢ gaining an understanding of the contractor's internal controls, including both ma-
nual and automated (IT) activities, which provide reasonable assurance that Gov-
ernment contract costs are allowable, allocable, and reasonable in accordance with
contract terms, and that material misstatements are prevented or detected and cor-
rected in atimely manner;

¢ documenting the understanding of the contractor's internal controls in the working
papers and permanent files;

o testing the operational effectiveness of the system'sinternal contrals;

e assessing control risk as a basis for designing substantive tests for related audit ef-
fort;

e reporting on the understanding of the internal controls, the assessment of control
risk, and the adequacy of the system for Government contracts; and

e adjusting the audit scope of related audits based on the internal control strengths
and/or weaknesses of the contractor accounting and management system audited.

b. In establishing the scope of audit effort, the auditor should carefully consider the
nature and extent of documentation available from prior system audits, related audit effort,
and permanent files. Once a comprehensive audit of a contractor's accounting or manage-
ment system has been performed, it should serve as a baseline for establishing the scope of
subsequent audits of that system. Subsequent audits should cover mgjor system changes
and other areas identified as high risk. They should also include tests of key internal con-
trols over selected transactions to ensure that the controls are in place and operating effec-
tively. The tests of the key controls need to be performed every two to four years irrespec-
tive of whether they were tested in the prior comprehensive audit of a contractor's
accounting or management system.

c. The results of prior IT general interna control audits and applicable system audits
should be evaluated for related system deficiencies. The following elements should be
considered when auditing internal controls related to individual application systems (see
the IS Auditing Knowledge Base available on DCAA’s Intranet):

e The contractor's representation of the application system's internal controls should
include a description of system operation and the identification of all related sys-
tem policies, practices, and procedures.

¢ The number of employees having access to system data should be reasonable and
based on need. Adequate security controls (logical and physical) should be incor-
porated to limit access to data input, review, and change authorizations. Authority
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to make changes to data, files, and programs should be limited, logged, and closely
monitored.

o Current system flowcharts should describe data input characteristics, internal con-
trol points, internal control tables, and output reports. System operation should be
verified to the policies, practices, procedures and flowcharts.

e Tests of system interna controls should trace the flow of significant transactions
from the origina source documents through data entry, through their interim and
final processing stages. Any differences must be resolved with the contractor. Con-
sider using CAATSs to expedite the process.

d. Contractor management has a responsibility to establish and maintain effective in-
terna controls. As part of the preliminary audit effort, the contractor should be requested
to explain how their system operates, what controls are in place to achieve the control
objectives identified with the system (5-102b), and what methods are used to monitor and
evaluate their continued operation. The auditor should rely to the maximum extent possi-
ble on the contractor's self-assessment, monitoring and testing efforts (see 4-1000, Re-
liance on the Work of Others).

e. The following paragraphs contain general guidance for evaluating contractor ac-
counting and management systems. This guidance is intended to provide the auditor with a
framework for performing an internal control examination. However, this framework is
not a substitute for professional judgment. Consequently, the auditor should adapt the
guidance to respond to unusual or unique situations encountered in their individual audit
circumstances.

5-106 Obtaining an Under standing of the Contractor Accounting and M anagement
Systems

a. The first step in evaluating the contractor's internal controls is to obtain an under-
standing of the accounting or management system being audited. This understanding will
serve as the foundation for evaluating related internal controls and will alow the auditor to
design more effective and efficient audit procedures.

¢ To acquire a basic understanding of the accounting or management system being

audited, the auditor should:

¢ Review the control objectives and audit procedures listed in the appropriate section

of Chapter 5, the respective audit program, and the internal control matrix (availa-
ble on the DCAA Intranet, and the APPS) for the accounting and management sys-
tem to be audited.

¢ Review the contractor's system explanation and related documentation; e.g., system

policy and procedure manual.

o Review relevant working papers from the permanent files and prior audits.

e Make inquiries of appropriate contractor management, supervisory, and staff per-

sonnel.

e Inspect relevant documents.

¢ Observe actual contractor operations.

b. In addition, the auditor should request that the contractor explain selected aspects of
the system to help confirm the auditor's understanding. The auditor should walk-through
the system---tracing one or more transactions from initiation through the various
processing steps to inclusion in related cost estimates, reports, or billings on Government
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contracts. The auditor should observe actual processing activities and examine related
documents to validate the understanding of the system. Selective transaction walk-through
to confirm the auditor's understanding are an important part of the audit process and
should be performed for significant aspects of the system. If the auditor already has a suf-
ficient understanding of the system as a result of prior audit experience, this procedure
may not be necessary.

c. The extent of audit effort expended in gaining an understanding of the contractor's
accounting and management systems is a matter of auditor judgment. Characteristics that
should be considered include:

o the size and complexity of the contractor;

o level of previous experience with the contractor;

¢ nature and extent of systems documentation;

o the significance of costs proposed, charged, or billed to the Government by the sys-
tem; and

o materiality judgments for specific accounts and transactions handled by the system.

d. Once the auditor has gained an adequate understanding of the contractor's account-
ing and management systems, that understanding should be documented in the audit work-
ing papers and related permanent files. This documentation will typically take the form of
system flowcharts, narrative descriptions, and copies of relevant documents and reports.
The method(s) used and extent of documentation required are a matter of professional
judgment. However, the documentation should provide sufficient information to commu-
nicate the auditor's understanding in a clear and summarized manner.

5-107 Determining if Relevant Control Objectives and Related Control Activities
Exist

a. The auditor should identify those control objectives which, if achieved, would pro-
vide reasonable assurance that material errors or misstatements would be prevented or
detected in a timely manner. Control objectives can be classified into the three general
areas:

(2) financial reporting control objectives which are concerned with ensuring the
preparation of reliable financial statements,

(2) operational control objectives which are concerned with ensuring that the con-
tractor's resources are being used effectively and efficiently, and

(3) compliance control objectives which are concerned with ensuring that the con-
tractor complies with applicable laws and regulations.
While control objectives in each of these areas can have an impact on contract costs,
DCAA auditors generally focus on operational and compliance controls.

b. Relevant control objectives for each contractor accounting and management system
are discussed in this section, the specific section in Chapter 5 and the standard audit pro-
gram for the individua system. The auditor should become familiar with all relevant con-
trol objectives for the accounting and management system to be reviewed prior to initiat-
ing the audit.

c. The auditor should also identify the control activities designed and implemented by
the contractor to achieve each relevant control objective. Examples of control activities the
contractor may have implemented to achieve the control objectives are available in the
internal control matrix (available on the DCAA Intranet, and the APPS) for the accounting
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and management system to be audited. Controls may be either manual or automated. In
many instances, control activities will be integrated into the contractor's IT system. As
needed, an IT audit specialist can assist the auditor in identifying and understanding 1T
related controls.

d. Once the auditor has obtained an adequate understanding of the contractor's system,
a determination should be made as to whether relevant internal control activities exist and
whether the effort to test and evaluate those controls would be justified by an equal or
greater reduction in related substantive testing. For example, the auditor should expect that
the costs to test and evaluate the contractor's labor accounting controls should be more
than offset by the benefits of reduced labor substantive testing (e.g., floor checks).

e. If the auditor determines that relevant internal control activities do not exist or that
the effort to perform tests of those controls is not justified, no control testing will be per-
formed and control risk would be assessed at the maximum (High). This control risk as-
sessment and its background rational e should be documented in the audit working papers.

f. If the auditor determines that relevant internal control activities can be identified and
that the effort to perform tests of those controls is justified, the auditor should plan and
perform appropriate tests of those controls.

5-108 Testing Controls

a. Testing controls involves selecting a sample of transactions and evaluating wheth-
er they were executed in accordance with established policies and procedures. GAAS
and GAGAS require that tests of controls be performed to provide reasonable assurance
that a contractor’s internal control system is functioning as prescribed. The auditor also
performs substantive tests to determine the validity and the propriety of accounting
transactions and balances. SAS-55 (Consideration of Internal Control Structure in a
Financial Statement Audit) provides that although the objectives of tests of controls and
substantive tests are different, both objectives are often achieved simultaneously
through the tests of details (substantive tests other than analytical review). The testing
of details would be dual-purpose testing (AU319.64), because it not only relates to the
specific transaction, but also covers the entire system. That is, the auditor may design a
sample that will be used for dual purposes: assessing control risk and testing whether
the recorded monetary amount of transactions is correct. Such tests determine if controls
are adequately designed and operating effectively to prevent or detect material miss-
tatements in a timely manner. The testing of the controls should be done at least every
three years. The guidance in Sections 3 through 12 of Chapter 5 should be reviewed
before determining what testing should be done. Tests of controls are necessary to sup-
port a control risk assessment other than high.

b. To obtain evidence of the effectiveness of particular internal control activities, the
auditor should perform physical observations, inquiries of appropriate personnel, or
inspection of relevant documents. No one specific test is always necessary, applicable,
or equally effective in every circumstance. In fact, a combination of these types of tests
is often required to provide the necessary level of assurance that controls are working
effectively. Selected transactions must be tested, and audit evidence gathered to ascer-
tain that there are no potential weaknesses. The type of audit procedures selected de-
pends upon the nature of the control to be tested and the available evidence to review
the control. Auditors should use the standard audit programs and the internal control
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matrixes available on the DCAA Intranet and the APPS and tailor their audit procedures
to fit their individual circumstances.

c. The nature of the control influences the type of evidential matter that is available
to review the control. For example, if the control provides documentary evidence, the
auditor may decide to inspect the documentation. For other controls, such documenta-
tion may not be available or relevant. For example, segregation of duties controls gener-
ally do not provide documentary evidence. In such circumstances, the auditor may ob-
tain evidential matter about the effectiveness of operation through observation or
inquiry.

d. The timing of audit effort and the period covered by the audit should aso be con-
sidered in selecting the appropriate audit procedures for testing controls. The evidentia
matter should relate to the audit period and, unless it is documentary evidence, should
be obtained during the audit period when sufficient corroborative evidence is most like-
ly to be available. When the evidence relates only to a specific point in time, such as
evidence obtained from physical observation, the auditor should obtain additional evi-
dence that the control was effective during the entire audit period. For example, the
auditor may observe the control in operation during the audit period and use inquiry and
inspection of procedures manuals to determine that the control was in operation during
the entire period.

e. After determining the nature of audit procedures to be used to test controls, the
auditor should determine the extent of testing to be performed. This determination is a
matter of auditor judgment taking into consideration:

¢ the information gathered in developing an understanding of the internal control

structure,

o the nature of the control to be tested,

o the nature and availability of evidential matter, and

« the contractor's monitoring and testing efforts.
The extent of testing is also significantly impacted by the FAO's total audit experience
with the contractor. For instance, the extent of required testing of the estimating system
is influenced by the current experience on forward pricing audits. In most instances,
where there is significant proposal activity, the auditors have gained a great deal of
knowledge of the estimating system controls during proposal audits.

f. When identified control activities are accomplished as part of the contractor's IT
operations, the auditor should consider the use of Computer Assisted Audit Techniques
(CAATS), such as DATATRAK, SAS, and FOCUS when performing tests of controls.
In some instances, the assistance of IT specidists may be required to perform tests of con-
trols. In these cases, auditors should contact their regional offices to obtain the necessary
expertise.

5-109 Assessing Control Risk

a. Control risk is the probability that the contractor's internal controls will not prevent
or detect a material error, irregularity, or misstatement in a timely manner. In assessing
control risk, the auditor considers the effectiveness of established control activities to ac-
complish stated control objectives. The more effective the control activities, the lower the
control risk.
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b. The auditor should assess control risk for each relevant control objective. If the audi-
tor concludes that the relevant internal controls do not exist or that other related audits
could be more efficiently performed by expanding substantive testing, then control risk
should be assessed at the maximum (High). (see 5-111.2)

c. If the auditor has been able to identify relevant internal control policies and proce-
dures and performed tests of those controls, the auditor should assess control risk as fol-
lows:

¢ High: The relevant control activities do not exist or they do exist but because of in-
adequate design or operation, they rarely accomplish the control objective.

o Moderate: The relevant control activities exist but, because of deficiencies, the con-
trol objective is not consistently accomplished.

e Low: The contractor's control activities consistently accomplish the control objec-
tive,

o The assessment of control risk for each control objective is summarized on the sys-
tem's ICAPS working paper (3-300) and translated to needed audit effort on other
related audits.

d. When internal controls have been audited and tested, assessments of moderate or
high risk should be tied to specific significant deficiencies/material weaknesses. A defi-
ciency is a significant deficiency/material weakness when additiona audit procedures are
needed in related audits to protect the Governments interest because the contractor's inter-
nal controls are unlikely to accomplish an applicable control objective. The details would
be described on the ICAPS working paper (see 3-305.4). The appropriate audit opinion for
any system with a single significant deficiency/material weakness is inadequate (see 10-
408.23).

e. Significant deficiencies should be discussed with the ACO and the contractor imme-
diately---do not wait until the final exit conference or until the final report isissued to start
the resolution process (see 5-110c and 10-400). When possible, significant deficiencies
should also be linked to relevant historical data that are available or can be reasonably
developed. For example, if the auditor can link estimating system deficiencies to ques-
tioned costs on proposal audits or positive findings on postaward audits, the importance of
correcting the deficiency is more apparent.

f. Assessments of low risk for specific control objectives mean the auditor can rely on
the contractor’ sinternal controls and can reduce testing in other related audits to analytical
procedures or minimum transaction tests. The details would be described on the ICAPS
working paper (3-305.4)

5-110 Internal Control Reporting

Reporting on internal controls relative to individual accounting and management sys-
tems and on compliance with laws and regulations must be made in all audit reports. This
includes audit reports on functional areas as well as those related to specific proposals,
claims, or other financial representations.

a. The internal control audit report for each relevant accounting and management sys-
tem should follow the general guidance in 10-200 and 10-400. The following are the ma-
jor highlights of the reporting guidance.
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(1) The Subject of Audit section should state that the objective for auditing the spe-
cific contractor system and its related internal controls is to determine the adeguacy of the
system and the contractor’s compliance with the relevant internal controls (see 10-405b).

(2) The Executive Summary and the Results of Audit sections should present an
overal opinion of the system (i.e., adeguate or inadequate). The executive summary
should briefly summarize the deficiencies and their cost impact. When the audit opinion
on a contractor’s estimating and/or purchasing system is inadequate, the executive sum-
mary should aso include a recommendation for disapproval of the system or portions of
the system affected by the deficiencies (see 10-406). Detailed explanations in a condi-
tion/recommendation format will be included in the results of audit section. The results of
audit section should also state the auditor’s control risk assessment and describe the im-
pact this assessment will have on the nature and extent of audit effort on other attestation
audits, e.g., "As aresult of control risk assessments, our audit effort in the following areas
will be [increased/decreased].” Identify the affected audit areas and describe the additional
audit effort required (see 10-408).

(3) The Scope of Audit section should explain that the internal control audit in-
cludes obtaining an understanding of the internal controls, determining if the controls are
adequate and in operation, and assessing control risk to use as a basis for planning the
testing necessary in other attestation audits. This section should also identify the system’s
control objectives covered by the audit and refer to the Contractor Organization and Sys-
tems section that describes the current status of the system along with any needed back-
ground information (see 10-407).

(4) If significant deficiencies are noted during the audit, they should be discussed
with the contractor and the ACO during the course of the audit and corrective action
should be underway before the final audit report is issued. The Statements of Condition
and Recommendations in the audit report should comment on the contractor’s efforts to
correct the deficiencies (see 5-110c).

(5) The status of the contractor’s corrective action on prior recommendations
should be detailed in the Results of Audit section and summarized in the Contractor Or-
ganization and Systems section.

b. Reports for other attestation audits, (e.g., forward pricing proposals, progress pay-
ment requests, and annual incurred cost audits) should follow the general guidance in
Chapter 10. The report should refer to the relevant accounting and management systems
internal control report(s) used to plan the audit.

(1) At those contractors with defined internal controls, the Scope of Audit section
should:

(a) list the system(s) that provide for compliance with laws and regulations for
the specific audit area,

(b) describe how assessed system(s) control risk was considered in determining
the scope of audit (It is not necessary to define the degree of risk as low, moderate or high
but it may be used for emphasis.), and

(c) refer to the Contractor Organization and Systems section that describes the
current status of the system(s).

(2) The Contractor Organization and Systems section should:

(a) reference the last internal control audit report and the current opinion on the
overal system,

(b) show the current assessment of control risk, and
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(c) list any outstanding interna control deficiencies and the current status of
those deficiencies.

(3) At nonmajor contractors that do not have defined internal controls or those
where it was not beneficial to audit the controls, the auditor would assess control risk as
“high”. The scope paragraph should state that the audit tests performed to provide a
basis for opinion considered the auditor’ s assessment of control risk. (It is not necessary
to define the degree of risk as “high” in the scope paragraph. The “assumed degree of
risk” for the sake of audit expediency is not a reportable condition.)

c. Significant internal control weaknesses identified during an audit require immediate
action intended to expedite the resolution process and to protect the Government.

(1) If asignificant internal control deficiency is encountered during an internal con-
trol audit:

¢ Discuss the deficiency with the contractor, the cognizant ACO, and the CAC as
soon as possible so as to expedite the resolution process. Do not wait until the final
exit conference or the issuance of the audit report to convey such findings.

e The internal control audit report should describe the deficiency, its estimated cost
impact, the contractor’s efforts to correct the deficiency and increased audit effort
in other related audits needed to mitigate the internal control weakness.

(2) If asignificant or likely to be significant internal control deficiency is encoun-
tered during other related audits, a separate flash report should be issued (10-413). The
flash report should, whenever possible, include a general statement (and estimate when
possible) on the cost impact of the internal control weakness.

(3) As soon as practical, the deficiency(ies) cited in the flash report should be fol-
lowed-up in an appropriatel y-scoped systems audit in which an audit opinion (versus dis-
claimer) is given. It is expected that most follow-ups will be initiated within 90 days. If
initiation of a follow-up requires additional time due to conditions beyond the control of
the FAO, the FAO manager should document the need for additional time and establish a
definite date for the follow-up audit to begin.

(4) The auditor should work with the ACO and the contractor to correct the defi-
ciency rather than performing expanded testing in a particular audit area. When the con-
tractor corrects the deficiency, the auditor should give high priority to the audit of the sys-
tem change as a basis for placing reliance on the system.

(5) If the contractor does not take timely corrective action to resolve the deficiency,
the auditor should take appropriate steps to protect the Government’ s interest. The auditor
should coordinate with the ACO and notify the contractor of the intent to suspend or dis-
approve costs related to the weakness. For example, reports on price proposals should
guestion the related costs and contain an appropriate opinion and/or recommendation (see
9-200). If internal control deficiencies affect billings to the Government, the auditor
should suspend any appropriate costs on public vouchers (see 6-900) or recommend to the
ACO reductions on progress payment requests (see 14-206). DFARS 242.7502 provides
procedures which the ACO should take upon receipt of an audit report identifying signifi-
cant internal control deficiencies.

(6) If the contractor has contracts requiring an approved Earned Value Management
System (EVMS), provide an assessment of whether any deficiencies are likely to have a
material effect on the reliability of the contractor's EVMS (10-1204.5b). The auditor
should immediately evaluate the impact of deficiencies which may have a materia effect
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on reports submitted for specific contracts requiring an approved EVMS and provide the
detailsin EVMS surveillance reports (11-210).

d. At nonmajor contractors, the lack of formal internal controlsis not, in itself, asignif-
icant deficiency. Contractor reactions to internal control recommendations should be con-
sidered, and may be paramount, in assessing control risk — absence of a sufficient level of
control consciousness within the organization may be a separate reportable condition.

e. For multi-segment contractor locations, generaly, the following three types of re-
ports may be issued:

¢ A report on the shared or common aspects;
¢ A report on the overall system adequacy and operational effectiveness; or
¢ A report on the testing of specific control activities.

(1) A separate report on the shared or common aspects should be issued to the cog-
nizant ACO for resolving audit issues related to the common aspects of the system. Copies
of this report should be provided to the auditors at the segments who will rely on the work
performed when expressing an opinion on the overall system at their segment. Any weak-
nesses on the common aspects of the system must be assessed by each segment FAO to
determine the impact on the audit opinion at the segment level. For example, a corporate
office may have determined that the contractor’s policy on travel does not comply with
FAR 31.205-46. A segment FAO performing an Indirect/ODC interna control audit at a
location that does not have significant travel costs may conclude that the deficiency on the
shared aspects of the system (policy and procedures) has limited impact at that location
and, therefore, no impact on the audit opinion on the system adequacy at that segment.
However, dternatively, if a corporate office review of company-wide labor practices dis-
closed that the labor system alows for undocumented changes to employee time charges,
this condition would likely render the system inadequate at al locations using that system
to record significant labor costs.

(2) Typicaly, reports on overal system adequacy and operational effectiveness
should be issued at the segment level. Generally, reports on system adequacy should not
be issued at an offsite/plant location. The segment level report will incorporate (i) assist
audits performed at offsite locations where significant control activities are performed and
(i) the report on the shared/common aspects of the system.

(3) Assist audit reports will not express an overall opinion on the system, but only
provide an opinion on the elements or activities tested at the specific location.

(4) The segment level report should identify all locations where testing of controls
was performed. The locations that did not participate in the testing of controls cannot rely
on the segment level report for planning and conducting related audits. These locations
would establish control risk at maximum. If significant inadequacies/deficiencies are
found at assist (offsite) locations, the opinion in the segment level report should be im-
pacted and thus may be considered inadequate.

5-111 Auditing Internal Controlsat Nonmajor Contractors

a. The process for obtaining an understanding of a contractor's internal controls and
assessing control risk at most nonmajor contractors is accomplished by using the Survey
of Contractor's Organization, Accounting System, and System of Internal Controls
(ICQ) and the Internal Control Matrix, Control Environment and Overall Accounting
Controls (ICM-ACTG) which are available on the DCAA Intranet and the APPS. Non-
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major contractors may use less formal means to ensure that internal control objectives
are achieved. However, if the nonmajor contractor has one or more of the accounting
and management systems listed in 5-102d that generate significant costs, the auditor can
use the CAM guidance in Chapter 5, the audit program related to the system, and the
related ICAPS with the ICQ to audit the internal controls. When an accounting or man-
agement system audit is performed at a nonmajor contractor, the auditor should follow
the guidance contained in 5-109 and 3-300 to assess control risk and to document the
assessment of control risk on the ICAPS.

b. Smaller entities with active management involvement may not need extensive
descriptions of accounting procedures, sophisticated accounting records, or written poli-
cies. Communications may be less formal and easier to achieve in a small or midsized
company than in a larger enterprise due to the smaller organization's size and fewer
levels as well as management’s greater visibility and availability. However, when small
or midsized entities are involved in complex transactions or are subject to the same le-
gal and regulatory requirements as larger entities, more formal means of ensuring that
interna control objectives are achieved may be necessary.

5-111.1 Understanding and Evaluating Internal Controls

a. The ICQ should be used to document the understanding of the internal controls at
nonmgjor contractors with auditable dollar volume (ADV) between $15 and $100 million.
(MAAR 1). The ICM-ACTG should be considered with the annual risk assessments for
financial capabilities and material misstatements due to fraud. The ICQ may aso be used
for contractors with ADV less than $15 million, or alternative procedures may be used
provided they adequately document the required understanding of the internal controls.
Alternative approaches for contractors with less than $15 million ADV include the use of
a narrative format similar to the discussion on the contractor's accounting system (see 10-
504.6b).

b. The control environment reflects management's overall attitude, awareness and ac-
tions concerning the importance of control and its emphasis in the company. To gain an
understanding of the control environment, the auditor should consider the information in
the ICQ or information from other identified alternative sources, and the ICM-ACTG.

¢. The auditor should aso obtain an understanding of the accounting system and spe-
cific control activities for each major cost element (i.e., labor, indirect costs, and pur-
chased services and material). The auditor should consider the information contained in
the ICQ, particularly Parts B - Control Environment and Overall Accounting System, C -
Contractor’s Risk Assessment, Information and Communications and Monitoring, and D -
Accounting System Control Objectives and Activities.

d. If the auditor concludes it would be inefficient to test the controls given the audit
objectives and materiality of the assertions, control risk will be assessed at maximum
(5-111.2). Planned audit procedures must achieve the audit objectives and be sufficient
to reduce audit risk to an acceptable level. In such situations there is an additional do-
cumentation regquirement where the assertions are significantly dependent upon compu-
terized information systems. The work papers must document the basis of assessing
control risk at the maximum level by addressing the ineffectiveness of the computerized
system controls or the reasons why it would be inefficient to test the controls. In either
case the work papers must also document how the planned procedures will reduce audit
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risk to an acceptable level (such as tracing transaction amounts in the computerized
records to source documents or other forms of corroborating evidence, comparing com-
puter record balances to previously prepared journal vouchers, trial balances, tax re-
turns, or financial presentations prepared for other purposes). Materiality and risk spe-
cific to the data supporting the assertion are important considerations in determining the
scope of procedures necessary to reduce audit risk to an acceptable level. If the auditor is
unable to reduce audit risk to an acceptable level, the report should be qualified with specific
reference to the unreliability of computerized information systems (10-210.4;.).

e. Based on the information obtained in b., c., and d. above, the auditor should summarize
the understanding of the control environment, accounting system and control activities. The
summary may be in the form of a narrative explanation which includes an identification of
significant interna controls or reasons for assessing control risk at the maximum. The form
and extent of documentation is influenced by the level of control risk assessed, the compa
ny's size, the complexity of the internd structure, and the extent to which assertions are sig-
nificantly dependent upon computerized information systems.

5-111.2 Assessment of Control Risk

a. The purpose of evauating the internal controls is to assess the contractor's level of
control risk for determining the nature, timing and extent of transaction tests in related au-
dits. Frequently, the auditor control risk at the maximum (high) at nonmajor con-
tractors because it is more efficient to perform substantive tests for significant and sensitive
accounts than to test the effectiveness of the contractor’s internal controls. Also, if the audi-
tor determines that internal control systems do not exist because of the company's size or the
internal control systems are so deficient that they cannot be relied on, the auditor would as-
sess the control risk at the maximum (high).

b. If, on the other hand, the auditor determines that specific control activities exist and
have been implemented, the auditor may decide to perform tests of the effectiveness of the
specific controls in order to limit the amount of transaction testing in the areas or accounts
impacted. The auditor may also rely on previous systems audits or other related audits if they
adequately evaluated and tested the effectiveness of specific control activities that would
affect the auditor's assessment of control risk. Generally, the standard audit program steps for
Activity Code 17740 Accounting System Surveys/Audits (5-200) are not designed to provide
sufficient tests of internal controls to assess control risk at less than maximum.

¢. An assessment of control risk at less than the maximum (high), which could result in
reduced substantive testing, requires that control activities exist, have been tested, and are
operating effectively. For Government contract purposes control activities represent policies
and procedures that management has established to provide assurance that contract costs are
recorded, processed, summarized, and reported in a manner consistent with Government
laws and regulations. The testing of control activities is generally time sensitive and needs to
be performed during the year the costs are incurred. If the control activities were not tested,
control risk would be assessed at the maximum (high).

5-111.3 Reporting as Part of the Annual Incurred Cost Audit
The auditor's reporting on the review and evaluation of internal controls at nonmajor

contractorsis usualy included as part of the report on the annual incurred cost audit.

DCAA Contract Audit Manual


http:10-210.4j

August 30, 2012 517
5-111

a. The Scope of Audit section should identify the internal controls and the assessment of
control risk that the auditor considered in planning the audit. This section should aso de-
scribe any significant accounting system deficiencies that have a materia impact on the in-
curred cost proposal and the audit.

b. The Contractors Organization and Systems section should describe the contractor's
accounting system as well as the current status of any outstanding accounting system defi-
ciencies and their cost impact (see 10-410).

5-111.4 Flash Reporting at Nonmajor Contractors

If asignificant system deficiency is encountered at a nonmajor contractor (e.g., it does
not segregate unallowable costs or routinely includes significant unallowable costs in its
price proposals), issue a separate flash report when it is in the Government's best interests
to do so. Consider that flash reporting should typicaly :

(2) bring the deficiency to the contracting officer's attention much sooner and clear-
er than first noting the deficiency in arelated audit report (e.g., incurred cost audit report),
and

(2) expedite the resolution of the deficiency and avoid its impact on other contrac-

tual actions (which may not be audited by DCAA).
When aflash report is issued at a nonmajor contractor, follow-up audit steps should be per-
formed (preferably within 90 days) to fully determine the systemic nature and impact of the
deficiency. Depending on the significance of costs generated by the system, the follow-up
audit steps may be performed as an appropriately-scoped systems audit or added to the in-
curred cost audit or other programmed audit (see 10-413).
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5-200 Section 2 --- Preaward Surveys of Prospective Contractor Accounting Systems
and Post Award Accounting System Audits

5-201 Introduction

This section provides guidance for performing preaward surveys of prospective con-
tractor accounting systems and post award accounting system audits. The audit programs
and report “shells’ for both the preaward survey of a prospective contractor accounting
system and the post award accounting system audit are available on the Agency Intranet
and in the APPS.

5-202 Preaward Survey of a Prospective Contractor’s Accounting System

a. A preaward survey of a prospective contractor’s accounting system is an examina-
tion of the accounting system at either a large or small contractor before contract award.
The audit is performed at the request of a contracting officer to determine the acceptability
of a contractor's accounting system for accumulating costs under a prospective Govern-
ment contract. It is usually requested as part of an overall preaward survey of a contractor
conducted by a contract administration office under FAR/DFARSPGI
9.106/209.106/209.106. The audit scope should be limited to obtaining an understanding
of the design of the prospective accounting system so as to appropriately complete Stan-
dard Form 1408, "Preaward Survey of Prospective Contractor Accounting System” (see
FAR 53.301-1408) and those procedures essentia to reach an informed opinion on wheth-
er or not the design of the prospective contractor’'s accounting system is acceptable for
accumulating costs under a Government contract. It is not necessary to conduct an in-
depth evaluation of the operational effectiveness of the accounting system.

b. When performing the preaward survey of a prospective contractor’s accounting
system, the auditor will determine the acceptability of the design of the contractor’s
system and determine if the system is:

(1) in operation, or
(2) set up, but not in operation,

The SF 1408 also discusses accounting systems which are either anticipated or non-
existent. It is not possible to perform an examination level engagement under those cir-
cumstances since procedures would most likely be limited to inquiry aone. If requested
to perform an audit for an accounting system that is either anticipated or nonexistent, the
auditor or supervisory auditor should notify the requestor that we are unable to provide an
audit report or SF 1408, but will be available to do so once the system is set up or in oper-
ation.

c. If aprior preaward survey of a prospective contractor’s accounting system has been
performed and is relatively current, it should be provided to the requestor. If and the prior
preaward survey is not current, perform an examination of sufficient scope and depth to
evaluate the acceptability of the design of the contractor's accounting system for accumu-
lating costs under a Government contract. If a recent preaward audit disclosed deficiencies
that are considered material weaknesses, a follow-up audit can be performed to evaluate
corrective actions taken provided the original audit was completed in the last 12 months
and there have been no significant revisions to the design of the accounting system. The
scope of the follow-up audit is limited to verifying there have been no significant revisions
to the design of the system (other than those required as corrective action to cited defi-
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ciencies) and whether the corrective action adequately addresses the deficiencies. If the
follow-up discloses no significant revisions to the system design and that the contractor
corrected the deficiencies, the report should indicate that the contractor has effectively
implemented corrective action and the accounting system is suitably designed, in al ma-
terial respects, for award of a prospective contract in accordance with the criteria con-
tained in FAR 53.209-1(f). A proforma version of the preaward accounting system follow-
up report is available as other audit guidance.

d. If requested to perform a preaward accounting system audit on a contractor that has
an active Government contract, the auditor should check the files to determine if prior
work has been performed that will provide the contracting officer the information neces-
sary to fill in the SF 1408 without the completion of the preaward audit (e.g., if a prior
preaward or post contract award accounting system audit has been performed). If prior
information does exist, contact the contracting officer to determine if the prior report will
meet their needs. Additionally, if there are known system deficiencies or voucher
processing problems, this information should be provided to the contracting officer as
well. Auditors should not issue an opinion stating the design is acceptable for award when
there are known deficienciesin the operating effectiveness. If no information is on file, the
auditor should proceed with performing the preaward as requested.

e. A customer request for a preaward survey of a prospective contractor’s accounting
system should be started as soon as practicable. An untimely response to such a request
could delay the award of a contract. Acknowledge the request in accordance with 4-104.

f. If the contracting officer also requires an assessment of the company’s financial
condition during the preaward survey of the prospective contractor’s accounting system,
refer the requestor to DCMA (see 14-302). However, in al audit situations, auditors
should be alert to conditions which may indicate unfavorable or adverse financial condi-
tions or other circumstances which could impede a contractor’ s ability to perform on Gov-
ernment contracts.

5-203 Post Award Accounting System Audits

a. The post award accounting system audit is an examination of the accounting system
at nonmajor contractors after contract award. The major objective of the post award ac-
counting system audit is to determine if the contractor’ s accounting system is adequate for
accumulating and billing costs on Government contracts.

b. A post award accounting system audit is usually performed at the request of the
contracting officer when:

(1) afollow-up audit to a preaward survey is recommended or

(2) a preaward survey was not conducted prior to contract award, and the con-
tracting officer determines that an audit is now required to support contract require-
ments.
Additionally, auditors may self-initiate a post award accounting system audit, based on
audit risk at a nonmajor contractor location. Generally, once a honmajor accounting
system is determined adequate for accumulating and billing costs on Government con-
tracts, future full-scope accounting system audits should only be performed when
deemed necessary based on audit risk.

c. The post award accounting system audit program includes comprehensive steps
to gain a detailed understanding of the contractor’s accounting system (e.g., tracing
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costs billed to source documentation) sufficient to render an opinion on the adequacy
of the system.

d. The procedures in the audit program are not sufficient to render an opinion on the
key control activities and objectives that comprise a full-scope audit of internal controls. If
the auditor determines that a full audit of the internal controls is required, the appropriate
ICAPS audit program should be selected for the audit of the billing system internal control
and/or the audit of the accounting system internal control. These and the other ICAPS
audits should aso be used for al post award accounting system audits at major contrac-
tors.

e. In al audit situations, auditors should be alert to conditions which may indicate un-
favorable or adverse financia conditions or other circumstances which could impede a
contractor’s ability to perform on Government contracts. During performance of post
award risk assessments, auditors should follow the guidance in 2-302.1h when document-
ing consideration of inherent risk and adjust the audit scope and associated audit proce-

dures appropriately for any increased risk.
5-204 Audit Reports

Audit reports should be responsive to the specific needs identified by the audit re-
guest and in discussions, if any, with the requestor. The report “shells’ are available on
the DCAA Intranet and in the APPS. The preaward survey report provides an opinion
on whether the design of the accounting system is acceptable, not acceptable, or accept-
able with a recommendation that a follow-on accounting system audit be performed
after contract award. The post award accounting system report provides an opinion on
whether the accounting system is adequate or inadequate. The audit report should be
appropriately tailored to the specific circumstances of the audit. The scope paragraphs
for the preaward and the post award report should contain the inherent limitations
statement. Audit reports should also provide sufficient information (e.g., SF 1408 for
the preaward) to support audit conclusions. Refer to 10-400 for guidance in presenting
the Statement of Conditions and Recommendations, if applicable.
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5-300 Section 3 --- Audit of Internal Controls-- Control Environment and Overall
Accounting System Controls

5-301 Introduction

a. This section provides specific guidance for auditing the contractor's control envi-
ronment and overall accounting controls and assessing control risk. An understanding of
the control environment will serve as aframework for evaluating the overall effectiveness
of the internal controls in the contractor's other accounting and management systems (i.e.,
labor, material, purchasing, etc.). Overall accounting controls include the contractor's con-
trols to assure it remains financially capable to perform on Government contracts, and it
maintains a current description of the accounting system, including a current, accurate,
and compl ete disclosure statement (if CAS covered) and a current chart of accounts.

b. Refer to 5-101 for the auditor's fundamental requirements for obtaining and docu-
menting an understanding of a contractor's internal controls and assessing control risk.

5-302 Background Information

a. The control environment has a pervasive influence on the way business activities are
structured, objectives established, and risks assessed. It also influences control activities,
information and communication systems, and monitoring activities. Control environment
factorsinclude:

e integrity and ethical values
commitment to competence
Board of Directors or audit committee participation
management philosophy and operating style
organizationa structure
assignment of authority and responsibility
human resources policies and practices
o financia capability
The control environment sets the tone of an organization, influencing the control con-
sciousness of its people. It is the foundation for all other components of internal control,
providing discipline and structure.

b. Effectively controlled entities strive to have competent people, instill an enterprise-
wide attitude of integrity and control consciousness, and implement upper management's
commitment to ethical business practices and behavior. In evaluating the effectiveness of a
contractor's control environment, the auditor should consider whether the following con-
trol objectives are met:

(1) Management conveys the message that integrity and ethical values cannot be
compromised.

(2) The Board of Directors and Audit Committee are sufficiently independent from
management to constructively challenge management decisions, act effectively on external
audit communications and recommendations, and take an active role in ensuring that an
appropriate "tone at the top" exists.

(3) The organizational structure provides an overall framework for planning, direct-
ing, and controlling operations.
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(4) Management ensures that appropriate responsibility and delegation of authority
is assigned to deal with goals and objectives.

(5) Management ensures that adequate financial resources exist to perform on Gov-
ernment contracts.

(6) The accounting system(s) is/are well designed and operate(s) effectively to
provide reliable accounting data and prevent misstatements that would otherwise occur.

(7) Management ensures that an item of cost or group of items of cost are assigned
to one or more cost objectives in accordance with rules, regulations and standards for
proper distribution of direct cost and allocation of indirect costs.

c. Accounting and management systems differ among companies according to organi-
zational size and structure, type of product or service, personal preferences of corporate
officials, and other variables. Most systems, regardless of complexity, contain elements of
information technology (IT) for recording, processing, analyzing, and reporting related
accounting data. However, in order to be effective, any system must be soundly organized
and facilitate the proper accumulation and allocation of contract costs. In evaluating the
effectiveness of a contractor's accounting controls, the auditor should consider whether
systems:

o are well designed and reflect adequate consideration of automated controls.

¢ provide for the assignment of costs to cost objectives in accordance with applicable
Government contract rules and regulations.

e account for costs in accordance with Generally Accepted Accounting Principles.

¢ provide supporting documentation that is complete, accurate, and readily available
for examination to support claimed/billed costs as alowable and allocable to Gov-
ernment contracts.

5-303 General Audit Poalicy

a. Refer to 5-103 for DCAA's general audit policy for the audit of relevant contractor
accounting and management systems and related internal controls.

b. If the audit risk assessment indicates that only certain parts of a contractor's envi-
ronment and overall accounting controls are subject to moderate or high risk, only these
risk areas would require a complete audit. For example, a major change in billing system
software may require an audit of the internal audit department's participation in the devel-
opment, modification and implementation of significant systems. Areas of little or no risk
need not be audited so long as the low risk determination is adequately documented.

c. These environmental and overall accounting control objectives apply to both major
and nonmajor contractors. At nonmajor contractors, the auditor should consider the inter-
nal control matrix for the Evaluation of the Contractor’s Control Environment and Overall
Accounting Controls (ICM-ACTG) and the Survey of Contractor's Organization, Account-
ing System, and System of Internal Controls (ICQ) to perform annual risk assessments for
financial capabilities and material misstatements due to fraud. The ICM-ACTG and the
ICQ are available on the DCAA Intranet and the APPS.

5-304 Audit Objectives

a. The purpose of this audit is to evaluate the adequacy of the system's control envi-
ronment and overall accounting controls and the contractor’s compliance. Refer to 5-
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104 for DCAA's primary objectives for auditing the contractor's accounting and man-
agement systems.

b. The adequacy of the contractor's environment and overall accounting controls af -
fects the adequacy of other accounting and management systems and related internal con-
trols. As aresult, the auditor needs to understand the environment and overall accounting
controls in order to effectively audit the internal control policies and procedures in other
relevant contractor systems.

c. A significant weakness in the contractor’s control environment and overall ac-
counting controls should affect the scope of internal control audits for other related ac-
counting and management systems.

5-305 Scope of Audit

a. While the nature and extent of audit effort depends upon contractor size, amount of
Government business, and audit risk (materiality and sensitivity), the audit scope should
be consistent with the guidance in 5-105.

b. The pervasiveness of IT activities in most organizations requires that the auditor
consider the impact these activities have on the contractor's control environment. The
auditor should endeavor to eliminate any duplicate effort with respect to audits of IT
interna controls in other areas (i.e. labor, MMAS, indirect/OH, etc.) However, if the
auditor determines that it would be most effective to audit these controls as a part of the
Control Environment and Overall Accounting Controls, then the guidance contained in
5-1400 should be considered. Consideration of this guidance is also appropriate for au-
diting IT internal controls at a nonmajor contractor.

c. The majority of non-labor expenses may flow through the accounts payable sys-
tem. Therefore, the auditor should perform a risk assessment, and based on materiality
and sensitivity, consider performing an audit of the contractor’s accounts payable sys-
tem internal controls if they have not been previously audited. In addition the auditor
should consider performing an audit of the IT internal controls over the contractor’s
Genera Ledger System. If either one of these audits are appropriate consider steps set
forth in 5-1400.

d. The assessment of the risk of a material misstatement due to fraud is part of the
assessment of audit risk for the contractor’s control environment and overall accounting
controls and is documented on the related ICAPS

e. The auditor has a responsibility to plan and perform the audit to obtain reasonable
assurance that the contractor’s submission and supporting data are free of material miss-
tatement, whether caused by error or fraud. If fraud is suspected, the circumstances
should be reported in accordance with 4-700.

f. The following paragraphs contain guidance for evaluating the critical control ob-
jectives relating to the contractor's environment and overall accounting controls. These
objectives, if achieved, should provide a basis for reducing the scope of related contract
audit activity. This guidance is intended to provide the auditor with a framework for
evaluating the contractor's system. However, this framework is not a substitute for pro-
fessional judgment. Consequently, the auditor should adapt the guidance to respond to
unusual or unique situations encountered in varying audit environments.
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5-306 I ntegrity and Ethical Values

a. Integrity and ethical values are the product of the entity’s ethical and behavioral
standards, how they are communicated and how they are reinforced in practice. Man-
agement should convey the message that integrity and ethical values cannot be com-
promised, and employees should receive and understand that message. Management
should continually demonstrate, through words and actions, a commitment to high ethi-
cal standards.

b. FAR Subpart 3.10 includes general policies and procedures related to contractor
code of business ethics and conduct that apply to all Government contractors. That pro-
vision requires Government contractors to conduct themselves with the highest degree
of integrity and honesty. In addition, contractors should have a written code of business
ethics and conduct, an employee business ethics and compliance training program, and
an internal control system that:

¢ are suitable to the size of the company and extent of involvement in Government
contracting;

o facilitate timely discovery and disclosure of improper conduct with Government
contracts; and

e ensure corrective measures are promptly instituted and carried out.

c. Specific requirements are included in the contract clause at FAR 52.203-13 which is
mandatory for all contracts in excess of $5 million with a performance period of 120 days
or more.

5-306.1 Codes of Business Ethics and Conduct

FAR 52.203-13(b) requires contractors to have a written code of business ethics and
conduct, and to make a copy of the code available to each employee. Although FAR does
not detail the specific areas that should be covered the contractor’ s written code of conduct
should generally address ethical business practices and expected standards of ethical and
mora behavior. This code of conduct should cover dealings with customers, suppliers,
employees, and other parties. In evaluating the adequacy of the contractor's written code
of conduct, consider whether:

o Codes address conflicts of interest, illegal or other improper payments, anticompe-
titive guidelines, and insider trading.

e Codes cover compliance with Government contracting requirements for procure-
ment integrity, classified information, and recruiting and employing current or
former Government personnel.

o Codes are periodically acknowledged by all employees.

o Codes clearly establish what behavior is acceptable or unacceptable, and what to do
if employees encounter improper behavior.

o Codes cite consequences for violations.

5-306.2 Ethics Awar eness and Compliance Program
FAR 52.203-13(c)(1) requires contractors to have an ongoing business ethics aware-

ness and compliance program. The program should include periodically communicating
the contractor’s standards and procedures by providing effective training and otherwise
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disseminating information appropriate to an individual’s respective roles and responsibili-
ties. FAR reqguires that the training be provided to the contractor’s principals and em-
ployees, as well as to the contractor’ s agents and subcontractors, as appropriate. An exam-
ple of an agent or subcontractor to whom it would be appropriate to provide thistraining is
a consultant providing a support service to the prime contractor. In contrast, contractors
generaly do not need to provide this training to a true subcontractor (i.e., one that per-
forms a part of the contract) because contractors are required to flow down the require-
ments of the FAR clause to the subcontract level. As a result, such subcontractors should
have their own ethics awareness and compliance program, which would include providing
effective training to their employees. Auditors should evaluate the contractor’'s ethics
awareness and compliance training materials to ensure it covers the contractor’s code of
business ethics and conduct (5-306.1). Auditors should also test the implementation of the
program by obtaining completed training documents to determine that the training was
periodically provided to the appropriate individuals.

5-306.3 Business Ethics Awareness and Compliance Internal Control System

a. Contractors should establish and maintain an effective system of internal controls
and self-governance and should not condone inappropriate practices. Management must
continually communicate the importance of a strong internal control system. The contrac-
tor’s business ethics awareness and compliance program should have policies and proce-
dures to facilitate timely discovery of improper conduct and ensure corrective measures
are promptly instituted and carried out for any cases of improper conduct disclosed. Time-
ly discovery and prompt corrective measures should generally be the result of a strong
system of internal controls and policies and procedures that provide for, at a minimum, the
following (FAR 52.203-13(c)(2)(ii):

(1) Assignment of responsibility at a sufficiently high level to ensure the effective-
ness of the business ethics awareness and compliance program and internal con-
trol system. The manager responsible for the ethics program should report to a
high level official such as the vice president or CFO.

(2) Procedures to ensure individuals that previously engaged in conduct that con-
flicts with the contractor’ s code of conduct are not appointed as a principal of the
company (e.g., officer, director, partner). Auditors should review the contractor’s
policies and procedures and test the procedures to verify that they include steps
for exercising due diligence in identifying such conduct (e.g., require back-
ground checks before appointing principals of the company) and that the steps
have been taken when applicable.

(3) Periodic evaluations (i.e., at least annually) of the effectiveness of the business
ethics and awareness compliance program and internal control system. Auditors
should review the results of these evaluations and determine the impact on any
audits. For example, if the contractor’s recent evaluations disclosed weaknesses
in the contractor’ s internal control system, the auditor should ensure the contrac-
tor has taken the necessary corrective actions to address these weaknesses.

(4) Disciplinary action for improper conduct, or failing to take reasonable steps to
detect improper conduct. Auditors should request the contractor provide evi-
dence of the assessment performed to determine if disciplinary action taken was
needed, and evidence of the disciplinary action taken, if applicable. Auditors

DCAA Contract Audit Manual



526
5-306

August 30, 2012

should remember that it is appropriate for contractors to remove Personally Iden-
tifiable Information (PIl) before submitting documentation to the auditor. If the
contractor states that no disciplinary action was needed, the auditor should take
steps to ensure that there were no reports of improper conduct by the contractor
(such as those reported under the requirements discussed in 5-306.3a(6) below).
If the auditor finds that there is a report of improper conduct and the contractor
failed to take disciplinary action when it should have been taken, the auditor
should cite the contractor for aninternal control deficiency.

(5) An internal reporting mechanism, such as a hotline, by which employees may

anonymously or confidentially report suspected instances of improper conduct,
and instructions that encourage employees to make such reports.

(6) Timely disclosure in writing to the agency Office of Inspector Genera (OIG),

with a copy to the contracting officer, when there is credible evidence of viola-
tion of Federal criminal law involving fraud, conflict of interest, bribery, or gra-
tuity violations, or a violation of the civil False Claims Act in connection with
Government contracts. Auditors should ensure that the contractor’s policies and
procedures include a reasonable definition of credible evidence, and a reasonable
timeframe for disclosure once credible evidence is obtained. Contractors are al-
lowed to take time for preliminary examination of the evidence to determine its
credibility prior to disclosure. Once the contractor has had sufficient time to take
reasonabl e steps to determine that the evidence is credible, the contractor should
disclose the violation in atimely manner. Auditors should verify that the contrac-
tor did not delay disclosing the violation once it was determined that credible
evidence exists. If the auditor finds that the contractor failed to disclose the vi-
olation in a timely manner, an internal control deficiency should be reported.
Review any disclosures reported to the OIG and contracting officer and ascertain
if the contractor has taken the necessary corrective actions to protect the Gov-
ernment’ s interests. If the contractor has not taken the appropriate corrective ac-
tion, the auditor should report this as an internal control deficiency. If any defi-
ciencies are identified related to the requirement for timely disclosure to the
agency OIG (FAR 52.203-13(c)(2)(ii)(F)), the DCAA Justice Liaison Auditor
(DCAAHQJILA @dcaa.mil) will be included on the distribution for the audit re-
port.

(7) Full cooperation with any Government agencies responsible for audits, investi-

gations, or corrective actions. If there are known cases where the contractor has
not cooperated with audits or investigations, the contractor should be cited for
deficiency relating to its control environment. Auditors should confirm that there
are no outstanding access to records issues or subpoenas that would indicate the
contractor’s lack of cooperation.

b. Auditors should also consider whether any:
e access to records problems exist which may adversely impact the ability to assess

the contractor'sinternal controls; or

e DCAA Form 2000s have been issued or current investigative activity indicates

weaknesses in established internal controls.
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5-306.4 Display of Hotline Posters

FAR 52.203-14 establishes contract requirements for the contractor’ s display of hotline
poster(s) if the contractor has not implemented a business ethics and conduct awareness
program, including a reporting mechanism. Generally, FAR requires, for contract perfor-
mance in the United States, prominent display in common work areas of:

o Department of Homeland Security fraud hotline poster(s) identified by the con-
tracting officer (required when the contract is funded with disaster assistance
funds); and

¢ Agency hotline poster(s) (unless the contractor has implemented a business ethics
and conduct awareness program, including a reporting mechanism).

In addition, FAR requires display of an electronic version of the hotline poster(s) on the
company website if oneis maintained for providing information to employees.

5-306.5 External Influences

External influences heighten management's consciousness of and attitude towards the
conduct and reporting of an entity's operations and may prompt management to establish
specific internal control policies or procedures. The auditor should be aert for externa
factors which may have an influence on management's attention to internal controls. For
example, publicly traded companies registered with the SEC are subject to additional cer-
tification and reporting requirements as a result of the Sarbanes-Oxley Act of 2002. Public
companies’ principal executive and financia officers are required to certify to the finan-
cia information and certain aspects of internal control over financia reporting. Public
companies are also required to include in their annual report a report of management on
the company’s internal control over financia reporting and the independent auditor’s at-
testation on management’ s assessment. Additionally, auditors should consider whether the
contractor's internal controls are subject to externa audits by organizations other than
DCAA.

5-307 Board of Directorsor Audit Committee

The Board of Directors and the Audit Committee should be sufficiently independent
from management to challenge management's decisions, act effectively on external audit
communications and recommendations, and take an active role to ensure an appropriate
upper management's accountability for integrity and ethical behavior. An active and effec-
tive board, or committees thereof, provide an important oversight function and, because of
management's ability to override system controls, the board plays an important role in
ensuring effective internal control.

5-307.1 Independence
The Board of Directors and/or Audit Committee should be composed of independent
members and be actively involved in significant decisions. For example, consider whether:

o the Board of Directors has a significant number of members who are not officers or
employees of the contractor.
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o shares are traded on NY SE, AMEX, or NASDEQ where listing requirements pro-
vide for aminimum of two “outside” directors.

o the board constructively challenges management's planned decisions, e.g., strategic
initiatives and major transactions, and probes for explanations of past results (e.g.,
budget variations).

¢ board committees are used for matters requiring more in-depth or directed atten-
tion.

e aprocess exists for informing the board of significant issues.

¢ the compensation committee approves al management incentive plans.

5-307.2 Internal Audit Department

The internal audit department should be functionally and organizationally independent
and sufficiently removed from political pressures to ensure that it can conduct its audits
objectively and can report its findings, opinions, and conclusions without fear of repercus-
sion. For example, consider whether:

o the interna audit department reports to an individual with sufficient authority to
promote independence and to ensure broad audit coverage, adequate consideration
of audit reports, and appropriate action relative to audit recommendations.

e the internal audit department has regular communications with the Board of Direc-
tors or Audit Committee.

e the internal audit department participates in the development, modification, and
implementation of significant accounting systems.

5-307.3 External CPA Management Letter on Internal Controls

Management should effect prompt correction of deficiencies noted in the external
CPA's management letter on internal controls. Responsiveness to external auditor notifica-
tions of internal control weaknesses can provide important insight to management's overall
commitment to maintaining effective internal controls. For example:

o if the contractor's external auditors have reported any interna control weaknesses,
the status of the contractor's corrective action is an indication of management’s
responsiveness. The auditor needs to obtain the management letter to make this de-
termination.

o if there have been recent changes in external auditors, this may indicate a disagree-
ment on accounting or internal control issues.

5-308 Organizational Structure

a. The organizational structure provides the overall framework for planning, directing,
and controlling operations. The organizational structure should not be so simple that it
cannot adeguately monitor the enterprise's activities nor so complex that it inhibits the
necessary flow of information. Executives should fully understand their control responsi-
bilities and possess the requisite experience and levels of knowledge commensurate with
their positions.
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b. The form and nature of the organization should be well defined, including the as-
signment of management functions, reporting relationships, and authority and responsibili-
ty. For example, consider whether:

o the contractor maintains formal organization charts which clearly define lines of au-
thority and responsibility.

¢ responsibilities and expectations for the entity's business activities are communi-
cated to the executivesin charge of those activities.

o departments providing critical services (e.g., Information Services) report at a suffi-
ciently high organizational level to reasonably preclude undue influence from other
departments.

5-309 Assignment of Authority and Responsibility - Impact on Control Environment

a. The assignment of responsibility, delegation of authority, and establishment of re-
lated policies should provide a basis for accountability and control, and set forth individu-
als respectiveroles.

b. Written policies and procedures should adequately address assignment of
responsibility and delegation of authority to deal with organizational and departmental
goals and objectives, regulatory requirements, and information systems and
authorizations for changes to these systems. For example, consider whether:

¢ authority and responsibility are assigned to employees throughout the entity.

o responsibility for decisionsis related to assignment of authority and responsibility.

o proper information is considered in determining the level of authority and scope of
responsibility assigned to an individual.

5-310 Financial Capability

Management should periodically evaluate financial resource reguirements to ensure
that they are adeguate to perform on Government contracts. Contractors who fail to prop-
erly manage their financial resources subject the Government to increased risk that con-
tract performance will be adversely affected. Additionally, financial weakness can provide
pressure or incentive to commit fraud. The audit of the contractor's financial capability is
discussed in 14-300.

5-310.1 Policies and Procedures

Written policies and procedures should require regular evaluations of financial condi-
tions in order to anticipate and avoid adverse conditions. Adverse financial conditions can
have a significant impact on the contractor's ability to perform on Government contracts.
Therefore, the contractor should regularly assess its financial condition and take steps to
avoid potential problems. The auditor’s assessment of financial capability should include
an evaluation of management’ s self-assessment (see 14-304).

5-310.2 Assessment of Accounts Receivable/Payable

The contractor should conduct periodic assessments of accounts payable and accounts
receivable including analysis of accounts payable aging and the collectability of accounts
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receivable. Effective cash flow analysis is dependent upon the proper assessment of cash
inflows (accounts receivable) and cash outflow (accounts payable). The contractor should
prepare detailed assessment of both the debit and credit balances for each of these ac-
counts on aregular basis to ensure that cash flow projections are based on sound financia
information.

5-310.3 Debt Payment

The contractor should conduct periodic assessments to ensure that it is meeting debt
payment schedules and is in compliance with other loan covenants. Failure to meet debt
repayment schedules can have a negative impact on the contractor's ability to perform on
Government contracts. Therefore, it isimportant that the contractor periodically assess the
status of its debt repayment efforts to ensure that they are adequate.

5-310.4 Cash Flow Projections

The contractor should regularly perform short and long term cash flow projections.
The contractor should assess both current and future financial conditionsin order to ensure
that adequate financial resources are available to support the performance of Government
contracts. For example, the auditor should consider whether:

¢ the contractor prepares cash flow analyses for current and future periods to ensure
that adequate resources are available to meet current and projected cash flow re-
quirements.

o the contractor establishes formal plans to meet anticipated cash flow deficiencies.

5-311 Accounting System (Control Environment)

The contractor's accounting system consists of methods and records established to
identify, assemble, analyze, classify, record, and report an entity's transactions and to
maintain accountability for the related assets and liabilities. The accounting system
should be well-designed to provide reliable accounting data and prevent misstatements
that would otherwise occur.

5-311.1 System Description

The contractor should establish and maintain a written description of its accounting sys-
tem which clearly identifies the methods and records established to identify, assemble,
analyze, classify, record, and report an entity's transactions and to maintain accountability
for the related assets and liabilities. For example, consider whether the contractor:

e maintains a current, accurate, and complete chart of accounts.

o has flow charts, narrative descriptions, or other explanations of how information is
processed through the accounting system from initiation of transactions to report-
ing of the transactions in the financial records. This should include identification
and purpose of al transactions, schedules, tables, files, overrides, and reports gen-
erated and processed by the system.
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¢ has a system that is fully or partially automated. If automated, the description
should include the IT aspects of the accounting system transaction flow, including
datainput, data processing, and data outpuit.

¢ has clearly identified personnel responsible for preparing, reviewing, modifying,
and approving accounting transactions.

5-311.2 Disclosure of Cost Accounting Practices

The contractor should establish and maintain a current, accurate, and complete descrip-
tion of all cost accounting practices which impact Government contracts. Normally con-
tractors who have approved CAS disclosure statements have complied with this require-
ment. Contractors should establish policies and procedures to ensure that disclosed cost
accounting practices are current, accurate, and complete. In addition, the contractor should
have policies and procedures to ensure that al changes in cost accounting practices are
properly disclosed to the Government along with the related cost impact.

5-311.3 Management Inter vention

Policies and procedures should provide guidance on the situations and frequency of
management intervention in the collection, processing, and reporting of accounting data
and transactions, and the types of approvals and documentation required. For example,
consider whether:

e management has provided guidance on the situations and frequency with which in-
tervention may be needed;

e management intervention is controlled, well documented, and explained appro-
priately; and

e deviations from established policies are investigated and documented.

5-312 Overall Accounting Controls - Information Technology System Internal
Controals

a. Where information technology is used in significant financial applications, control
activities are sometimes defined by classifying them into two types, IT general controls or
IT application controls. Whether the control activities are classified by the auditor as gen-
eral or applications controls, the objectives of control activities remain the same, to pro-
vide reasonable, but not necessarily absolute, assurance that assets are safeguarded from
unauthorized use or disposition and that financial and cost records are sufficiently reliable
to permit the preparation of financial statements and cost representations.

b. The auditor should audit the IT general controls and the Accounting System applica-
tion controls to determine if they have been designed according to management direction,
GAAP, and applicable Government regulations and that internal controls are operating
effectively to provide reliability of and security over the data processed.

c. Genera controls are comprised of:

(1) organization and operational controls,

(2) systems development and documentation controls,
(3) hardware and systems software controls, and

(4) data and procedura controls.
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(See 5-400 for amore detailed explanation of general internal controls.)

d. Accounting System application control activities are applied to the input, processing,
and output phases of this single IT application. In contrast, IT general controls affect all
system applications and operational elements of al IT systems. Separate control activities
are developed for each unique application system, such as billing, purchasing, and in this
instance, general accounting. Although some application control activities affect only one
or just a few control objectives, most of the control activities are designed to prevent or
detect several types of errors in most or al phases of the application. (See 5-1400 for a
more detailed explanation of application internal controls.)

5-313 Internal Control Reporting
The auditor should follow the guidance in 5-110, 10-200 and 10-400 for reporting on

compliance with laws and regulations and on interna controls relative to the contractor's
accounting and management systems.
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5-400 Section 4 --- Audit of Information Technology General System Controls
5-401 Introduction

a. Refer to 5-101 for the auditor's fundamental requirements on obtaining and docu-
menting an understanding of a contractor's internal control and assessing control risk.

b. This section provides guidance for auditing general IT internal controls applicable
to centralized Information Technology (IT) operations, distributed processing environ-
ments, local/wide area networks (LAN/WAN), and client/server systems. The contrac-
tor's IT genera internal controls establish the control environment within which all
computerized accounting and management systems operate. See the IS Knowledge Base
available on DCAA’s Intranet for further guidance on auditing I T systems.

c. The guidance should be applied selectively, giving consideration to the unique
aspects of the in-place data processing system and areas judged to be relatively high
risk.

5-402 Background Information

a. IT genera interna controls are comprised of the following elements:
(1) organization and operational controls
(2) systems development and documentation controls
(3) hardware and systems software controls
(4) access controls
(5) data and procedural controls
These controls help ensure that the contractor’s transactions are valid, properly autho-
rized, and completely and accurately processed.

b. Weaknesses in IT general internal controls often have pervasive effects on con-
tractor overall accounting operations. When IT general internal controls are weak or
absent, the auditor must consider the effect of these control deficiencies in the evalua-
tion of IT application/functional controls. These types of internal controls apply to spe-
cific applications or functions such as the purchasing system or labor reporting systems.
For example, internal controls should require proper authorization of source documents
such as purchase orders or labor data recording prior to input to the IT system.

c. IT general internal controls could vary significantly between contractor locations.
Size of the contractor is a major factor influencing the level of general internal controls
the auditor may find installed. Larger contractors will generally have more extensive
interna controls in operation than smaller contractors. The auditor must be prepared to
assess the level of compensating controls at smaller contractor sites since it is expected
that optimum control activities will not be in effect.

d. Larger contractors generally have most general internal controls in-place. Howev-
er, large contractors having geographically dispersed locations may exhibit adequately
documented internal controls, but may not consistently enforce the controls throughout
the dispersed environment.

e. Contractors may not dedicate a data center to service the IT requirements of a
single location. Sizable contractors may have a data center supporting a single location,
or a centralized data center that services several geographically dispersed company lo-
cations. Some contractors may use an outside commercial data processing service in-
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stead of maintaining their own data center. The auditor must determine the extent of the
contractor's I T resources when planning and defining the scope of the audit.

5-403 General Audit Policy

a. Refer to 5-103 for DCAA's general audit policy for the audit of contractor ac-
counting and management systems and related internal contrals.

b. IT general interna controls meet the definitions of "record" and "data" contained
in FAR 52.215-2, Audit and Records - Negotiation, and FAR 52.214-26, Audit and
Records - Sealed Bidding. The applicability of these FAR sections is agreed to by con-
tractors when submitting price proposals and executing contracts with DoD compo-
nents. These contract clauses give the auditor the right of access to contractor records,
including IT internal control data, after contract award. Refer to 1-504, Access to
Records of Contractor, and 1-505, Other Access to Records Issues - Transfer of Records
from Hard Copy to Computer Medium.

5-404 Audit Objectives

The purpose of this audit is to evaluate the adequacy of and the contractor's com-
pliance with the IT system's internal controls. Refer to 5-104 for DCAA's primary ob-
jectives for auditing the contractor's accounting and management systems.

5-405 Scope of Audit

a. While the nature and extent of audit effort depends upon contractor size, amount
of Government business, and audit risk (materiality and sensitivity), the audit scope
should be consistent with the guidance in 5-105.

b. The auditor should consider any IT related outstanding deficiencies identified in
other accounting and management system audits. The nature of such deficiencies may
affect the scope of the IT general control audit. For example, a labor reporting system
deficiency involving application software changes to the labor system may affect the
current audit of software modification procedures and controls.

c. The following sections contain general guidance for the evaluation of general IT
controls. This guidance gives the auditor a framework for the audit. However, this guid-
ance is not a substitute for professional judgment. The auditor should adapt this guid-
ance to fit individual audit circumstances.

5-406 I nformation Technology Environments

The term Information Technology (IT) encompasses all forms of computer technolo-
gy used to create, store, exchange, and use information in its various forms. With refer-
ence to computers, the term environment refers to the combination of hardware and
software used in the information systems processing activity. Over the past two decades,
there have been considerable changes in the IT environments not only in terms of hard-
ware and software platforms, but also the methodologies employed to support the busi-
ness activities of an organization. We have seen a gradual evolution from the centralized
data processing operations to a widely dispersed distributed processing environment.
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These technological changes greatly impact the role of the auditor in evaluating the con-
tractor’s operations and the risks associated with the processing of contract cost data.

5-406.1 Centralized Data Processing Oper ations

“Centrally organized data processing” implies that most, if not all, aspects of an enti-
ty’s data processing operation are geographically centralized. All of the organization’s
applications and user data resides on mainframe computer equipment housed in a cen-
tralized computer facility and maintained by a centralized support staff. Perhaps the
primary advantage to this organizational structure from the auditor’s perspective is the
centralized control over the hardware and software as well as the data being processed.

5-406.2 Decentralized versus Distributed Operations

a. A decentralized information systems processing facility usually maintains a home
office (control hub) computer, but disperses many data processing activities throughout
the company. Remote locations in a decentralized facility possess independent processing
capabilities through separate computing facilities. A distributed facility is a variation of a
decentralized facility. The primary distinction between a decentralized and distributed
operation is networking and data communications. In a decentralized system, each remote
facility may periodically communicate with other sites. However, in a distributed network,
each remote facility, while possessing autonomous processing capability, represents an
integral part of an overall data communication and information network. Data communica-
tions among the sites is an ongoing and essential element of the network rather than a pe-
riodic, ad hoc routine. A distributed data network is atightly bound facility.

b. Centralized and distributed facilities are configured using central computers, local area
networks (LANS), wide area networks (WANS), and stand-al one microcomputers. Decentra-
lized or distributed operations, if applicable, are normally an organizational element of the IT
Department and are subject to the same audit procedures applied to centralized data center
systems. The auditor should evaluate policies, practices, and procedures addressing LAN and
WAN operations, including data control, data security, and data communication. The auditor
should also determine the distributed system's configuration and the hardware and software
in service. Due to the many electronic devices involved, the transmission of information
between distributed nodes (or sites) presents a greater risk to data security and integrity than
is experienced in a centralized data center. Accordingly, the auditor should be particularly
attentive to the distributed database and data communication operations. In some instances,
the auditor may have to obtain regional technical assistance.

5-406.3 Client/Server Computing

a. Client/server architecture provides the benefits of centralized and distributed
processing to the end user. The evolution of client/server technology was due in large part
to the significant reduction in the cost of computing resources aong with the need to be
more responsive to changing customer requirements. This new technology facilitates the
seamless integration of personal computers (PCs) with host systems. This permits organi-
zations to be more responsive to their customers, but still maintain the security and integri-
ty to manage their business effectively.
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b. Client/server computing has two basic components, a client and a server. A client is
comprised of a PC or a workstation, that is used to access network applications and re-
sources. A server is a dedicated computer that is physically attached to a network that
provides electronic access to databases, e-mail, printing, FAX’s, communications, and
other services. Clients are typically PCs, but a client can also be a midrange or a main-
frame computer. Servers are typically midrange or mainframe computers, however, a
server could be another PC attached to the network. Client/server networks allow specific
computers to be identified as servers, and to provide one or more services to other com-
puters within a network. Client/server networks can have designated computers for file
serving, database serving, application serving, and communications serving. Each of these
servers are dedicated devices that provide a specific service to all authorized users operat-
ing within a network. Servers can also direct that a portion of the data processing be ac-
complished on each user PC or on a centralized server.

c. The following are among the more significant advantages of processing data in a
client/server environment:

(1) Allows access to data and resources.

(2) Increases organizational flexibility.

(3) Processing of data can be done either locally or at a central location.
(4) Provides faster access to information.

(5) Data can reside where best suited.

(6) Users can have a greater role in systems design and devel opment.

d. Another way to describe the client/server architecture is to view it as a model for a
relationship between two computer programs in which one program, the client, makes a
service request from another program, the server, which fulfills the request. Although
the client/server model can be used by programs within a single computer, it is more
commonly used in a network where computing function and data can more efficiently
be distributed among many client and server programs at different network locations.

e. In evauating the integrity, reliability and accuracy of data processed in a
client/server environment, the auditor should view it from two different perspectives:

(1) the environment audit (general internal controls) and

(2) the application approach.
In an environment audit, primary audit consideration centers around key elements that
make up the environment. These include the operating system, database management sys-
tem, network components, program libraries, and change control. In the application ap-
proach, the auditor should evaluate the adequacy of critical control points associated with
the user interface, user authentication process, menu level authority and file level access.

5-406.4 End-User Computing

a. The trend in IT has gradualy evolved from performing all computerized data
processing in a centralized environment to empowering users to perform much of their
activity at their workstation or personal computer. End-user computing is where the end
user develops, maintains, and processes computer-based information to meet their needs.

b. The primary audit objectives to be considered by the auditor in evaluating the per-
sonal computer (PC) or microcomputer environment include:

(1) Evaluating the adequacy and completeness of PC related policies and proce-
dures.
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(2) Determining whether physical security controls over PCs are adequate.

(3) Evaluating the adequacy and completeness of logical (system and data) security
controls.

(4) Evauating the adequacy and completeness of system and data integrity con-
trols.

(5) Evaluating the adequacy and completeness of application system controls.

(6) Determining the adequacy of micro to host computer link controls.

5-406.5 Commer cial-Off-The-Shelf (COTS) Software

a. COTS software are commercially developed IT systems applications that Govern-
ment contractors can acquire and adapt to their various enterprises. In evaluating COTS
software internal controls, the primary audit objective should be to ensure the contractor’s
software acquisition procedures conform to accepted system development standards. As
with in-house developed applications, the audit procedures should include evaluating the
adequacy of system controls, audit trails, and security features incorporated within the
COTS application system.

b. A common term used in the COTS environment is ERP (Enterprise Resource Plan-
ning). ERP is an industry identifier for the broad set of activities supported by multi-
module application software that help an organization manage specific aspects of its busi-
ness, including product planning, parts purchasing, maintaining inventories, interacting
with suppliers, providing customer service, and tracking orders.

c. Audit considerations relative to various components/modules of the contractor’s ERP
environment are addressed in the respective application system audits.

5-406.6 Relational Database M anagement Systems (RDBM S)

a. An RDBMS is a program used to create, update, and administer a relational
database. A relational database is a collection of data items organized as a part of
formally described tables from which data can be accessed or reassembled in many
different ways without having to reorganize the database tables. In addition to being
relatively easy to create and access, arelational database has the important advantage of
being easy to extend. After the original database is constructed, a new data category can
be added to the database structure without requiring all existing applications be
modified.

b. An RDBMS takes Structured Query Language (SQL) statements, either entered by
a user or contained in a system application program, and creates, updates, or provides
access to the database.

c. Audit considerations in the database management environment center around sev-
eral facets of the organization, including; database administration functions, database
access, database management system functions, data communications, and database
applications.

5-406.7 Enter prise Resour ce Planning Systems
Enterprise Resource Planning (ERP) systems are Information Technology systems that

include broad functionality and a high degree of functional integration. They integrate
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company-wide information that can cover virtualy all functional areas (e.g., purchasing,
manufacturing, inventory, sales, accounting, human resources, etc.). These systems are
generaly comprised of commercial off-the-shelf (COTS) multi-module application soft-
ware, specifically designed to operate in client/server data processing environments. ERP
systems are designed to share common databases and are usually accessible by many con-
tractor employees performing a wide variety of tasks. ERP systems use best business prac-
tices that are designed into the software to organize businesses along process lines as op-
posed to functiona lines. This process orientation allows the business to focus on
streamlining and improving its processes (see aso C-105.7).

a. Auditors should determine how the audit coverage will be affected by the ERP sys-
tem implementation. For example:

(1) Determine the overall scope and schedule of any ERP system implementations.

(2) Obtain an understanding of the differences between the contractor’s current data
processing environment and the data processing environment to which the contractor is
converting.

(3) Identify the specific ERP software and its version or release the contractor in-
tends to implement; e.g., SAP R/3, PeopleSoft, BaaN, or any of the severa other available
ERP systems. Generally, more recent releases and the implementation of aerospace and
defense (A&D) specific products will more fully comply with Government regulations.
Auditors should determine whether the contractor is implementing the latest version of
whatever vendor’ s product the contractor is using.

(4) Determine the impact the ERP system will have on the contractor’ s accounting
and management systems’ internal controls and how the contractor intends to ensure the
adequacy of the new system’ sinternal controls.

(5) Determine if costs and cost reductions have been identified and are incorporated
into forward pricing rates. Potential cost reductions may include but are not limited to the
following:

¢ reduction or elimination of legacy systems,
e reduction in labor costs,

e reduction in inventory levels, and

e improved reporting processes.

(6) Determine what access to the system is required to perform the various audits
most efficiently and effectively. Auditor read-only on-line user access to the new system is
expected along with the ability to apply computer assisted audit techniques that extract
datainto externa files for more complex analysis. This access is well-founded in regulato-
ry requirements, which provide for auditor access to contractor books, records, documents,
and other evidence and accounting procedures and practices, regardless of form (see 1-
504.4). Auditors should also take advantage of any contractor-provided training for system
end-users.

(7) Identify what additional hardware and software, if any, will be required to inter-
face with the new ERP system.

(8) Assess the contractor’s procedures for determining whether ERP implementa-
tion results in any cost accounting changes, disclosure statement changes, and/or cost im-
pacts.

(9) Evaluate data conversion from the legacy system to the ERP system to ensure
the integrity of the data entering the new system. Data conversion is generally a major
project with the potential for significant errors. Contractors usualy do not run their old
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non-ERP system in parallel with the new ERP system modules. However, an ERP system
has many individual modules and each module may be implemented in a time-phased
manner. For example, general ledger, cost ledger, and personnel modules could all be im-
plemented at different times. Therefore, the auditor’s early involvement in a single, or
multi-phased, data conversion process is essential in order to ensure the integrity of the
contractor’s reconciliation of data between the old and new systems. The auditor should
ensure that the contractor maintains ending legacy system balances in an electronic format
reconcilable to beginning ERP system balances. The data must be reconcilable both to
detail amount and to allocation to final cost objectives. It is also critica that the auditor
ensures that the contractor maintains data conversion information at the necessary level of
detail. For example, depending on the type of contract funding, data reconciliation at the
contract level, CLIN level or some other lower level of detail, may be required to meet
regulatory requirements and contract terms. Fourth generation software, such as SAS, can
be employed to facilitate the auditor’ s review of the contractor’s data conversion process.

b. The current functional, risk-based auditing approach inherent in DCAA’s ten
Internal Control System Reviews (ICSRs) is equaly applicable to ERP systems. At
contractors implementing ERP systems, the planning and timing of internal control audits
should be concurrent with ERP system implementation.

c. Treatment of ERP system costs. See 7-105, Accounting for Costs Related to ERP
Systems.

5-407 Independent M anagement Reviews

a. Most organizations are subject to dynamic change, therefore, the internal controls
should include the requirement for periodic independent management review. Typicaly,
these reviews are performed by the internal audit function or external auditors engaged by
the organization. Internal or external auditors should possess sufficient technical compe-
tence, independence, and authority to conduct objective audits of IT interna controls, and
submit reports on findings and recommendations for improvement in al functional areas
of the organization's information services environment. A consequence of these audits is
the obvious requirement for follow-up and resolution of identified deficiencies. Refer to
Chapter 4-1000, Relying upon the Work of Others, for additional guidance.

b. Many factors, including changes in computer center equipment, systems software,
information systems personnel, user requirements, and the general business environment
can weaken established internal controls. However, changes in the same elements can also
strengthen internal controls and eliminate the necessity for some redundant controls and
their associated cost. Periodic management reviews should be designed to identify any
new requirements and to eliminate redundant controls. These reviews should be scheduled
on arecurring basis.

c. In addition to independent management reviews, the quality of the services per-
formed by a contractor's IT Department should be ensured by the establishment of a sepa-
rate function within the department devoted to maintaining established standards of quali-
ty. Quality policies, practices, and procedures should be available and should clearly
define the responsibilities of the quality function. Moreover, review plans, schedules, and
measurements should be developed, standardized, and maintained by the quality function
to establish criteria for the guidance of assigned personnel. Reports on the results of quali-
ty reviews should be prepared and submitted to user management and IT management.
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5-408 Organization

The effectiveness of most internal control activities is dependent on the actions of per-
sonnel responsible for implementation of the controls. An organization's structure is a
significant control factor. A basic accounting internal control is the segregation of duties
among those who:

(2) initiate and authorize transactions
(2) have custody of the asset acquired
(3) record accountability for the asset

Assigning different people the responsibilities of authorizing transactions, recording
transactions, and maintaining custody of assets is intended to reduce the opportunities to
allow any person to be in a position to both perpetrate and cancel errors or irregularities.
This concept of segregation of duties is universal and must be maintained in order to
achieve satisfactory internal control. The data processing function is subject to the same
internal control criteria, both as an organizational element and as a functional department.

5-408.1 Independent Structure

a. Organizational and administrative controls are essential operational elements of
most enterprises. The nature and extent of these controls depend on such factors as corpo-
rate culture, strategic importance of departments or divisions, legal requirements, assets
employed, and a variety of other influences. Traditional organizational structures are
based on the separation of functions by establishing independent departments reporting to
senior officias or directors. For example, the finance department and the accounting de-
partment are typically independent, equal entities reporting to different officials. This or-
ganizational independence is viewed as a mechanism to prevent or minimize the opportu-
nity for the perpetration and conceament of material irregularities and serves as a
crosscheck to disclose potentia errors. In this traditional organizational structure, each
department usually accomplished its own clerical and data processing activities. However,
with the advent of centralized data processing centers, many of the traditional departmen-
tal data processing activities were transferred to a separate centralized functional and or-
ganizational entity, the IT Department.

b. Centralization of data processing activities resulted in the concentration of many
systems processing steps into one department. The concentration of traditional account-
ing data along with operating data is still a common practice in today’ s network compu-
ting environment. Such concentration is referred to as integration, in which related ele-
ments of different data processing activities are combined into common and coordinated
procedures and a logical workflow. Integration assists in the preparation of desired ma-
nagerial reports from a single record of each business transaction, and all transactions
are processed in a unified system. The centralization of data processing into one de-
partment emphasizes the importance of proper control of the data processing center it-
self.

c. The IT Department should be positioned in the organizational structure to enable it
to meet established overall objectives and to ensure operational independence from user
departments. Therefore, the contractor should be able to demonstrate that the IT Depart-
ment is not subjected to undue influence from other departments having the authority to
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initiate or authorize transactions. The IT function should be positioned within the organi-
zation at a level sufficiently high to ensure that its independence is not compromised. At
small contractors, the IT Department might not report directly to senior management. In
this situation, the contractor should be able to demonstrate that the level of management
involved is sufficient to preclude the perpetration and concealment of material errors and
misstatements.

d. The contractor should be able to show that the IT Department exercises adequate
control over the data processed, and that they do not:

(2) initiate data for input
(2) have custody of or control non-IT assets
(3) have the authority to originate master file changes

The IT function should not correct errors unless the errors are generated as a result of
information technology and they should also be prohibited from initiating or authorizing
transactions.

e. Although the centralization of data processing activities still exists in current envi-
ronments, many large and small enterprises are moving (distributing) their applications
and data to where they can operate most efficiently in the enterprise, to some mix of desk-
top workstations, local area network servers, wide area network servers and Web servers.
With each technological advance comes inherent organizational changes that may impact
internal control within the enterprise. The auditor must give proper consideration to the
network computing environment and the overall impact it has on assessment of internal
controls over the processing of contract cost data.

5-408.2 Segregation of Duties

a. Just as there should be organizational independence between functions, there
should also be independence or segregation of functions or duties within the IT Depart-
ment. Management should provide for a segregation of incompatible duties within the
IT Department. Examples of incompatible duties include:

(1) systems development and computer operations
(2) computer operations and data control
(3) database administration and systems devel opment

b. Application development personnel having control over changes made to applica-
tion systems and their eventual implementation, should not have access to the computer
resources which process those systems. These type controls help prevent the introduc-
tion of unauthorized changes to the system. Likewise, computer center operations per-
sonnel who actually operate the computer system hardware should not have access to
application systems libraries. This type control helps prevent unauthorized changes
from being made to application software. Most large corporations employ some type of
database management system (DBMS) directed by an administrator responsible for the
control of database elements introduced into the system. Database administrators (DBA)
should not have access to application systems that access and process the data in the
system. Segregation of duties:

(1) provides an effective cross-check of the accuracy and propriety of changes in-
troduced into the systems

(2) reduces the opportunity for computer operations personnel to implement revi-
sions without prior approval and checking
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(3) minimizes access to the equipment by non-operating personnel and other people
who have knowledge of the system

(4) improves efficiency because the capabilities, training, and skills required in
carrying out these activities differ greatly

c. The contractor should be able to show through IT Department organization charts

and position descriptions that duties and responsibilities are adequately segregated. Small
contractors may have organizational structures where some incompatible duties and re-
sponsibilities may occur. The contractor may be able to demonstrate the existence of com-
pensating controls that mitigate these problems. For example, data processing functions
might be under the cognizance of the finance department. Under these circumstances, the
contractor should ensure that adequate controls are installed which will preclude undue
influence on data processing operations.

5-409 Softwar e Acquisition, Development and M odification

a. Information technology has substantially reduced the time available for reviewing
transactions before the transactions are entered into an organization's records. Consequent-
ly, in poorly controlled systems, the opportunity for detecting transaction errors before
they have an impact on operations may be reduced, especially in the case of real-time and
database systems where records are subject to immediate update. To help provide reason-
able assurance that software systems contain adequate controls and security, organizations
should employ a standardized methodology when acquiring, developing, and modifying
either systems software or applications software. The goal of this methodology should be
to achieve:

(1) system effectiveness

(2) economy and efficiency

(3) dataintegrity

(4) resource safeguarding

(5) compliance with laws and regulations

b. The methodology to effect software acquisition and/or development can vary signif-

icantly among contractors and is influenced by many factors such as:
(1) size
(2) type of business
(3) organizational structure
(4) current business environment

c. Senior management should issue a written policy statement establishing a standard
System Development Life Cycle (SDLC) methodology as a means for structuring and con-
trolling the process of acquiring, developing, and maintaining systems and application soft-
ware. The SDLC methodology should include the following controls:

(2) definition of requirement

(2) participation of appropriate personnel
(3) software documentation

(4) vaidation, verification and testing
(5) final management approval

d. Software development begins when the need for an automated solution to a problem
is identified and validated. Definition of requirements produces the functional require-
ments and begins the detailed planning for the development of an operable system. It is
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critical that internal control and specific security requirements be identified during this
process. Requirements definition should include:

(2) internal audit plan

(2) project plan

(3) functiona requirements document

(4) functiona security and internal control requirements document

(5) data requirements document

(6) description of sensitive and critical data

e. It is good practice to require participation of cognizant personnel in the development
process to provide reasonable assurance that internal controls, security, user, and organize-
tional requirements are addressed. Participants should include:

(1) IT management

(2) systems security officer

(3) internal auditors

(4) users

(5) quality assurance personnel.

f. The development methodology should incorporate standards for systems, program,
and user documentation. Good documentation policies and procedures facilitate pro-
gram modifications, staff training, and establish a starting point for a review of control
activities. System documentation should include a description of the system, information
flow, various programs required, interrelationship with other systems, computing re-
sources required, and operating environment. In addition to narrative, the documentation
should include flowcharts depicting system operation. Program documentation should
include a detailed narrative explaining the objective of the program. It should contain de-
tailed narratives and flowcharts of the processes incorporated into the program to accom-
plish data processing objectives.

g. An effective validation, verification, and test plan is an essential part of any
development and program change methodology. It helps maintain the integrity of the
applications by assuring that only authorized modifications, revisions, or changes are
made. The plan must provide for the testing of software, including detailed program
specifications, data set descriptions, internal controls, security specifications, and
procedures for all tests, as well as data reduction and evaluation criteria. Results of
the test should be well documented and reflect any corrective actions taken as a result
of the test. The decision to implement a system without exercising a well-designed
test plan presents serious risks to system integrity, reliability, and organizational op-
erations.

h. Signed approvals should be obtained from the requestor, users, quality function, and
IT management, prior to putting into production new or modified system software or ap-
plications software. This procedure establishes accountability for system results and pro-
vides an incentive to properly test and validate a system prior to implementation.

i. The contractor should be able to explain whether SDLC methodologies are em-
ployed for software acquisition, development, or modification and should also provide
policies and procedures that govern SDLC implementation. Reviewing at least one
completed or in-process project processed under the SDLC methodology may test the
adequacy of SDLC implementation and compliance.
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5-409.1 I n-House Softwar e Development

a. “In-house software development” refers to those programming applications that are
developed, supported, and maintained by the applications programming staff of an IT or-
ganization.

b. When evauating in-house developed applications, an important audit procedure is
the review of an organization's systems development life cycle procedures to determine
adherence to generally accepted system development standards. The primary goa of the
contractor’s I'T organization should be to develop a usable, securable, auditable, maintain-
able, and controllable application system that produces consistent results to satisfy user
requirements.

5-409.2 Softwar e M odifications

Software modification activity should be adequately controlled to ensure that modifica-
tions, revisions, or changes to operational application systems are made only as autho-
rized, within a controlled and secured environment. At a minimum, the following guide-
lines should be in place to ensure adherence to management’ s stated objectives:

(1) A standard maintenance policy should be established regarding application
software modifications.

(2) Users should actively participate in software change or modification activities.

(3) Each system/software revision or change should be supported by a ‘ Request
for Change’ form with proper management and user approvals.

(4) Adequate systems analysis and detailed design and/or written software speci-
fications should exist to support each system/software revision or change.

(5) There should be evidence of adequate testing and updating of applicable docu-
mentation to support each system/software revision or change.

(6) A clearly identifiable and traceable audit trail should be available for each soft-
ware change or modification.

(7) There should be evidence of user sign-off or other written approvals before
software changes are moved into production status. The approvals should be per-
formed by an individual that is independent but yet knowledgeable of the process.

5-410 IT Computer Operations

Computer operations should provide reasonable assurance of the integrity of all ac-
tivities impacting the physical operation of the computer and al peripheral components.
Such activities may include system initiation, operator interaction, help desk assistance,
print operations, and identification and correction of hardware and system software
problems. As a minimum, controls should be established over:

(1) system documentation

(2) recording of transactions

(3) hardware and software changes

(4) hardware and software maintenance
(5) operational procedures

(6) telecommunications
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5-410.1 System Documentation

a. Each major application system should be documented in a unique operations and
maintenance manual. The manual should be available for use in all software testing and
accessible by all appropriate operations personnel. To help provide reasonable assur-
ance of the proper processing of the relevant application system, the manual should
include:

(2) software function and hardware requirements

(2) interactive system operation, database involvement

(3) explanation of console messages, user screens queries, and related responses

(4) proper identification of output file labels for removable media, such as magnetic
tape

(5) appropriate restart or notification procedures for error or failure conditions

(6) checkpoint controls for proper run-to-run control of program operation

(7) list of all reports generated by various run options for the system

b. The contractor should be asked to demonstrate that documentation on all system
software is current and accessible only to appropriate system software personnel as-
signed to install and maintain the operating system and other system level software.
Contractor data centers may be using on-line operations documentation in lieu of hard
copy user manuals. Policies and procedures governing the creation and use of on-line
operations documentation should be available.

5-410.2 Recor ding of Transactions

Manual and/or automated recording and reporting of systems processing activities
are essential for safeguarding the integrity of the data processed. These reports, or sys-
tem logs, provide audit trails for several functions, including system security, data
backup/recovery, and general problem resolution. Examples of where system log entries
provide operational assistance include;

(1) update and recovery of databases and datafiles

(2) system accesses

(3) computer performance

(4) hardware/software failures

(5) corrective actions
System logs are extremely important and should be implemented at any data center,
regardless of the size of the data center.

a. Access Logs may consist of records of physical access to data processing areas and
equipment, or records identifying a system user’s logical access to some application or
communication network. The contractor should demonstrate that access logs are retained
for areasonable period and that they are periodically reviewed for compliance with estab-
lished policies and procedures.

(1) Physical access logs are normally contractor maintained manual records that
record visitor access to the data center or employee access at times other than normal
working hours. Physical access logs can be automated depending on the type of access
control system employed. For example, encoded identification badges could be elec-
tronically scanned and matched to alisting of authorized entrants. The authorized badge
holder would be allowed entry and the badge number would be recorded.
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(2) System access (logical) logs record, by User ID, all accesses to computer re-
sources or to the data communications network. System logs help in the detection of unau-
thorized attempts to access computer resources and data.

b. Transaction Logs are the audit trail of all changes made to data elements contained
in applications systems, including batch and interactive systems. These logs are normally
automated and are critical to data center backup and recovery operations. Transaction logs
should record:

(1) all additions, deletions, and changes to the application data elements

(2) the user making the changes

(3) the day/time the transaction was made
The logs provide the primary source of datarecovery if a system failure should occur. The
contractor should be able to show that application system documentation provides for
these audit trails and that the logs are fully operational. Documentation on system testing
prior to implementation should contain information on the operational test of these logs
for backup/recovery and identification of inadvertent transaction errors. The auditor
should request that data center personnel demonstrate the existence of these logs and pro-
vide documentation of their use during backup and recovery.

c. System Activity Logs record actua utilization of the hardware resources within the
data center. These logs would normally identify:

(1) the level of central processing unit (CPU) utilization

(2) direct access storage device (DASD) activity and utilization

(3) number of system users

(4) job activity

(5) other processing measurements needed to manage the performance and capac-
ity of the hardware resources
The logs are a primary means of identifying processing problems created by inadequate or
failing components. The contractor should be asked whether systems activity logs are be-
ing generated, since most operating systems provide an option to either not collect any
data or to collect only alimited amount. The auditor should also verify the retention period
for these logs. Normally, two to three months of systems activity data should be stored on
DASD for on-line access, with an additional twelve to eighteen months of data stored on
magnetic tape.

d. Maintenance Logs record all scheduled/preventive maintenance (PM) and correc-
tive/remedial maintenance (RM) performed on the hardware components installed in the data
center. PM provides reasonable assurance that required checks and procedures designed to
minimize hardware falures are accomplished. RM is performed when hardware failures
occur. RM logs are helpful in resolving recurring problems and identifying components re-
quiring replacements. The auditor should determine whether the contractor maintains the PM
and RM logs on atimely basis. The logs may be manually maintained or automated. The PM
log should reflect the hardware manufacturer's basic requirements for periodic maintenance.

e. Problem Logs are maintained by the data center to identify system and application
problems and to track the problems until corrected. The logs may be manually maintained
or automated. The contractor should be able to show that the log isin use and that all rec-
orded problems have been acted upon. At many contractors, problem logs are the respon-
sibility of the Help Desk function. Information systems (1S) problems or questions are
directed to the Help Desk from throughout the organization. Help Desk personnel are re-
sponsible for logging the call, identifying the problem, resolving the problem, and docu-
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menting the series of events. The Help Desk may transfer the issue to another resolution
source. The functions of the Help Desk should be documented in a standard procedure
approved by IT management and distributed to all IS users.

f. Software Change Logs provide a record of al installations of system level software and
applicable changes. They are an important part of change management and should be well
documented in the policies and procedures governing change control. The changes may be
vendor supplied or in-house changes required to customize the software to the contractor's
specia needs. The types of software involved would be operating systems, utilities, compi-
lers, database management systems (DBMS), and other non-application software products.
The logs may be manua or automated. The auditor should determine whether this type
record is maintained, and that it:

(2) contains al changes made to non-application software

(2) isaccurate

(3) iscurrent
There should be few in-house changes to operating system, utility, and computer software.
The auditor should obtain copies of the contractor's work orders to the systems software
developers to incorporate in-house changes in the next release of the system software.

5-410.3 Operational Procedures

a. Most computer hardware has the capability to detect and record hardware failures,
although some systems are not designed to take advantage of available controls. Failure to
utilize available hardware controls could result in significant processing errors. A number
of undetected minor errors can have a cumulative effect that could result in amajor system
or subsystem failure.

b. Active preventive maintenance (PM) and remedial maintenance (RM) programs
are necessary to keep data center equipment operational. The data center should main-
tain a current schedule of al PM to be performed as required by the equipment manu-
facturer and should ensure that the PM is completed as scheduled. Contracts should be
negotiated with equipment manufacturers or related equipment maintenance providers
to provide timely RM in the event of hardware failure. For example, response time for
making repair to hardware components that are critical to the continuity of operations,
should, on average, approximate no more than four hours.

. The auditor should determine whether the contractor has installed all vendor sup-
plied failure detection software and that operations personnel monitor the output on a rou-
tine basis. The auditor should evaluate the PM schedules and obtain contractor verification
that PM has been performed as scheduled. The contracts for RM should be evaluated on a
selective basis to ensure that maintenance responses are appropriate for critical hardware
components.

5-410.4 Telecommunications

a. Over the years, contractors have steadily migrated from the traditional batch
processing environment to an on-line access and processing environment. Although
batch processing remains an important element of most data center activity, an even
greater number of jobs are being submitted through on-line access procedures. The cur-
rent environment also supports significant database activity as a replacement to storage
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and retrieval of data from conventional sequential type data files. Database activity in-
cludes centralized database operations having many users accessing the same centra-
lized database. It also may include distributed operations where users are accessing only
their portion of the entire database which may reside at the mainframe data center or at a
local node (connection point) on the network. A network is a series of points or nodes
interconnected by communication paths. Networks can interconnect with other networks
and contain sub-networks.

b. During an audit, the auditor may encounter various network configurations in
use within the contractor’s telecommunications network. Common network technolo-
gies currently employed are the Internet, Intranet, Extranet, and Ethernet:

(1) The Internet is a cooperative public network of shared information that uses a
subset of the total resources of all the currently existing public telecommunications
networks. It is a worldwide “network of networks” that uses the TCP/IP (Transmission
Control Protocol/Internet Protocol) which is the universal protocol suite for Internet
communications. TCP manages the packaging of data into packets that get routed on
different paths over the Internet and reassembled at their destination. IP manages the
address of each data packet so that it is routed to the right destination.

(2) An Intranet is a network that is contained within an organization and services it
exclusively. It may consist of many interlinked LANs and may aso be linked to other
functional elements of the organization via a WAN (wide-area network). Some Intranets,
depending on their configuration, may be connected to the Internet through one or more
gateways.

(3) An Extranet is a collaborative network that uses Internet technology to link en-
terprises with their suppliers, customers, or other businesses that share common goals. An
Extranet can be viewed either as an element of afirm’s Intranet that is made accessible to
other companies or as a collaborative Internet connection with other groups.

(4) Ethernet is the most widely installed LAN technology. It is normally comprised
of anetwork of interconnected workstations that are sharing resources.

c. The on-line or distributed users may access mainframe and peripheral hardware
located in the data center through the contractor's or a commercially available tele-
communication network. The telecommunications network may be a direct connection
between the users and the data center or through other communication circuits, in-
cluding landlines, microwave transmitters, or dial-up connections. In general, tele-
communications circuits are vulnerable to access by unauthorized users; consequent-
ly, the effectiveness of the contractor's controls and management of the network
should be closely scrutinized.

d. In evaluating the various aspects of a telecommunications network, the auditor’s
attention should be directed at the internal controls over the financia data being
passed through the network rather than at the technica aspects of how the processes
take place. If necessary, technical assistance should be requested to supplement the
auditor’s knowledge and experience level. To adequately address the internal control
issues relative to the telecommunications network, the following audit objectives
should be considered:

(1) Evaluating controls over data communication messages and data communica-
tions software.

(2) Reviewing administrative procedures and the effectiveness of the configuration
management and network security functions.
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(3) Evaluating controls over system security software.

(4) Evaluating the adequacy of policies, procedures, and controls over electronic-
mail system.

(5) Determining the adequacy of security and integrity controls over local area net-
works (LANS).

(6) Assessing the adeguacy of network change procedures and controls.

e. The contractor should be asked to demonstrate that a network management or oth-
er designated group has the responsibility to manage and control telecommunications
resources. Standards for operation of the network should be published and distributed to
all designated network users. The auditor should verify with network management per-
sonnel that all sensitive data in the network have been identified and that adequate pre-
cautions have been implemented to protect this data. The network hardware and soft-
ware should be secured to minimize the possibility of unauthorized access to the
telecommunication network. See 5- 411 for additional information on auditing the phys-
ical and logical security requirements for protection of hardware, software, and data.

5-410.5 Uninterruptable Power Supply (UPS)

Larger contractor data centers will have UPS units installed to furnish auxiliary elec-
trical power in the event the normal power supply is disrupted. UPS configurations can
vary between a simple battery backup to facilitate orderly power down of the system, to
elaborate battery and motor-generator units that provide sufficient electrical power for
the system to continue full operation. The contractor should have documentation regard-
ing UPS operation and should demonstrate that the UPS is tested on a periodic basis.

5-411 Data Processing Security

a. Information is one of the most valuable resources an organization possesses. Access
to the computing resources that process this information should be limited to users having
a documented and authorized need for such access. Layers of physical and logical access
controls should be provided to protect the organization's computing resources against
damage, loss, or unauthorized use or modification.

b. Responsibility for assuring both the logical and physical security of the IT Depart-
ment assets and processed data should be assigned to a security administration function
that reports to senior management. The security administrator designee should have no
conflicting job responsibilities or other incompatible duties assigned which would reduce
the effectiveness of the position. For example, he or she should not perform systems or
applications programming functions, operate the mainframe, or perform data entry duties.
Where Security Administration is a part-time function, those duties should be performed
under an exclusive User ID and all activities under this User ID should be logged and reg-
ularly reviewed by an appropriate person in the IT Department. The auditor should deter-
mine whether the security administrator position has been established, is currently filled,
and that effective controls are in operation.
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5-411.1 Physical Security

a. Physical access controls help protect computer center resources from unauthorized
modification, theft, and/or destruction. Data centers should employ these controls to limit
physical access to computing resources to only individuals who have been authorized to
have such access. The auditor should request a demonstration by the contractor of all
physical controls to verify that established policies and procedures have been effected.

b. Facility Security - Physical access to computer resources should be restricted to per-
sonnel having an authorized need for the access. Access control can be obtained by mini-
mizing the number of entrances and exits at the site and by installing security devices re-
quiring keys, badges, cipher codes, or other means to impede and control entry into the
installation. Personnel access devices such as badges, cipher lock codes, and keys should
be changed or re-coded periodically, especially when employees who have had access to
the computer center are terminated. Positioning the computer center in a relatively inac-
cessible area helps provide physical security. External identification of the facility should
be limited to avoid bringing unwanted attention to the data processing department. 1T per-
sonnel should not be authorized access to al areas of the data center. For example, com-
puter operators should be restricted from data entry areas and systems programmers
should be restricted from accessing the operations area. The auditor should verify that
physical security has been provided for all computing resources including CPUs, peri-
pherals, and telecommunications hardware.

c. Personnd Authorization - A current list of personnel authorized physical access to the
installation should be maintained by the security administrator. Procedures should require
the notification of the IT Department when an employee is no longer authorized access to the
computer facility or other related resources. These procedures should aso require that autho-
rized visitors to the computer facility be escorted while in the restricted areas. The auditor
should verify that acurrent list of personnel authorized entry into the data center is available.
Also, alist of recently terminated or transferred employees could be obtained and compared
with the latest authorization list to ascertain the timeliness of the data center access revoca-
tion procedure.

d. Inventory - A current inventory of IT Department computer hardware and soft-
ware should be maintained outside the facility. The inventory could help facilitate the
replacement of computer processing egquipment following a disaster in which the data
center was damaged or destroyed.

e. Alternate Storage Facilities - Offsite storage facilities should be used to store backup
copies of critical data and program files. The contractor should ensure that procedures are
in effect for the identification of critical data, system, and application files, and that there
is a requirement for the routine backup and transportation of these files to an offsite sto-
rage facility.

f. Environmental Protection - In addition to the usual fire and safety precautions nor-
mally installed to protect computer hardware facilities, other specia equipment, devices,
or methods may be employed to further help protect sensitive computer hardware. For
example, fire suppression devices that use dry chemicals or gas, such as Halon, may be
installed. The auditor should obtain a description of the environmental safeguards availa-
ble at the site, and evaluate the applicable policies and procedures in effect to monitor
their operation.
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g. Monitoring - In addition to controlling physical access to the computer facility and
computing resources, continuous monitoring of personnel accessing the facility and re-
sources should be effected. A log of all visitors to the data center should be required. Con-
tractors may have automated security systems that require the use of magnetically encoded
badges to unlock doors and automatically log personnel entries and exits to the facility.

5-411.2 L ogical Security

Logical controls are encoded or embedded into systems and application software with
the objective of restricting or permitting access only to users who have been properly au-
thorized such access. Examples of logical controls are User IDs, and uniquely created
systems passwords.

a. Systems Software - System logical security is accomplished through the use of the
security features of the operating system or through the use of commercially acquired se-
curity software. In smaller data centers, the operating system security features may be the
only software security package in service. The security administrator should control access
to the computer system through the assignment of unique user identification codes. The
effectiveness of the policies and procedures which address the assignment of User IDs
should be reviewed. The security administrator should not assign user IDs unless specifi-
caly authorized by the appropriate management. Systems users should be required to pe-
riodically change their passwords. Procedures should require that employees, who are
terminated for any reason, have their access to system resources immediately revoked. All
User IDs should be re-certified on a periodic basis and system access revoked for current
employees whose job duties no longer require access to system resources. The auditor
should review IT policies and procedures to determine whether logical security options are
identified and in use. The auditor should verify that:

(1) system access cannot be effected without avalid User ID and password
(2) password input is masked

(3) passwords contain at |least six characters

(4) passwords are changed periodically

b. Application Software - User access should be restricted to those applications re-
quired to accomplish assigned duties. Application restriction is effected through operat-
ing system security or commercial security packages. Commercial security software
normally invokes automated rules that restrict system users' access to certain applica-
tions or database elements. These rules are usually established for certain classes of
users. For example, personnel involved in material inventory would not be permitted
access to financial data or programs used by payroll personnel, and vice versa. Security
system rules may be further profiled to restrict access to certain users within a class. For
example, a payroll clerk may not have the same user rights as the payroll supervisor.
Moreover, read only, write only, and read/write authorizations over selected datasets are
possible.

¢. The auditor should coordinate regional technical assistance, as necessary, to verify
that contractor acquired security software have been placed in operation and that appropri-
ate security rules have been invoked to protect all systems/application access/software
processed by the data center. Contractors have been found to install expensive logica
security packages and then not use the full security capabilities of the system. The overall
security administration function should be evaluated for adequacy, especialy at the user

DCAA Contract Audit Manual



552 August 30, 2012
5-411

level where access authorization for the various application is usually effected. Where
database management systems are used, a database administrator may be the authorizing
agent for assigning access levels to users. The auditor should verify that security personnel
who authorize/assign user access to systems, promptly revoke access when the user trans-
fersto afunction not needing the level of access authorized or is terminated.

d. Dia-Up Security - Computer systems having communications capabilities can be
accessed over common communication lines. This means that the physical security that
protected the computer may no longer be effective. Where the computer can be accessed
through a dial-up network (the CPU has a phone number), any telephone can theoretically
access the system. Once the computer is accessed from a remote location, logical security
should prevent unauthorized entry. Severa dial-up security techniques are used. Some
dia-up security systems call a subscriber back at a predetermined number; other tech-
niques involve synchronous and/or encrypted methodologies. The auditor should review
contractor procedures involving data center dial-up activity and determine whether dia-up
is properly controlled and monitored.

e. The security software in operation (i.e., commercia security software or the operat-
ing system security software) should log all system access attempts. This access logging
information should be used to generate violation and security activity reports which
should be monitored by the contractor to identify and resolve incidents involving unautho-
rized activity. The auditor should review the contractor's procedures for monitoring and
resolving reports of security violations and associated activities and verify that these pro-
cedures are being followed. The auditor should also determine that the contractor's records
of security violations are protected from inadvertent or intentional destruction. Repeated
failed access attempts should be identified, reported by the security system, and investi-
gated by security personnel to determine the cause. This could be an indication that some-
one is randomly entering User IDs or passwords in attempting to gain unauthorized access
to the system. The auditor should verify that User IDs that have not had activity for area-
sonable period are deleted and determine whether terminated employee User IDs are re-
voked in atimely manner.

f. The contractor should provide employee training in logical access to computer re-
sources. Unambiguous logical access procedures should be developed and provided to all
employees accessing computer resources. The auditor should verify that the contractor is
providing adequate staff training in this area.

g. Modern data centers often consist of several computer platforms (mainframes, local
area networks, workstations, and individual PCs) and a variety of security software and
application software. Generally, each software system has its own inherent security that
must be considered in order to assess the overall security level in effect within the data
center. Users can pass through several computer platforms and security software systems,
and possibly access more than one data center, during a single session. It is therefore im-
portant for the auditor to determine that security controls are in place over all operating
environments. Logical security systems should be in use for the mainframe and its re-
sources. The security software should also protect the communications network. Security
software should also be in use for interactive processing systems and for database man-
agement systems. The auditor should identify the security systems in use at a data center,
and the interaction among them, in order to verify that the contractor's data is being ade-
quately protected from unauthorized access.
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h. Application systems that are developed by the contractor or acquired commercially
should follow a sequence of migrations as part of the implementation strategy. Data are
first placed in a test environment. When testing is completed, the data are migrated to an
acceptance/training environment, and finally, to a production environment. Generally,
there will be a separate set of users and data for each environment. For example, in a data-
base management systems (DBMS) environment there would normally be separate operat-
ing copies of the software and data for each environment. The security should be more
restrictive as the application migrates from the testing to the production environments. The
auditor should determine whether the contractor has a software migration strategy which is
being used, and that security access levels for each environment have been granted based
on ademonstrated need.

i. In a telecommunications network environment, firewalls play an important role in
ensuring that an access control policy between two networks is enforced. A firewall is a
program that protects the resources of one network from users from other networks. For
example, an enterprise with an Intranet that allows its employees access to the outside
Internet, will want a firewall to prevent outsiders from gaining access to the enterprise’s
private data resources.

5-412 Data Processing Contingency Planning

Contractor policies and procedures should contain provisions for the continuation of 1T
operations in the event of a disaster or failure that renders the IT center inoperable. Con-
tingency (disaster recovery) plans should be in place for the backup and recovery of IT
department services in the event of unanticipated interruptions to IT operations. Contin-
gency planning can be critical to the resumption of operations in the event of a major
hardware or software failure for whatever reason. The plan should include:

(2) identification of critical processes and data

(2) provision for an aternate-processing site

(3) off-site storage of critical backup application programs, data and contingency
plans

(4) provisionsfor periodic testing of the plan.
The auditor should review the contractor's IT Disaster Recovery Plan to determine wheth-
er the plan reasonably addresses the actions to be taken in the event of a disaster and iden-
tifies personnel and their responsibilities in restoring data processing operations.

5-412.1 Critical Processes and Data

Contingency planning should provide for priorities in the establishment of the
processing of specific critical or sensitive application programs. Critical data processing
applications, operating systems, and data files need to be identified and placed on alist of
priorities for the establishment of services based on the nature and extent of alikely disas-
ter. Priority on the list should be minimally based on a reasonable expectation of elapsed
time before normal data processing operations are restored, and the potentia loss to the
organization if the processing of the application is not restored in atimely manner.
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5-412.2 Alternate Processing Site

Contingency plans should contain provisions for an alternate processing site and
appropriate data processing hardware needed to restore data processing operations after
a disaster occurs. The contractor should have a written agreement or contract with the
alternate site specifying the procedures each party will follow in the event of a disaster.
Criteriafor selection of the aternate site should include:

(1) compatible computer hardware

(2) sufficient time and processing capacity

(3) periodic tests of aternate site computer hardware
The auditor should review the contractor's alternate site plans to determine whether they
are current and address equipment, capacity, and timing requirements. The auditor
should review contract provisions the contractor has made with alternate-site vendors
and equipment providers to determine whether an adequate site and essential computing
hardware will be operational within the time limits prescribed in the contingency plan.

5-412.3 Offsite Storage

Normal systems operations should include routine back up of data files, application
programs, and system software. The auditor should review the contractor's procedures
for storage of these files at alocation that should not be affected in the event of comput-
er center disruption and would be available for use in data processing recovery at the
alternate site. The auditor should also review the contractor's procedures and actual
practices for storing files offsite.

5-412.4 Contingency Plan Testing

Contingency plans should be tested periodically to determine their effectiveness.
Results of the tests should be documented. Deficiencies noted during the test should be
resolved in a timely manner. The auditor should review the results of the test plan to
determine whether all elements were tested and that deficiencies noted during the test
were satisfactorily resolved.
5-413 Internal Control Reporting

The auditor should follow the guidance in 5-110, 10-200 and 10-400 for reporting on
internal controls relative to the contractor's accounting and management systems.
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5-500 Section 5 --- Audit of Contractor Budget and Planning System
Internal Controls

5-501 Introduction

Refer to 5-101 for the auditor's fundamental requirements for obtaining and documenting
an understanding of a contractor'sinternal controls and assessing control risk.

5-502 Budgeting and Planning Concepts

a Budgets and plans are key manageria tools used to plan and control operations. A
budget or plan identifies expected revenues to be received and resources to be expended in
achieving an organization's goal s during a specified future period. Budgets and plans provide
acontrol to measure performance. In general, abudget or plan:

(1) isstated in monetary terms

(2) covers a specific period of time (generally one year for the master budget and sev-
era yearsfor long-range plans)

(3) implies commitment (i.e., managers agree to accept responsibility for attaining
budgeted objectives), and serves as a motivational tool for individuals to strive to achieve
stated goals

(4) is reviewed and approved by a management level higher than the unit preparing
the budget

(5) can only be changed under specified conditions

(6) is compared to actua performance, with variances being analyzed and explained

b. Budgetary and planning systems vary among companies according to organizational
size and structure, type of product or service, accounting system, persona preferences of
corporate officids, and other influences. Budgeting and planning systems can be manual or
automated. However, in larger companies IT systems are used more extensively to collect
and anayze data and prepare budgets and plans. Budgets and plans may be prepared on ei-
ther a functional or organizational basis. Generdly, a contractor's budgetary and planning
system should have:

(1) A functiona organization with defined organizationa responsibilities, a written
description of the workflow in the budgeting and planning process, and policies and proce-
dures for effectively controlling the process.

(2) A strategic and long-range planning process to develop the long-term goals and
objectives critical to the operation of the company.

(3) Effective techniques for preparing budgets.

(4) Procedures for comparing actual performance to the budget, identifying and ana-
lyzing variances as work is accomplished, studying the impact on remaining effort, and in-
itiating necessary corrective action. Procedures should provide for promptly revising esti-
mates to complete and notifying the Government of projected overruns or underruns.

(5) A replanning capability to react to significant changes in assumptions, such as a
major fluctuation in the forecast volume.

5-502.1 Accessto Budgets

a. Budgets, plans and forecasts meet the definitions of "records’ and "data' contained in
FAR 52.215-2, "Audit and Records -Negotiation," and 52.214-26, "Audit and Records -Sealed
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Bidding." The applicability of these FAR sections are agreed to by contractors when submitting
price proposas and executing contracts with DoD components. These contract clauses give the
auditor the right of access to a contractor's budgetary and planning data after contract award.
(Also see 1-504, Accessto Contractor Records.)

b. Recognizing that budgetary and planning data is generally considered proprietary and
sensitive by contractors, sound judgment must be exercised in determining which records
and data are needed. (For example, data such as pricing formulas for commercia products
may not concern the Government.) In requesting budgetary data, informal arrangements
acceptable to the auditor concerning the timing and frequency of access may be established,
but see 1-504.1f.

c. Budgetary and planning information generaly required during the performance of the
internal control audit includes:

(2) identification of all budget documents and reports;

(2) policies and procedures concerning the preparation, authorization, and approva of
budgets; and

(3) al current operating budgets, plans and performance and variance analysis
reports for use in testing system effectiveness.

d. When the contractor denies access to such records, follow the procedures outlined in 1-
504.

5-503 General Audit Policy

a. Refer to 5-103 for DCAA's general audit policy for the audit of contractor accounting
and management systems and related internal controls.

b. It is DCAA's palicy that contractor budgetary and planning system internal control
audits be performed at least every three years at large business contractors which in their
preceding fiscal year received DoD prime contracts or subcontracts of at least $50 million
which required certified cost or pricing data. These audits are oftentimes conducted in
conjunction with the estimating system audit (5-1207.3). These audits may be waived or
modified if past experience and a current assessment (see 3-300) indicate low risk. This
determination of low risk must be fully documented in the planning document supporting
the program plan. If the audit risk is considered to be high, budgetary system audits should
be performed more frequently. These audits should also be considered at smaller contrac-
tor locations where there are indications of significant budgetary system problems.

c. If the audit risk assessment indicates that only certain parts of a contractor's bud-
getary system are subject to high risk, only the high risk areas would require a complete
audit. Areas of little or no risk need not be audited so long as the low risk determination
is adequately documented.

d. FAOs with audit cognizance over corporate and/or group offices alocating sub-
stantial costs to other segments for ultimate allocation to Government contracts are re-
sponsible for performing budget audits at these offices and providing the results of the
audit to the segment auditors. Auditors at segments receiving these allocations are to
reguest such audits as needed.
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5-504 Audit Objectives

a. Refer to 5-104 for DCAA's primary objectives for auditing the contractor's accounting
and management systems.

b. The primary audit objective in auditing contractor budgetary systems and data is to
establish that a sound budgetary system is operating for company planning and cost control
purposes. A secondary objective is to obtain a comprehensive overview of the contractor's
financia planning process. Related objectives are to determine whether:

(1) Costs estimated and/or incurred for Government work are developed, record-
ed, and controlled on a basis consistent with management's latest, "most probable"
plans.

(2) Direct and indirect efforts for Government contracts are estimated and performed
efficiently and economically.

(3) Significant changes in plans and circumstances are reflected promptly through
controlled and documented revisions to budgets and estimates to complete.

(4) Reports to the Government on mgjor contracts and weapon systems are con-
sistent with the contractor's latest budgetary data. These latter objectives should be con-
sidered for in-depth coverage during audits of forward pricing proposals and indirect
rate forecasts (Chapter 9), audits of contractor compliance with the Earned Value Man-
agement System (EVMS) criteria (11-200), and postaward audits (14-100). To ensure
adequate evaluation of the system and related output, and to preclude any duplication of
effort, programmed surveillance should be coordinated with the CAO EVMS monitor
(11-204d).

5-505 Scope of Audit

While the nature and extent of audit effort depends upon contractor size, amount of Gov-
ernment business, and audit risk (materiality and sensitivity), the audit scope should be con-
sistent with the guidance in 5-105. In generd, the audit scope should include:

(1) obtaining an understanding of the contractor's budgeting and planning system
and related internal controls;

(2) documenting the understanding of the budgeting and planning system internal
controls;

(3) testing the operationa effectiveness of budgeting and planning system inter-
nal controls;

(4) assessing control risk as a basis to identify factors relevant to the design of
substantive tests; and

(5) reporting on the understanding of the internal controls, assessment of control
risk, and adequacy of the system for Government contracts.

5-506 Budgeting and Planning - Functional Organization

a. The budgeting and planning function may be organized differently by individual
contractors because of differences in their products or services, industry practices, size
and type of organization, degree of departmentalization, management attitudes, person-
nel capabilities, and other factors. Responsibility for developing budgets and plans may
be centralized in a budgeting or planning group or delegated to the various participating
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departments. However, the budgeting and planning function should be soundly orga-
nized on the basis of a definitive flow of authority and standard policies and procedures
established at atop or upper management level.
b. The contractor should establish clear responsibility for preparation, review, and

approval of budgets and plans, to include establishing and maintaining:

(1) Written documentation of current organizational responsibilities and the du-
ties of budgeting personnel.

(2) A system description of the work flow in the budgeting process from the de-
velopment of strategic objectives to budget execution and revision.

(3) Written policies and procedures.

5-506.1 Organization

Evaluation of a contractor's budgeting and planning organization requires analysis of
the relationship of the organizational segments participating in the budgeting and plan-
ning process. When evaluating the organization of the contractor's budgeting and plan-
ning process, the auditor should consider whether:

(1) Preparation of required budgets and plans is effectively controlled either on a
centralized or decentralized basis.

(2) Lines of authority, duties, and responsibilities are clearly defined, including
responsibilities for preparing, reviewing, and approving budgets and plans.

(3) The budgeting and planning process is properly coordinated among segments
of the organization responsible for developing related parts of budgets and plans.

(4) The department responsible for overall compilation of the budgets and plans
has authority to review and question the reasonableness or accuracy of feeder informa-
tion received from other departments.

5-506.2 System Description

a. The contractor should maintain a written description of the work flow in the bud-
geting and planning process from the development of strategic objectives to budget ex-
ecution and revision. This description should contain sufficient detail to allow the audi-
tor to obtain a thorough understanding of how the budgeting and planning system
operates. The description should include references to written policies, procedures, and
operations manuals. Information should be provided for each process or function within
the system as well as existing internal controls.

b. The contractor's system description should identify the duties of personnel responsi-
ble for preparing, reviewing, and approving budgets and plans, and the various functions
contributing to the budgeting and planning process.

c. If the contractor’s system is fully or partially automated, the description should in-
clude the IT aspects of the Budget and Planning system transaction flow, including data
input, data processing, and data output.
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5-506.3 Policies and Procedures

a. Written policies and procedures help ensure that:

(1) delegated duties and responsibilities are formally documented and communicated
to employees

(2) specific budgeting and planning controls operate consistently from period to pe-
riod

(3) established budgets and plans are consistent with management's goals and objec-
tives. A forma written statement of policies and procedures rather than an informa one
based on established customs of the organization should exist at all contractor locations with
substantial Government business.

b. Budgets and plans policies and procedures represent the means by which goals and
objectives established by management are trandated into detailed guidance and direction to
personnel engaged in the budgets and planning process. Policies and procedures should cov-
er al aspects of the budgets and planning system, be approved by an appropriate level of
management, communicated to appropriate personnel, and periodicaly reviewed to ensure
that they are consistent with management's intentions. When evaluating the contractor's poli-
cies and procedures, the auditor should consider whether they:

(1) Address all major duties and responsihilities in the budgeting and planning sys-
tem. The auditor should be dert for aspects of the budgeting and planning process which are
not covered by policies and procedures. Additionally, the auditor should note any instances
where actua practices are inconsistent with established policies and procedures. In these
instances, the auditor should consider the underlying cause for these inconsistencies (i.e.,
failure to adequately communicate changes in established policies and procedures).

(2) Are approved by an appropriate level of management to signify the delegation
of authority and to effectively convey management's commitment to following estab-
lished policies and procedures. The auditor should carefully assess the level of man-
agement approval to determine if it is appropriate given the nature of the duties and
responsibilities being assigned. While not inherently indicative of poor policies and
procedures, failure to involve an appropriate level of management in the approval
process can result in a perceived lack of importance and ultimately a lack of com-
pliance.

(3) Were communicated to those individuas within the organization who are respon-
sible for executing them. This communication involves not only making sure that appropri-
ate employees are aware of established policies and procedures but providing the necessary
training to ensure that they understand how to execute them.

(4) Have been subject to periodic reviews to ensure that they are consistent with cur-
rent management intentions and actual budgeting and planning practices. Failure to keep
established policies and procedures current is indicative of a poor interna control environ-
ment and typically leads to ineffective internal controls over the budgeting and planning
process. For this reason, management should have a systematic process in place to periodi-
caly review and update the budgeting and planning policies and procedures, including ap-
plicable IT policies and procedures. The required frequency and depth of these audits de-
pends on the nature of the contractor's business. If the contractor is undergoing significant
organizationa changes or major restructuring of its business operations, the budgeting and
planning system should be closely monitored to ensure that it continues to produce budgets
and plans which are consistent with management's goal's and objectives.
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5-507 Budgeting and Planning - Strategic or Long-Range Goals

a. Strategic or long-range planning refers to the process of developing general goals
and objectives for a business unit, and the broad strategies to be used to attain them. It
provides general direction covering a three- to ten-year period and forms the basis from
which a more detailed plan, encompassing a shorter period and generally known as the
master budget, is developed.

b. The strategic plan is generally a narrative document. It affects the physical, finan-
cia, and organizational structure in which operations are carried out and addresses the
direction of the company regarding new markets, market share, profit objectives, sources
of new capital, and the acquisition or elimination of segments, facilities, or product lines.
Based on these considerations, a plan for future operations which provides for aternative
courses of action under various conditions that may arise is developed. Contractors should
review these plans periodically and revise them when new information yields different
conclusions.

c. Long-range plans may include forecasted financial statements, cash flow projections,
and various other data. This data is sometimes in graphic form and similar to that con-
tained in short-range budgets. A typical long-range plan contains information on predicted
sales and profit trends by major product line, backlog, potential awards, new product lines,
diversification plans, planned plant facilities, staffing requirements, and independent re-
search and development plans.

d. Strategic or long-range plans of major defense contractors generally include in-
formation which significantly affects proposals and contracts for long-term Government
work. They may reflect contemplated substantial increases or decreases in future work
load affecting plant population (payroll costs), plant expansion (depreciation or lease
costs), physical moves (relocation costs), idle or excess facilities, and bases for deter-
mining overhead rates. In addition, they may reflect possible future financial problems
in periods beyond those reflected in master budgets.

e. An adequate strategic and long-range planning process will ensure that important
information related to the physical, financial, and organizational structure of the organi-
zation are available for the development of effective budgets. The development of a
strategic or long-range plan is the first step towards identifying and documenting how
management intends to accomplish the goals and objectives of the organization. Strateg-
ic and long-range plans, while broad in nature, set the foundation for more detailed bud-
geting and planning decisions. When evaluating the effectiveness of the contractor's
strategic and long-range planning process, the auditor should consider whether these
plans:

(1) Cover dl areas which impact the overall operation of the company.

(2) Are documented in sufficient detail to enable assessment of the reasonable-
ness of the underlying assumptions.

(3) Are communicated to personnel responsible for preparing long-range plans and
related budgets.
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5-507.1 Scope of Planning Activities

Strategic and long-range plans should cover all areas which have an impact on Gov-
ernment contract pricing, costing, billing, or related reporting requirements. These areas
may include such things as projected business volume, planned reorganizations, antic-
ipated plant expansions/retirements, etc. Contractor strategic and long-range plans
should cover, at a minimum, the length of current and forecasted Government contract
activity to ensure that sufficient information exists to prepare related contract reporting
requirements (i.e., estimates at completion) and proposals for anticipated contract
awards.

5-507.2 Documentation of Plans

Strategic and long-range plans should contain sufficient documentation for the auditor
to assess the reasonableness of underlying assumptions and to facilitate the communica-
tion of key information to personnel responsible for preparing related budgets. For exam-
ple, contractor plans regarding future sales volume should contain sufficient detail and
documentation to assess the reasonableness of the assumptions used to arrive at firm and
projected Government and commercia business. While contractors are not expected to
develop infallible estimates, they should be able to present evidence in support of the rea-
sonableness of such estimates in cases where those estimates will impact the pricing, cost-
ing, billing, or related reporting on Government contracts.

5-507.3 Communication of Planning I nformation

Key financial and related information contained in the strategic and long-range plans
should be communicated to personnel responsible for preparing related budgets. While
most contractors will not routinely release their strategic or long-range plans to the gen-
eral work force, they should have in place a process for releasing key information to
those individuals who are responsible for preparing budgets. This communication is
essential to ensuring that budgeted amounts accurately reflect management's current
business plans and forecasts.

5-508 Budgeting and Planning Preparation

Budgets are detailed and comprehensive plans for the immediate budget period, normally
covering one year. They are developed through the coordinated planning of dl functions and
activities within an organization and consist of two mgjor elements, the operating budget and
the financial budget. The entire master budget is usualy distributed only to executives and top-
level managers. Lower level managers usualy receive only those sections for which they are
responsible.

a. Operating budget. An operating budget is a forecasted net income statement consisting
of several sub-budgets (e.g. sales, cost of goods sold, direct and indirect expenses) and sum-
marizing the individual budgets of each department or function within an organization.

(1) Sales budget. The sales budget is the starting point for the entire master budget.
From the sales budget, resource requirements are developed for work already under contract,
new work expected during the budget period, administrative functions, and independent
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research and development efforts. Required resources include total staffing needs, space,
capital expenditures, utility requirements, direct and indirect material needs, employee fringe
benefit costs, and others.

(2) Program or production budgets. A program or production budget is part of the oper-
ating budget. It is a summary type document used to project direct and indirect resource re-
quirements needed to meet forecasted sdles volume. It typicdly includes a series of sub-
budgets. These sub-budgets are generdly for direct |abor, direct materia, other direct costs, and
overhead. It may aso include quantity and scheduling information on parts, mgjor assemblies,
and deliverable hardware. Once quantity requirements are defined, each of the various sub-
budgets is developed based upon those requirements. Program budgets are generdly prepared
for each accounting period by contract, program, or product line. The level of detail in a pro-
gram budget varies, based on program size and contractua requirements. The estimated effort
in the program budget should reconcile to similar data in the operating budget, and the overal
management controls imposed by the operating budget aso apply to individua program or
contract costs. Automated systems used in the process should include controls which identify
and report reconciliation errors. Some small tolerances may be built into the system; for exam-
ple, insignificant dollar amounts or percentages. However, these should be clearly identified
with controlsin place to prevent changes without proper authorization.

(3) Staffing budget. The staffing budget shows staffing requirements for both direct
and indirect employees.

b. Financial budget. The financia budget is a forecasted bal ance sheet consisting of sub-
budgets, typically the capita expenditure plan and cash flow projections. A capital budget
shows total planned capital asset acquisitions, each designed to contribute to the productive
facilities required to support planned volume. It formalizes capita expenditure funding and
istypically approved by a special appropriations committee. (See 14-600.)

c. Motivational budgeting. Some companies use a budgeting philosophy known as
motivational budgeting whereby management establishes extremely tight goals and tar-
gets as a means of motivating better performance and cost reductions. When such tech-
niques are used, they are usually reflected in the budgets of lower level managers from
whom resources expected to be available are held back. Sometimes these resources are
ultimately distributed. On the other hand, top management may never intend to allocate
these resources to the operating managers but instead use them as a control device
against which to offset unfavorable variances. By using this technique, top management
establishes different goals or levels of expected performance for selected segments of its
organization. Accordingly, the auditor must determine that staffing level forecasts and
supporting expense projections in operating level budgets reconcile with the higher lev-
el master budget. If significant differences are found, the auditor should obtain an ex-
planation, and assess the reasonabl eness of any management reserves.

d. An adequate budgeting process will ensure that budgeted amounts reflect the rea-
sonable cost of work to be performed. The preparation of effective budgetsis an essen-
tial part of any contractor cost control effort. It not only serves as a baseline for evaluat-
ing performance but also helps identify areas requiring special attention. When
evaluating the effectiveness of the contractor's budget preparation process, the auditor
should consider whether controls are in place to ensure that budgets are:

(1) prepared for appropriate time periods and in all areas which impact Government
contracts;

(2) prepared in atimely manner;
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(3) consistent with strategic and long-range plans;

(4) aggressive but attainable;

(5) approved by an appropriate level of management; and

(6) communicated to appropriate individuals within the organization.

5-508.1 Scope of Budgets

Budgets should be prepared for all major aspects of the contractor's operations which
have an impact on Government contracts. The auditor should be aert for areas of the
contractor's operations in which budgets are not prepared or prepared in insufficient detail
to serve as a baseline for controlling costs. In addition, budgets should cover a sufficient
period of time to alow for the effective management of the operations being budgeted.
For example, budgets for overhead or general and administrative expenses typically cover
a single operating period while program budgets or capital expenditure budgets may cover
several years. The auditor must exercise considerable care in evaluating the scope of the
contractor's budgeting activities and the effect that it has on other contract audit effort,
particularly contract pricing.

5-508.2 Timeliness of Budgets

Budgets should be prepared and finalized early enough in the budget cycle to maxim-
ize the amount of time individual managers have to meet the budget objectives. Failure to
develop budgets early in the budget cycle can result in ineffective control over cost in-
curred prior to implementation of the budget. This can often create additional pressure for
managers to redirect costs in an effort to meet the budget objectives. The auditor should
consider whether or not the contractor establishes aformal timetable for the budget prepa-
ration process and controls the process to identified milestones.

5-508.3 Consistency with Strategic and L ong-Range Plans

Budgeted amounts should reflect the goals and objectives contained in the contrac-
tor's strategic and long-range plans. Since a major purpose of budgets is to help
achieve the strategic and long-range goals of the company, it is important that those
objectives be considered in the budget preparation process. For example, the auditor
should consider whether:

(1) strategic and long-range planning information is communicated to budgeting
personnel at the beginning of the budget preparation process,

(2) budget objective guidance is prepared and distributed by individuals who are
familiar with strategic and long-range goals;, and

(3) budgets are reviewed for consistency with strategic and long-range objectives
prior to fina approval.

5-508.4 Development of Budget Amounts
Budgets that are not sufficiently aggressive may not maximize the contractor's oppor-

tunity to achieve strategic or long-range objectives. Conversely, budgets that are too ag-
gressive increase the risk that individual managers will misallocate resources in an attempt
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to meet budgets, or not attempt to meet budgets they perceive as unattainable. For exam-
ple, the auditor should consider whether:

(1) guidelines are established for the use of scientific/technical studies (e.g., work
measurement standards), historical performance, cost/benefit analysis, accepted eco-
nomic indices, and/or other objective techniques;

(2) budgets are coordinated with appropriate personnel, particularly individual
managers responsible for performing within budgets, by soliciting their input, and ob-
taining their concurrence before finalizing budgets; and

(3) supporting data and rationale is required to be documented for use in the
preparation of future budgets.

5-508.5 Management Approval

Final budgets should be reviewed and approved by an appropriate level of manage-
ment. Formal requirements for management approval help ensure that management is
aware of specific budgetary objectives, and evidence of management approval increases
the authority of budgets by demonstrating management support for budgetary objec-
tives. For example, the auditor should consider whether:

(2) Budgetary documents require management approval.

(2) Thelevel of management approval for different budgets has been identified.

(3) Managers are alowed sufficient time to effectively review budgets prior to ap-
proval.

(4) Documentation standards exist for management review, adjustments, and ap-
proval to ensure that individual managers are aware of management's support for budget
objectives.

5-508.6 Communication of Budget I nfor mation

Budget information should be distributed to individual managers responsible for meeting
budgetary objectives and to personnel responsible for monitoring budget performance. For
budgets to be effective, these individuals must have the specific information they need to
perform their duties. For example, the auditor should consider whether budget formats are
formalized to ensure that relevant information is distributed to the individual managers and
monitoring personnel; and, a distribution list is maintained showing the appropriate budget
formats and/or relevant budget information to be distributed to individual managers and
monitoring personnel.

5-509 Budget Performance and M easurement

Actual performance should be periodically compared to budgeted amounts to allow for
the prompt identification of variances and implementation of necessary corrective actions.
Budgets are designed to serve as a baseline for comparing actual performance with estab-
lished strategic or long-range goals. To effectively accomplish this, contractors should
have a formal system for monitoring actual budget performance. A budgetary reporting
system may provide adequate report, but the reports may not be analyzed and acted upon.
Accordingly, in evaluating the effectiveness of the contractor's monitoring, the auditor
should consider whether actual performance is periodically compared to budgeted
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amounts and that variances are identified and reported; and, necessary corrective actions
areidentified and implemented in atimely manner.

5-509.1 Comparison of Actual and Budgeted Amounts

Periodic comparison of actual performance and budgeted amounts increases the like-
lihood that budgetary objectives will be met by providing individual managers with the
opportunity to take corrective actions to control potentialy significant variances. To
accomplish this, the contractor should have aformal system which identifies:

(1) variance analysis reporting thresholds or other criteria to define what manage-
ment considers to be a reportable variance

(2) variance computation guidelines to help identify potentialy significant va-
riances

(3) standard variance report formats to facilitate monitoring of significant variances
by providing consistency and comparability between reporting periods

(4) formal variance analysis reporting periods

(5) distribution of detailed variance analysis reports to individual managers subject to
budgetary control

(6) distribution of summary variance analysis reports to upper management so they
can monitor budget performance in relation to strategic and long-range objectives to de-
termine if revisions to strategic or long-range plans are needed.

5-510 Budget Performance - Revisions

Budget revisions, when necessary, should be controlled to ensure that they are justi-
fied, documented, approved, and processed in atimely manner. While budget revisions are
inevitable, contractors should have aformal system for submitting, reviewing and approv-
ing requests for such revisions. Failure to establish such a system can result in excessive
or unnecessary budget revisions and undermine the integrity of the entire budgeting
process. In evaluating the effectiveness of the contractor's budget revision process, the
auditor should consider whether procedures are in place to ensure that budget revisions are
justified and necessary budget revisions are made in atimely manner.

5-510.1 Justification for Budget Revisions

Requests for budget revisions should be carefully screened to ensure that avalid reason
exists for adjusting the budgeted amounts. Failure to meet budget objectives should not be
considered a valid reason for making adjustments. The contractor should establish a for-
mal decision making process to review, document, and approve all requests for budget
revisions. This process should include:

(2) A formal management policy on budget revisions to ensure that corrective actions
or other measures are attempted before revising budgets.

(2) Criteria for evaluating requested revisions to ensure approvals are consistent
with management policy.

(3) Thresholds established to minimize requests for immaterial revisions.

(4) Provisions for upper management to initiate budget revisions based on changesin
strategic or long-range plans.
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(5) Criteriafor reviewing and approving requests for budget revisions that maintain
the same level of control as those established for preparation of initial budgets.

5-510.2 Timely Implementation of Budget Revisions

Timely review and approval of budget revisions increases the likelihood that revised
budgetary objectives will be met by maintaining the integrity (reasonable-
ness/attainability) of the budget and by providing individua managers as much time as
possible to achieve the revised objectives. For example, the auditor should consider
whether:

(2) corrective actions are monitored to identify when budget revisions may be neces-
say.

(2) there is periodic communication between the budget department (or other orga-
nizational element responsible for reviewing and approving budget revisions) and individ-
ual managers to identify the need for budget revisions as soon as possible.

(3) standardized request formats and procedures are used to expedite processing
of requests for budget revisions.

5-511 Budgeting and Planning System - I nfor mation Technology System Internal
Controls

a. Where information technology (IT) is used in significant financia applications, con-
trol activities are sometimes defined by classifying them into two types, IT general con-
trols or IT application controls. Whether the control activities are classified by the auditor
as general or applications controls, the objectives of control activities remain the same:

(1) to provide reasonable, but not necessarily absolute, assurance that assets are
safeguarded from unauthorized use or disposition, and

(2) that financial and cost records are sufficiently reliable to permit the preparation
of financial statements and cost representations.

b. The auditor should audit the IT general controls and the Budgeting System applica-
tion controls to determine if they have been designed according to management direction,
GAAP, and applicable Government regulations and that internal controls are operating
effectively to provide reliability of and security over the data processed.

c. General controls are comprised of:

(1) organization and operational controls,
(2) systems development and documentation controls,
(3) hardware and systems software controls, and
(4) data and procedural contrals.
(See 5-400 for amore detailed explanation of general internal controls.)

d. Budget System application control activities are applied to the input, processing, and
output phases of this single IT application. In contrast, IT genera controls affect al system
applications and operational elements of all IT systems. Separate control activities are devel-
oped for each unique application system, such as labor, compensation, and in this instance,
budgeting. Although some application control activities affect only one or just afew control
objectives, most of the control activities are designed to prevent or detect severa types of
errorsin most or al phases of the application. (See 5-1400 for a more detailed explanation of
application internal controls.)
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5-512 Reporting Audit Results

a. The auditor should follow the guidance in 5-110, 10-200 and 10-400 for reporting on
compliance with laws and regulations and on internal controls relative to the contractor's
accounting and management systems.

b. Conduct an exit conference in accordance with 4-304. Include the contractor's reac-
tionsin the working papers and the report.

c. If deficiencies have been disclosed and/or recommendations are presented in the
report, schedule a follow-up audit to be performed within a reasonable period of time.
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5-600 Section 6 --- Audit of Purchasing System Internal Controls

5-601 Introduction

a. Refer to 5-101 for the auditor's fundamental requirements for obtaining and docu-
menting an understanding of a contractor's internal controls and assessing control risk.

b. This section presents guidance for auditing a contractor's internal controls of both
a manual and automated nature over purchasing and subcontracting. The guidelines
relate to the assessment of control risk based on an audit of the contractor's policies,
procedures, and internal controls. Guidance on audits of other components affecting
incurred material cost isin 5-700.

5-602 Background Information

a. The purchasing and subcontracting function includes make or buy decisions, the
selection of vendors, analysis of quoted prices, negotiation of prices with vendors, placing
and administering of orders, and expediting delivery of materials.

b. Purchasing systems vary among companies according to organizational size and
structure, IT capabilities, accounting system, personal preferences of corporate officials,
and other influences. In general, the critical control objectives a contractor's purchasing
system should have include:

(2) Internal audits or management audits, training, and policies and procedures for
the purchasing department to ensure the integrity of the purchasing system.

(2) Policies and procedures to assure purchase orders and subcontracts contain all
flow down clauses, including terms and conditions required by the prime contract, as
well as any clauses needed to carry out the requirements of the prime contract.

(3) An organizational and administrative structure that ensures effective and effi-
cient procurement of required quality materials and parts at the most economical cost
from responsible/reliable sources.

(4) Selection processes to ensure the most responsive and responsible sources for
furnishing required quality parts and materials and to promote competitive sourcing
among dependable suppliers so that purchases are reasonably priced and from sources
that meet contractor quality requirements.

(5) Price or cost analysis performed with every purchasing action.

(6) Procedures to ensure that proper types of subcontracts are selected and that
there are controls including oversight and surveillance of subcontracted effort.

5-603 General Audit Policy

a. Refer to 5-103 for DCAA's general audit policy for the evaluation of contractor ac-
counting and management systems and related internal controls.

b. The administrative contracting officer (ACO) is responsible for reviewing the con-
tractor's purchasing systems. FAR 44.302(a) says, among other criteria, that if a contrac-
tor's sales to the government (excluding competitively awarded FFP contracts, competi-
tively awarded fixed price contracts with economic price adjustment, and sales of
commercia items pursuant to FAR Part 12) are expected to exceed $25 million during the
next 12 months, perform areview to determine if a CPSR is needed (generally — ACO can
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raise or lower the $25 million in the best interests of the Government. FAR 44-302(b) says
once an initial determination has been made, at least every three years the ACO shall de-
termine whether a purchasing system review is necessary. If it is necessary, the cognizant
contract administration office will perform the review of the purchasing system. In accor-
dance with DFARS 244.301, members of other organizations, such as audit or program
management activities, should not conduct separate reviews of these contractors, but may
participate in areview conducted for the ACO by the DCMA CPSR team. These organiza-
tions may, if they suspect a problem, recommend that the ACO initiate a specia review.

c. DCAA's audit objective is the adequacy of the interna controls over the system and
the contractor's monitoring of compliance with its controls. The DCMA CPSR team nor-
mally covers many DCAA concerns regarding internal control objectives but not aways
al of them. The ACO, in consultation with the CPSR team leader, local management
council, and PCO, conducts two sets of risk assessments. The first risk assessment will
determine which contractors will require an on-site CPSR. Risk, as used in this context,
means the Government’s financial, quality, and delivery exposure posed by contractor
operations. Having decided that areview is necessary, the team leader, in conjunction with
the customer (ACO, PCO, and other cognizant Government personnel), will conduct a
second risk assessment to determine the depth and scope of the review to be made. In most
cases, an initial review should constitute a complete appraisal of the contractor’s purchas-
ing system. Later reviews may, if considered appropriate, congtitute a complete appraisal
of the contractor’ s purchasing system or be limited to those areas that the customer and the
team leader determine necessary for adequate system analysis. Therefore, it is extremely
important that prior to commencing any audit of the contractor's purchasing system, the
auditor coordinate with the contracting officer (see 5-1300 and FAR Part 44 for discussion
of DCAA's participation on joint CPSR reviews).

d. If aCPSR is planned, the DCAA auditor should be a member of the CPSR team and
the scope of the review should be discussed. There should be mutual agreement in the
planning stage on what additional audit steps will be necessary to address any DCAA con-
cerns. During the CPSR, it is not the auditor's responsibility to review the quality of the
CPSR team's work. However, the auditor should understand the scope of the work being
performed in order to assess whether additional steps are required to satisfy any DCAA
concerns. The auditor will make maximum use of the work performed and the conclusions
reached during these reviews in establishing the extent of any separate coverage and audit
tests to be undertaken in this area (see Appendix D-300).

e. At mgjor contractor locations, DCAA will continue to share its annua program
plans with the cognizant ACO, including the need for evaluations of purchasing system
internal controls. When discussing the annual program plan with the ACO, FAQOs should
inquire whether a CPSR has recently been performed, and if DCMA has planned a CPSR
at the contractor location during the period covered by the program plan. Where DCMA
has planned a CPSR, but the scheduled CPSR does not coincide with DCAA’s cycle for
evaluating purchasing system internal controls, the FAO should, to the extent possible,
adjust its schedule to perform the interna control evaluation as part of a joint
DCMA/DCAA CPSR.

f. If a CPSR has not recently been performed, and if there is no CPSR scheduled
within the normal DCAA cycle for accounting or management system audits (see 5-
103), but the FAO believes a purchasing system internal control audit is required based
on risk, the FAO should discuss those concerns with the cognizant ACO.
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(1) Where the ACO agrees with DCAA concerns, the auditor should perform a
purchasing system internal control audit (not CPSR) in accordance with guidance set forth
in the following paragraphs.

(2) Where agreement is not reached with the ACO, and the FAO believes that the
Government is at risk, these concerns should be elevated to the regional office prior to any
audit effort. The regional office should determine whether the FAO purchasing system
internal control audit is warranted and coordinate with the local and District DCMA man-
agement in gaining support for ajoint DCMA/DCAA CPSR, or individual audit of inter-
nal controls. If the regional office is unable to resolve the issue, the concerns should be
elevated to DCAA Headquarters (Attn: PPD). FAQOs should document their coordination
with the ACO with respect to CPSRs and purchasing system internal control audits, and
retain the documentation in their permanent files.

(3) There may be instances where the FAQ is aware of significant contract costing
and administration risks that require immediate consideration and reporting. Based on
audit judgment and the existence of significant risk (materiality and sensitivity) FAOs
should follow the flash reporting procedures at 5-110c(2) and 5-111.4. The flash report
should be followed-up in an appropriately-scoped purchasing system internal control au-
dit, where ACO coordination is simultaneous, but where audit activity is not delayed. The
need for expediency to protect the Government’s interest may thus require the FAO to
readily elevate the significant issues through the flash reporting process, and not wait for
the ACO to decide to incorporate our immediate concerns into a future CPSR. Under these
circumstances, however, FAOs should continue to coordinate on the annual CPSR plan.

0. In order to enhance coordination of the DCMA annual CPSR plan and the DCAA
purchasing system internal control plan, DCMA has agreed to have its purchasing analysts
provide their annual CPSR plan to the cognizant DCAA FAOs. (DCMA normally devel-
ops its annual plans in the 3rd quarter of each Government fiscal year, which coincides
with DCAA’s planning cycle.) Thiswill facilitate the inclusion of effort to support DCMA
CPSRs in the FAO program plan. If FAOs have instances where DCMA'’s annual CPSR
plans are not being shared, those instances should be elevated through regiona channels
for discussion with the DCMA District Office, and, if needed, to DCAA Headquarters
(Attn: PPD) for coordination with DCMA Headquarters.

h. To improve coordination and planning of CPSRs, DCMA has committed to meet
with the cognizant DCAA office a month before the scheduled CPSR when appropriate, to
discuss the scope of the CPSR. This meeting, which may occur in person or viateleconfe-
rence, will provide the auditor an opportunity to share the DCAA audit program for pur-
chasing system internal controls with the DCMA purchasing analyst, discuss other rele-
vant audits the FAO has performed (e.g., evaluations of estimating system and material
management and accounting system internal controls), and discuss any other concerns
DCAA may have relative to the contractor’s purchasing system. This enhanced coordina
tion will facilitate the planning of a CPSR that will address the concerns of both organiza-
tions, leverage the resources of both organizations, and preclude duplicative effort. FAOs
should adequately document this coordination in the audit working papers.

i. Purchasing system audits should also be considered at smaller contractor locations
where there are indications of significant purchasing system problems. Such audits may be
performed in conjunction with estimating system surveys (see 5-1200).
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5-604 Audit Objectives

a. The purpose of this audit is to evaluate the adequacy of and the contractor's com-
pliance with the purchasing system's internal controls. Refer to 5-104 for DCAA's primary
objectives for auditing the contractor's accounting and management systems.

b. The primary objective in auditing a contractor's purchasing system is to obtain a
sufficient understanding to plan related contract audit effort. This requires that the audi-
tor assess the adequacy of the contractor's purchasing policies and procedures, whether
they have been implemented, and if they are working effectively.

5-605 Audit Scope - Purchasing Controls

a. While the nature and extent of audit effort depends upon contractor size, amount of
Government business, and audit risk (materiality and sensitivity), the audit scope should
be consistent with the guidance in 5-105.

b. The extent of audit effort should beinfluenced by:

(2) reviews by other agencies (CPSRs);

(2) the types of Government contracts and their materiality;

(3) the adequacy of the contractor's policies, procedures, and internal structure on
other mgjor systems;

(4) the results of prior reviews,

(5) deficiencies noted in ongoing audits (audit leads);

(6) the extent and results of contractor self assessment reviews;

(7) the extent of automation; and

(8) contract provisions.
Genera information regarding these scope areas is provided in 3-104 and additiona con-
siderations specific to the purchasing system are discussed below. Working papers will
include arisk assessment documenting the impact of the above eight areas on audit scope.

¢. The majority of non-labor expenses may flow through the accounts payable system.

Therefore, the auditor should perform arisk assessment and based on materiality and sen-
sitivity, consider performing an audit of the contractor’s accounts payable system interna
controls as a subsystem of the purchasing system. If this audit is performed, consider steps
set forth in 5-612.

5-606 Compliance Audits, Training, and Policies and Procedures

The contractor should have policies and procedures for monitoring its purchasing sys-
tems, training its employees, and ensuring the integrity of the purchasing system.

5-606.1 Compliance Audits

Systems with weak or nonexistent internal control structures only increase the risk of
cost mischarging or misallocation. The existence of strong self-controls increases the re-
liance that can be placed on the cost representations from that system. Therefore, the con-
tractor should conduct regular internal compliance audits. These compliance audits should
address the following areas: the adequacy of written procedures, employee knowledge and
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compliance with policies and procedures, consistency with which the policies and proce-
dures are applied and by whom, and timely follow-up action on deficiencies.

a. Types of Audits. The contractor may perform internal compliance audits using audi-
tors or nonauditors, rely on monitoring in the form of physical observation, rely on system
audits or exception reports, request external audits, or use a combination of techniques.

The contractor may have several functions performing the audits. The contractor may
also have various performance criteria and reporting requirements to upper management
which relate to the timeliness and effectiveness of the purchasing function. For example,
excessive number of days to process requisitions, work stoppages resulting from delays in
receiving material, how many orders are issued per day per buyer, etc.

b. Adegquacy of Procedures. Whatever the form of the audits, there should be proce-
dures which identify the intervals of performance of the reviews, the personnel responsible
for performance of the review, the areas to be covered during the reviews, documentary
evidence that the review has been performed, and the requirements for follow-up action.
The procedures should address coverage of the following areas: review of the adequacy
and consistency of application of the written procedures by buyers, IT interface with the
purchasing system, employee knowledge and compliance with these written procedures,
and responsiveness to required corrective actions. Policies and procedures should assure
that purchasing personnel are complying with applicable public laws and implementing
Government regulations, (e.g. Truth in Negotiations).

c. Adequacy of Reviews. The adequacy of the reviews should be assessed in accor-
dance with the criteria in 4-1000. The reviews should be performed in accordance with
written procedures and by personnel possessing a level of competence, independence, and
objectivity required of a reviewer. The scope and depth of audit should be consistent with
the contractor's risk assessment level and sufficient to identify outdated written proce-
dures, inconsistent application of the procedures, lack of employee knowledge or com-
pliance with the written procedures, the adequacy of the contractor's ethics program, and
untimely follow-up actions.

d. Policies and procedures should support a system that provides for tracking responses
to and resolution of required corrective actions in a timely manner. The auditor should
determine whether the corrective actions are;

(1) communicated to the management level responsible for action,
(2) monitored for timely resolution, and
(3) documented and verified.

5-606.2 Training

Training of Employees. A well trained staff results in current, accurate, effective, and
efficient purchases. Contractor personnel need to be specialy trained in Government pur-
chasing regulations, contract clauses, and contractor procedures. Additionally, purchasing
department personnel should have sufficient supplier and technical knowledge to make it
unnecessary to depend wholly on engineers and other technicians to dictate the source of
supply or price. Therefore, the contractor should have standards for the qualification,
training, and experience of its purchasing personnel.

a. Types of Training. The contractor may require that personnel responsible for various
types of procurement have specia qualifications prior to their being hired. The contractor
may provide opportunities for personnel to take outside educational courses or provide
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internal courses. The contractor may also provide detailed on-the-job training and/or de-
tailed desk procedures.

b. Adequacy of Training Procedures. Procedures should identify the minimum required
course topics, the frequency of the training, and the criteria for documentation of comple-
tion. If specific procedures are not available, the auditor should have the contractor identi-
fy its practice in the above areas for later verification with employees. The procedures
should require the training program be updated to cover current Government rules and
regulations and adjusted to comply with revisions to the contractor's system. These areas
may be covered under more than one training class and some may be covered by memo-
randums, bulletins, or pamphlets.

c. Adequacy of Training Topics. Training programs may include;

(1) an overview of the contractor's accounting system;

(2) an overview of written purchasing policies and procedures;

(3) purchasing file requirements and standard forms;

(4) instructions on required contract clauses (such as those in 5-607);

(5) ethics procedures (conflict of interest, gifts, gratuities and anti-kickbacks);

(6) a description on the review and approval process; and

(7) information on penalties associated with the statutes on false claims and false
Statements.

5-606.3 Policies and Procedures

Written policies and procedures that encompass the purchasing operation help ensure
that;

(1) delegated duties and responsibilities are formally documented and communi-
cated to employees,

(2) specific controls operate consistently from period to period,

(3) established purchasing practices are consistent with management's goals and
objectives, and

(4) are based on authorized reguirements.
A formal written statement of policies and procedures rather than an informal one based
on established customs of the organization should exist at all contractor locations with
substantial Government business. When evaluating the contractor's policies and proce-
dures, the auditor should consider whether they:

a. Address all mgjor duties and responsibilities in the purchasing system. They
should be comprehensive and easily understood in order to minimize the risk of errors
arising from causes such as misunderstood instructions, and mistakes in judgment. The
auditor should be alert for aspects of the purchasing system process which are not cov-
ered by policies and procedures. Additionally, the auditor should note any instances
where actual practices are inconsistent with established policies and procedures. In
these instances, the auditor should consider the underlying cause for these inconsisten-
cies (e.g., failure to adeguately communicate changes in established policies and proce-
dures).

b. Are approved by an appropriate level of management to signify the delegation of
authority and to effectively convey management's commitment to adhering to estab-
lished policies and procedures, and complying with FAR and other applicable regula-
tions. The auditor should carefully assess the level of management approval to deter-
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mine if it is appropriate given the nature of the duties and responsihilities being as-
signed. While not inherently indicative of poor policies and procedures, failure to in-
volve an appropriate level of management in the approval process can result in a per-
ceived lack of importance and ultimately alack of compliance.

¢. Were communicated to those individuals within the organization who are responsi-
ble for executing them. This communication involves not only making sure that appropri-
ate employees are aware of established policies and procedures, but also providing the
necessary training to ensure that they understand how to interpret and execute them.

5-607 Purchasing System -- Contract Clause Flow Down

The contractor should have policies and procedures to ensure that all applicable pur-
chase orders and subcontracts contain all flow down clauses, including terms and condi-
tions and any other clauses needed to carry out the requirements of the prime contract.
Purchasing personnel must be aware of the distinction between general or standard con-
tract provisions, and those which are specia (used only when warranted). Manual or
computerized forms may be used with desk procedures or help menus that explain the
criteria used to designate which clauses are special. A legal specialist may assist the
CPSR team in performing the clause review.

5-608 Purchasing Management and Administration (Make or Buy)

The contractor should organize and administer the purchasing department to ensure the
effective and efficient procurement of required quality materials and parts at the most eco-
nomical cost from responsible/reliable sources

5-608.1 Organizational | ndependence

The purchasing department should have an organizational plan which establishes clear

lines of authority and responsibility. Items to consider include:

(1) The purchasing department is independent of other departments and is responsi-
ble for procuring all materials, supplies, services, and equipment.

(2) The receiving function is performed by personnel independent of the buying
function (6-311).

(3) All purchasing department personnel should understand their assigned re-
sponsibilities, authority, and limitations.

(4) There should be procedures delegating who has the authority to make commit-
ments and to question quality and quantity of materia requisitioned or received.
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5-608.2 Administrative Controls

In addition to controls related to Source Selection (5-609), Pricing/Cost Analysis and
Negotiation (5-610), and Subcontract Award and Administration (5-611), management
should have the following controls in place over placement and administration of purchase
orders:

a. Purchase orders are based on authorized requisitions (6-308). The requisitions
should indicate the specific contract, project, department, or account (i.e., cost objec-
tive) to which the materials or services will be charged.

b. Effective numerical document controls or status registers are maintained to record
the receipt of purchase requisitions and the actions taken to accomplish the purchase.

c. The purchasing department notifies originators of purchase requisitions and other
personnel concerned with the receipt of requisitions, the result of purchase actions, and
other pertinent matters affecting the purchase.

d. The purchasing department has adequate controls to prevent the unauthorized use of
canceled or voided purchase requisitions.

e. Purchase orders are prenumbered and all numbers are accounted for.

f. Purchase orders are specific and complete as to nomenclature, specification, delivery
dates, freight, discounts, price, and clauses of any type required by the terms of the prime
contract.

0. Copies of purchase orders are furnished when issued to the receiving and accounts
payable functions and when appropriate to the expediting department.

h. Procedures preclude issuing numerous purchase orders for small amounts.

i. The purchasing department maintains specifications for al materials and services
used by the contractor.

j. Procedures require complete history files for items purchased frequently and for all
major procurements.

k. The contractor develops alternate sources when possible.

I. The purchasing department maintains and uses, as a means of effecting economies,
price history data and a current copy of a priced bill of materials to ensure that:

(1) Material specifications recorded on the requisitions and purchase orders
match the specifications on the bill of materials;

(2) Possible economies for ordering required material, recognizing the total needs
as reflected in the bill of materials and the stock level requirements, are considered (6-
308);

(3) Nonrecurring tooling/setup, and similar type charges are not paid twice; and

(4) The price agreed to at the time of purchase is comparable to the price pro-
jected in the bill of materials, or that price increases (see 5-610) are fully explained.

m. The contractor has written policies explaining what types of activity are prohibited
by purchasing agents (e.g., acceptance of kickbacks).

5-608.3 Pur chasing File Data
Purchasing and subcontracting files must be adequately documented so as to provide a
complete and accurate history of purchase transactions to support the vendor selected and

the price paid. If documentation is not available (i.e., certificate of current cost or pricing
data), request an explanation.
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Case Files. The contractor should maintain a case file of all pertinent actions af-
fecting each contract and subcontract. In evaluating the adequacy of purchasing files,
determine whether the files include:

a. Copies of the purchase order and requisition, invitations to bid (or requests for pro-
posal), responses to solicitations, resulting subcontracts, and any subcontract changes.

b. Bid tabulations that summarize and compare vendor quotations.

c. Vendor surveys of production and financia capabilities.

d. Certificates for the rent/rent-free use of Government facilities.

e. As applicable, price and cost analysis to assess reasonableness of the proposed price.
A certificate of Current Cost or Pricing Data (FAR 15.406-2) when required in FAR
52.215-12.

f. Evidence of evaluation and actions taken by the contractor to ensure:

(1) that the subcontractor has complied with the requirements to submit accurate,
complete, and current certified cost or pricing data as required by FAR 52.215-12; and

(2) that where prices are based on "adequate price competition" or "catalog or
market prices," these terms are verified to have meaning as defined by FAR 15.403-1.

g. Records of any negotiations conducted, including justification for the selection of
the successful bidder, basis for selection of contract type, and evidence that the contrac-
tor used the results of its examination of the subcontractor's proposal in the negotiations.

h. Copies of technical data.

i. Price redetermination or termination data.

j. Correspondence between the purchasing department and the bidders.

k. Evidence of Small and Disadvantaged Business enterprise considerations.

I. Information concerning the use of special terms and conditions and approval the-
reof.

m. Written approvals or determinations of the contractor's reviewing authorities.

n. Administrative Contracting Officer approval of purchase orders when required.

5-608.4 M ake or Buy Program

a. The contractor should have make or buy policies and procedures. The contractor's
make or buy decisions determine which components, assemblies, subassemblies, or
parts are to be manufactured and which are to be purchased. The contractor's decision to
manufacture in lieu of purchase may be in the best interests of the company, but not in
the best interests of the Government. When a contractor decides to manufacture a part
or component not normally within its experience or production capabilities or which had
been purchased in the past, the basis for that decision and the resulting cost impact
should be reviewed. For example, the contractor may desire to gain experience in a par-
ticular manufacturing or fabricating process. Another consideration which may influ-
ence a contractor's make or buy decisions involves the extent of available idle facilities.
FAR 15.407-2 requires contractors to develop make or buy programs for certain con-
tracts based on a dollar threshold.

b. Asaminimum, consider internal controls related to the following when evaluating
make or buy policies and procedures:

(1) Determine whether the contractor has a formal make or buy committee, or-
ganization, or function.
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(2) If afunction has been established, ascertain the basis for assigning personnel
to the function. Usually, the function is composed of representatives from various de-
partments, including purchasing.

(3) Evaluate the contractor's established make or buy policies and procedures for
propriety and acceptability. If the contractor deviates from the established policies and
procedures for individual actions, evaluate the basis for deviation.

(4) Evaluate the basis for specific make or buy decisions to determine whether
the contractor's policies and procedures are reasonable and effectively implemented.

(5) Determine whether procedures are in effect which provide for the prompt
notification to the contracting officer of changes in make or buy decisions.

(6) The guidance in 14-600 for capital investments is equally applicable in the
eval uation of make or buy determinations.

5-608.5 System Reporting

There should be a system of reports and controls that reflects performance and pro-
vides the means through which the purchasing organization reports its performance to
company management. For example, the contractor may have a status report reflecting the
number of days to furnish supplier quotes and negotiated price data for use in proposal
preparation, aging of requisitions, number of purchase orders issued per buyer, on time
deliveries, etc.

5-609 Purchasing Sour ce Selections

There should be procedures to provide for the selection of the most responsible and
reliable sources for furnishing required quality parts and materials. These procedures
should also promote competitive sourcing among dependable suppliers in order to obtain
the most reasonable prices from sources that meet contractor quality requirements.

5-609.1 Competitive Sourcing

In order to ensure acquisition of the least expensive material consistent with contract
specifications, the contractor's procedures should provide for bid solicitations from a suf-
ficient number of prospective sources to promote effective competition commensurate
with the nature and dollar value of the purchase action. In accordance with FAR 52.244-
5(a), the contractor should use competition to the maximum extent practical.

a. Management should promote competitive sourcing by:

(1) requiring regular reports on competitive buying which in addition to identify-
ing the number of competitive bids would also identify suspect situations where the
lowest bidder may always be the same and always slightly under the next lowest;

(2) providing historical part number and vendor data bases; and

(3) performing marketing surveys to determine alternative sources.

b. Bidders Lists. The purchasing department should maintain bidders lists or other ap-
propriate reference files of potential vendors who may be solicited for the various items of
supply and service required for company operations. These lists aid in locating supply
sources and in soliciting competitive bids. The contractor's files should reflect the finan-
cia responsibility, technical capability, and history of past performance of suppliers, par-
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ticularly those from which the contractor has purchased items on a noncompetitive basis.
An evaluation of this area should determine if bidders lists are maintained on a current
basis to ensure maximum usefulness.

c. Purchasing Bid Procedures. The auditor's review of purchasing procedures should
determine whether:

(1) Bid solicitation procedures provide that:

(a) dl quotations for major procurements are in writing;

(b) each prospective supplier is furnished complete sets of specifications for the
item or service to be procured, and sufficient lead time is alowed for the preparation of
the proposal;

(c) the purchasing office establishes case files reflecting a ready record of all
actions; and

(d) all Government directives are reviewed for special considerations concern-
ing small business and labor surplus aress.

(2) Procedures provide for sufficient justification for awarding intracompany pur-
chases or work orders. Files are reviewed independently within the company for any evi-
dence of "bid-matching" on orders issued to affiliates, subsidiaries, or other divisions. In
"bid-matching" the buyer waits until outside bidders respond and then informs the "inside"
company of the low bid (see 6-313).

(3) Procedures provide for justification when the low bidder is not selected.

(4) Procedures ensure that debarred or suspended contractors are excluded from
receiving contracts, unless the acquiring agency's head or a designee determines that there
is a compelling reason for such action, as explained in FAR 9.405-2, 9.406-1(c), and
9.407-1(d). An important criterion in determining the propriety and allowability of pay-
ments for material purchases or subcontracts is the "consent” requirement of specific con-
tracts. FAR 52.244-2 and 52.244.4 are the pertinent solicitation provisions and contract
clauses which, if included in a contract, delineate the "consent” requirements by types and
categories of contracts. If by the terms of the contract, prior consent is required of the
ACO in subcontracting/purchasing, the ACO is prohibited from consenting to award to a
debarred contractor. "Consent” here means to consent to contract with a particular entity
or person; not consent to make a purchase. If prior consent is not required or if it is re-
quired for approval to make purchases only, a prime contractor is free to solicit from any
sources available, including debarred, suspended, or ineligible contractors.

5-609.2 Vendor Performance Evaluation

The contractor should use a vendor evaluation system when selecting sources. The
system should provide for the review of price, quality, delivery, technical capabilities,
financia capabilities, and service. The contractor should document vendor evaluations on
each buy or have a vendor rating system. If the contractor has a rating system, the system
should alow for consistency of comparisons among competing subcontractors, protect
rating information, provide documentation for each element rated, alow opportunity for
new subcontractors to compete, provide for evaluation by functional areas and be kept
current and accurate.
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5-609.3 Sole/Single Sour ce

Contractor policies should view each single or sole-source purchase as an exception.
The policies and procedures should require justification, cost/price analysis, if applicable,
and approval by a responsible company official. Factors to be considered when evaluating
purchases involving noncompetitive items, which could affect the evaluation of the pur-
chasing procedures, are whether

(a) the vendor was designated by the contracting officer who awarded the prime
contract and

(b) the purchase, if made from a sole source supplier, was approved by a responsi-
ble company official.

5-610 Pricing/Cost Analysis and Negotiated Purchases

The contractor ensures that some form of price or cost analysis is performed in connec-
tion with every purchasing action.

5-610.1 Cost/Price Analysis and Technical Evaluation

a. The contractor should perform cost/price analysis and technica evauation of its
subcontractor's and supplier's proposals/quotations. The scope and conclusions of the
analysis should be documented and included in the purchase order file. The contractor
should obtain a certificate of current cost and pricing data when applicable.

b. Buyers should document the purchase order file to explain price increases (over pre-
vious buys or over bill of material estimates) and lack of decreases in price when circums-
tances indicate that the price should be lower (when quantity is increased over a previous
buy or vendor quote, or when learning or other factors indicate lesser costs than in a previous
buy).

5-610.2 Negotiation

The auditor's review of purchasing procedures should determine whether:

a. Buyers are required to negotiate separate price breakdowns for significant elements
of the purchase (such as for facilities, tooling, engineering, setup, testing, and special
packaging) to allow separate cost control of these significant elements.

b. Prices are established at the time the order is placed for goods manufactured to or-
der, rather than on an "advise price" basis.

c. Procedures require sufficient evidence of negotiation when it is necessary to estab-
lish a reasonable price because the item is nonstandard or an insufficient number of bids
have been received.

d. Awards have been made to other than the low bidder on the basis of delivery. If so,
the purchase order should provide for a downward price adjustment if delivery schedules
are not met.

e. The contractor's procedures provide for the timely implementation of repricing
clauses included in subcontracts or purchase orders. The contractor's repricing procedures
should require that the:
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(1) revised contract prices are negotiated or arrived at as provided by contractual
requirements,

(2) certified cost or pricing data which was used as the basis for repricing is current,
accurate, and complete; and

(3) results of the repricing action are in the best interests of the Government.

5-610.3 Pur chase Discounts, Quantity and Payment

The contractor is responsible for having a system in place for seeking and taking ad-
vantage of cash discounts, trade discounts, quantity discounts, rebates, and freight allow-
ances. The contractor should combine requirements where appropriate. Usually thisis part
of the requirements system (6-308) at larger contractors. Additionally, contractors may
have a corporate purchasing system to provide volume discount advantages for the whole
company. The contractor should have a methodology for handling high volume, low value
orders, such as subcontracting with distributors, competing long term blanket orders (FAR
13.2) or opened ended subcontracts.

5-611 Subcontract Award and Administration

The contractor ensures the proper types of contracts are selected and that there are con-
trols including oversight and surveillance of subcontracted effort.

5-611.1 Types of Contracts

a. The contractor should have policies and procedures in place for determining the
types of subcontracts to be awarded and under what circumstances they are to be awarded.
FAR 16.1 can be used as a guideline when evaluating the contractor's policies and proce-
dures.

b. Unallowable Procurement. Determine whether the contractor's procedures prohibit
the issuance of cost-plus-a-percentage-of-cost subcontracts (FAR 44.203(b)(2). Under this
type of procurement, the subcontractor would receive payment for, and the prime contrac-
tor would pass on to the Government as cost of its contract, the costs incurred in perform-
ing the contract, plus a specified percentage of such costs as a profit or fee. Thus, the fee
would increase in direct proportion to any increase in cost.
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5-611.2 Subcontract Surveillance

Administration of Subcontracts. Advantages gained by prudent and capable efforts in
planning and negotiating subcontracts can be dissipated through the failure of upper-tier
contractors to administer subcontracts properly. Upper-tier contractors must be aware of
the progress of the subcontracts to ensure timely delivery of an acceptable product. When
the subcontract is other than firm-fixed-price, the upper-tier contractor must also maintain
surveillance over subcontract costs to keep current with the financial aspects of the upper-
tier contract. The cognizant auditor should review and evaluate the upper-tier contractor's
policies and practices pertaining to the administrative and technical controls exercised
over delivery schedules, change orders, modification notices, and overall costs. The con-
tractor should have a policy and procedures for aerting the Government on award of all
auditable subcontracts (those requiring interim and final audits) and a method for notifying
the Government of potential significant sub contract problems that may impact delivery,
quality, or price.

a. In evaluating the upper-tier contractor's procedures for controlling delivery sche-
dules, determine whether:

(1) some form of register or control is maintained to "flag" delivery due dates;

(2) procedures are in effect to expedite delivery of subcontract material, particularly
when it is apparent that the supplier will not meet the established delivery date, or is in
fact delinquent; and

(3) corrective action is taken when the supplier is delinquent in delivery schedules
including, where appropriate, adjustment of the purchase price.

b. In evaluating the upper-tier contractor's procedures for controlling change orders and
modification notices, determine:

(1) if the upper-tier contractor evaluates the delivery schedules when engineering
changes have been introduced;

(2) the timeliness of notification from the upper-tier contractor to subcontractors
when modifications are introduced into production; and

(3) the adequacy of the action taken by upper-tier contractors when change orders
or modification notices affect cost.

c. The evaluation of the upper-tier contractor's procedures relative to cost controls
should be directed to the:

(2) production and financia controls, with emphasis on those controls which ensure
that physical progress of production is commensurate with reimbursement;

(2) timeliness and adequacy of the repricing action when production is performed
under redeterminable subcontracts (including a determination of the timeliness of recove-
ries resulting from downward repricing actions);

(3) propriety of the costs generated by the subcontractor, particularly when the up-
per-tier contractor is also a subcontractor to the same or alower-tier subcontractor; and,

(4) audit of progress payments (refer to 5-1107.7 billing system audit of subcon-
tractor progress payments).

d. In evaluating the upper-tier contractor's procedures for adequate documentation,
determine whether contractor representatives are required to prepare trip reports covering
each visit to a subcontractor. Procedures should require timely reporting of significant and
relevant issues including additional funding actions and status of physical progressin rela-
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tion to costs incurred. Subcontractor financial reports should be adequately supported by
trip report documentation.

e. Subcontract Changes. Procedures should be in place to document and justify the
reasons for subcontract changes which affect cost or price. The Government is at risk
when the cost of the subcontract, before the change, has exceeded or is expected to exceed
origina estimates. Lack of adequate procedures could result in changes which have been
overpriced to avoid an overall loss or to provide total profit or fee in accordance with orig-
inal contract estimates.

f. Audit of Subcontracts. Timely consideration of redeterminable, incentive, and cost-
type subcontracts is essentia to the audit of upper-tier contracts. The Government's interest
in these types of subcontracts is similar to its interests in costs of variable-price prime con-
tracts when the subcontract awards are made in a chain unbroken by a firm-fixed-price sub-
contract. When the upper-tier contractor proposes to audit records of a subcontractor, eva-
luate:

(1) the procedures which address the extent of coordination between the contrac-
tor's purchasing and audit function;

(2) criteria established by the contractor for waiving audits;

(3) established procedures for ensuring that the Government is notified when access
to subcontractor records is denied the upper-tier contractor (6-800);

(4) independence and qualifications of the contractor's auditors; and

(5) adequacy of their audit programs and working papers (see also 4-1000). Proce-
dures should ensure that adequate controls are maintained for early identification of audit-
able subcontracts (see 6-802).

5-612 Purchasing System - Information Technology System Internal Controls

a. Where information technology (I1T) is used in significant financial applications, con-
trol activities are sometimes defined by classifying them into two types, IT general con-
trols and IT application controls. Whether the control activities are classified by the audi-
tor as general or applications controls, the objectives of control activities remain the same:
to provide reasonable, but not necessarily absolute, assurance that assets are safeguarded
from unauthorized use or disposition and that financial and cost records are reliable to
permit the preparation of financial statements and cost representations.

b. The auditor should review the IT general controls and the Purchasing System appli-
cation controls to determine if they have been designed according to management direc-
tion, GAAP, and applicable Government regulations and that internal controls are operat-
ing effectively to provide reliability of and security over the data processed.

c. General controls are composed of:

(1) organization and operation controls,

(2) systems development and documentation controls,

(3) hardware and systems software controls, and

(4) data and procedural controls. (See 5-400 for a more detailed explanation of gen-
era internal controls.)

d. Purchasing system application control activities are applied to the input, processing,
and output phases of this single IT application. In contrast, IT genera controls affect all
system applications and operational elements of all IT systems. Separate control activities
are developed for each unique application system, such as labor distribution, inventory
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control, and in this instance, purchasing. Although some application control activities af-
fect only one or just afew control objectives, most of the control activities are designed to
prevent or detect several types of errors in most or all phases of the application. (See 5-
1400 for amore detailed explanation of application internal controls.)

5-613 Internal Control Reporting
The auditor should follow the guidance in 5-110, 10-200 and 10-400 for reporting on

compliance with laws and regulations and on internal controls relative to the contractor's
accounting and management systems.
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5-700 Section 7 --- Audit of Material Management and Accounting System Internal
Controls-- Standards 1 Through 10

5-701 Introduction

a Refer to 5-101 for the auditor's fundamental requirements for obtaining and document-
ing an understanding of a contractor's internal controls and assessing control risk.

b. This section provides audit guidance for evauating the contractor's internal controls
for materid accounting (5-100) and compliance with DFARS 252.242-7004, Contractor
Material Management and Accounting Systems (MMAYS). If a contractor does not have con-
tracts that include DFARS 252.242-7004, this audit guidance can be used to determine if the
contractor's MMAS meets CAS and FAR requirements.

5-702 Background Information

MMAS can range from highly automated to manua systems. The requirements of
DFARS 242.72 apply equaly to automated or manual systems. MMAS are normally com-
prised of a material requirements planning (MRP) system and material accounting systems.
For background information, MRP systems are briefly discussed, as follows:

a Many contractors have an automated system for determining requirements. A materia
requirements planning (MRP) system is a system for identifying requirements, initiating
procurement, and maintaining current and future materials necessary to support production
operations. Hence, MRP is a method of inventory control, not inventory costing. However,
an MRP system does initiate inventory transactions and provides information used for cost-
ing those transactions. It takes into account the specific timing of material requirements, with
the objective of minimizing inventory investment consistent with meeting a given production
plan. An effective MRP system will result in having the optimum amount of materia availa-
ble for planned production. Consequently, a contractor's investment in inventories is mini-
mized.

b. MRP system configurations can vary depending upon needs. However, the following
features are common to al designs:

(2) Highly Automated Systems. Extensive use of information technology (IT) enables
MRP systems to react instantly to changed conditions.

(2) Bdance of Requirements (often referred to as RQ) and Replenishments (often re-
ferred to as RP). MRP systems maintain a balance between al the requirements for a part
and al the replenishments for the part. Replenishments generate the need for procurement
actions or releases to production for the needed parts. The replenishments can be in various
stages of completion or can be available from stock. A requirement may be a record for a
deliverable item (independent RQ) or a record for a requirement to be consumed in a next
assembly (dependent RQ). Key data ingredients in each requirement record are the required
quantity, need or schedule date, and requirement origin (i.e., contract spare item, shipping
date).

(3) Netting Process. The netting process involves comparing requirements with reple-
nishments to determine the need for parts. It begins with the total bill of materia for the re-
quirement for each specific part being netted. If the requirement is for an assembly, each part
incorporated into the assembly must be separately netted. The system nets requirements
against the replenishments for that part. The most basic form of the netting formulais:
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STATUS OF A PART = Replenishments less Requirements
o If statusis zero, replenishment and requirements are in balance.
o If statusis negative, then replenishments are needed.
o If statusis positive, then excess replenishments (parts) exist.

(4) Dynamic Rescheduling. Dynamic rescheduling of al items in the production
process can result from a timing change or an introduction or deletion of items in the
production process. Depending on location, the rescheduling may be automatic or may
require amanua "go/no go" decision. Changes in schedule may result in different num-
bers of requirements, replenishments, or both. The timing difference will change the
status of the netting formula.

5-702.1 DFARS 242.72

a. In December 2000, the Director, Defense Procurement, Acquisition Policy, and Stra-
tegic Sourcing issued a fina rule revising DFARS 242.72 and the related material man-
agement and accounting system (MMAS) contract clause (DFARS 252.242-7004). The
revised rule was effective on and applicable to contracts awarded on or after December 13,
2000. Subsequently, the DPAPSS, in a policy memorandum dated August 3, 2001, di-
rected contracting officers to retroactively apply the revised rule to the maximum extent
possible to contracts awarded prior to December 13, 2000. The revised DFARS rule spe-
cifically eliminated the requirement for the contractor to demonstrate compliance with
MMAS policies, procedures and operating instructions. In lieu of the demonstration re-
quirement, the contractor is required to accurately describe its MMAS policies, procedures
and practices and provide sufficient detail for the Government to reasonably make an in-
formed judgment regarding the adequacy of the MMAS. Contractors are also required to
provide the Government, upon request, the results of internal reviews conducted to ensure
compliance with established MMAS policies, procedures and operating instructions. Ac-
cordingly, the Government continues to have the same access to contractor records it had
prior to the issuance of the final rule. DFARS 242.72 and the related MMAS contract
clause (DFARS 252.242-7004) continue to prescribe policies, procedures, and standards
for use in the evaluation of a contractor's MMAS. DFARS requires applicable contractors
to assess their MMAS and take reasonable action to comply with MMAS standards. Con-
sidering applicability requirements, some contractors may also be required to disclose
their compliance with MMAS standards. The cognizant auditor should advise and assist
the ACO in evauating both the contractor's MMAS and the contractor's correction of any
deficiencies. “ Contractor” means a business unit as defined in section 31.001 of the FAR.

b. DFARS 242.72 ordinarily requires the contractor to conform to MMAS standards on
all prime contracts that

¢ exceed the simplified acquisition threshold and
¢ are cost—reimbursement contracts or fixed-price contracts that provide for progress
payments based on costs.
Contracts awarded to small businesses, educational institutions, or nonprofit organizations
are exempted. Additional requirements are as follows:
(1) The Government may review any large business contractor's MMAS when the
contractor has received qualifying sales of DoD prime contracts or subcontracts totaling
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$40 million or more in its preceding fiscal year and the ACO, with advice from the audi-
tor, determines that an MMAS review is needed based on arisk assessment of the contrac-
tor's past experience and current vulnerability. Qualifying sales are sales for which certi-
fied cost or pricing data were required under 10 U.S.C. 2306a, as implemented in FAR
15.403, or that are contracts priced on other than a firm-fixed-priced or fixed price with
economic price adjustment basis.

(2) The cognizant contract administration office and the auditor must jointly estab-
lish and manage programs for evaluating the MMAS systems of contractors and must an-
nually establish a schedule of contractors to be reviewed. The MMAS reviews must be a
team effort. The auditor participates as a team member or serves as team leader and is
required to issue an audit report to be incorporated into the team MMAS report. The
MMAS review must be tailored to take full advantage of the day-to-day work done by the
contract administration office and the auditor.

c. DaD policy stipulates that all contractors must have an MMAS that reasonably fore-
casts material requirements, assures proper charging and allocation of purchased and fa-
bricated material (based on valid time-phased requirements), and maintains a consistent,
equitable, and unbiased logic for costing of materia transactions. The MMAS contract
clause (DFARS 252.242-7004(e)) specifies that MMAS must have adequate internal ac-
counting and administrative controls to assure system and data integrity and must comply
with ten specific MMAS standards.

d. For contractors required to disclose and maintain compliance of their MMAS,
DFARS 252.242-7004(c) provides system disclosure and maintenance requirements.

(1) MMAS disclosure is adequate when the contractor has provided the cognizant
ACO documentation which accurately describes MMAS policies, procedures, and prac-
tices in sufficient detail for the Government to reasonably make an informed judgment
regarding the adequacy of the contractor's MMAS currently being used. The contractor
is also required to provide the ACO, upon request, the results of internal reviews that it
has conducted to ensure compliance with established MMAS policies, procedures and
operating instructions. Anticipated changes to the existing system would be subject to
future audits after implementation. Significant changes to the MMAS must be disclosed
to the cognizant ACO at least 30 days prior to their implementation per DFARS
252.242-7004(c)(3).

(2) If the contractor receives areport from the ACO that identifies any deficiencies
inits MMAS and the contractor agrees with the report findings and recommendations, the
contractor shall, within 30 days (or such other time period as may be mutually agreed to
by the ACO and the contractor), state its agreement in writing. After submitting its agree-
ment in writing, the contractor has 60 days (or such other time period as may be mutually
agreed to by the ACO and the contractor), to correct the deficiencies or submit a corrective
action plan showing milestones and actions to eliminate the deficiencies. If the contractor
disagrees with the report findings and recommendations, the contractor has 30 days (or
such other time period as may be mutually agreed to by the ACO and the contractor), to
state its rationale for each area of disagreement.

(3) The ACO is required to evaluate the contractor’s response and notify the
contractor in writing of the determination concerning any remaining deficiencies,
adequacy of any proposed or completed corrective action plan; and the need for any
new or revised corrective action plan.
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(4) If the ACO determines the MMAS deficiencies have a material impact on Gov-
ernment contract costs, the ACO must reduce progress payments by an appropriate per-
centage based on affected costs (in accordance with FAR 32.503-6) and/or disallow vou-
chered costs on vouchers (in accordance with FAR 42.803) until the ACO determines that
the deficiencies are corrected or the amount of the impact isimmaterial.

5-703 General Audit Policy

a. Refer to 5-103 for DCAA's general audit policy for the audit of contractor account-
ing and management systems and related internal controls.

b. It is DCAA's palicy to assist the ACO in evaluating the contractor's MMAS. When
appropriate, DCAA should provide the ACO with an assessment of the significance of
contractor deficiencies and an estimate of the resulting adverse material impact to the
Government. Also, DCAA should assist the ACO in evaluating the contractor's correction
of deficiencies.

c. DFARS 242.7203(c) requires that cognizant contract administration and audit activi-
ties will jointly establish and manage programs for evaluating the MMAS of contractors
subject to disclosure and maintenance requirements and will annually establish a schedule
of contractors to be reviewed (see 5-702.1b). MMAS audits should be accomplished as a
team effort with a team leader appointed by the ACO. These audits should be conducted
where the ACO (in consultation with the auditor) determines that the Government is sub-
ject to high risk.

d. The guidance contained in the following paragraphs can be applied to contractors
who are not subject to the disclosure and maintenance requirements. However, prior to
initiating any such audit, the auditor should coordinate with the regiona audit manager
and cognizant ACO.

5-704 Audit Objectives

a. The purpose of the audit is to express an opinion on the adequacy of the contractor's
MMAS internal controls and determine the cost impact, if any, resulting from any system
noncompliance.

Refer to 5-104 for DCAA's primary objectives for auditing the contractor's accounting
and management systems. The MMAS standards are stated in DFARS 252.242-7004(€).

b. The contractor is responsible for providing sufficient evidence that its policies, pro-
cedures, operating instructions and related internal reviews ensure compliance with the 10
MMAS standards outlined in the contract clause at DFARS 252.242-7004(¢€), specifically
MMAS standard number 1. This standard requires the contractor to have an adequate sys-
tem description including policies, procedures, and operating instructions that comply
with the FAR and Defense FAR Supplement. Further, DFARS 242.7203(c)(2) requires the
auditor take full advantage of the day to day work done by the contract administration
office. Accordingly, the auditor should determine the level of reliance that can be placed
on thework of others (4-1000).

c. The auditor should scope the audit to meet the objective of determining compliance
with MMAS standards. If the contractor refuses to provide sufficient documentation that
its policies, procedures and operating instructions comply with the MMAS standards, the
auditor (after a reasonable period of time) should notify the ACO for assistance in obtain-
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ing the required documentation. Actions which could be considered by the ACO would
include reductions or suspension of progress payments under FAR 32.503-6, disallowing
vouchered costs under FAR 42.803, disapproval of the contractor's cost accounting system
and/or cost estimating system, and/or recommendations concerning award of future con-
tracts. The auditor should implement audit steps to identify the potential harm to the Gov-
ernment as the basis for any recommended ACO withholding. The FAO and ACO must
coordinate with the contractor as early as possible, preferably at the time of requirements
planning. This early coordination should assure an understanding of Government expecta-
tions, audit timing, and methods for system disclosure and maintenance.

d. For contractors that do not have contracts containing DFARS 252.242-7004, MMAS
audits will be conducted when material costs are significant and a vulnerability assessment
projects the need. The objective of the audit is to determine whether the contractor's
MMAS adequately conforms to CAS and FAR requirements as amplified by MMAS stan-
dards. In these circumstances, the auditor should conduct an audit to determine the degree
of compliance with MMAS standards. For any noncompliance disclosed, the report will
identify appropriate FAR/CAS citations and pertinent contract clauses.

5-705 Scope of Audit

a. While the nature and extent of audit effort depends upon contractor size, amount of
Government business and audit risk (materiality and sensitivity), the scope should be con-
sistent with the guidance in 5-105. DFARS 242.7203 states that reviews of the contractor's
MMAS will be done as a contract administration office and contract audit team effort;
therefore, the scope of audit must be coordinated closely with the ACO. The evaluation
will be based on the disclosures provided by the contractor, transaction testing and other
testing as necessary.

(1) Where the contractor meets the criteria in DFARS 242.7203(a), the auditor
should request that the contractor provide the results of any system testing which has been
done (see 5-715).

(2) In determining the scope of audit, the auditor should consider how much re-
liance can be placed on the contractor's transaction testing and disclosure of internal con-
trols, and day to day work done by the contract administration office (see 4-1000).

b. The auditor should also review completed audits related to MMAS, including, as a
minimum:

(2) Billing system audits

(2) IT audits (genera and application controls) of MMAS

(3) Estimating system audits

(4) MMAS operations audits

(5) Material incurred cost audits

(6) Defective pricing audits

(7) Contractor purchasing system audits

c. The auditor should coordinate with DCAA auditors at other contractor divi-
sions/segments, the ACO, and the contractor. To ensure positions and interpretations are
consistent, the auditor should contact the CAC, CHOA, or other segment auditors to
determine similarities of systems among segments, deficiencies found at other divisions,
and interpretations of compliance/noncompliance to specific standards. Coordinate the
audit with the ACO to assure full understanding of the overall scope and areas of re-
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sponsihilities. Since the review deals primarily with financial and accounting issues, the
ACO should be encouraged to assign DCAA as the team leader. Further, the auditor
should coordinate closely with other responsible Government representatives such as
Government property specialists and engineering and other technical representatives.
Team tasks must be clearly defined to take advantage of the available Government ex-
pertise and mission requirements of all members. Most important, the team must make
every effort to avoid duplication of effort. Early discussions with the contractor should
be established to assure adequate disclosures in a reasonable period. Be sure that the
contractor and ACO have a good understanding of what is expected in terms of the for-
mat and timing of the disclosures and the expected level of detail (including sufficient
evidence).

5-705.1 Inadeguate Disclosure and M aintenance

a. DFARS 252.242-7004(c) requires contractors to have policies, procedures and oper-
ating instructions that adequately describe their MMAS and to provide to the ACO, upon
request, the results of internal reviews that have been conducted to ensure compliance with
established MMAS policies, procedures and operating instructions. The DFARS aso re-
quires contractors to disclose to the ACO significant changes to their MMAS at least 30 days
prior to implementation. Audit considerations related to each of the 10 MMAS standards are
discussed in the following paragraphs.

b. If the contractor does not adequately describe its MMAS or fails to provide the ACO
with the results of internal reviews, and the auditor has identified potentia harm relative to
premature or excess hillings, calculate any estimated harm to the Government and recom-
mend that the ACO implement a withhold to protect the Government's financia interests.
The following steps can be used to help determine the potential harm relative to premature or
excess hillings.

(1) Review current inventory to identify materials that are in excess of known re-
quirements by comparing the contractor's listing of contract requirements (parts lists, etc.)
to the on hand inventory.

(2) Review the material months on hand, e.g., date received to the date of usage, to
determine if materials appear to be unreasonably time phased.

(3) Review contractor inventory cycle count data if available or sample inventory to
determine the level of record accuracy.

(4) Sample materia transfer activity to determine if transfers of costs or loan payback
procedures resulted in noncompliance with MMAS Standard 7 and increased or duplicated
costs to the Government.

(5) Tailor other steps that would identify potentia harm to the government based on
leads or information available to the FAO.

(6) Notify the ACO of the disclosure and maintenance problems and identify defi-
ciencies found in the above steps.

(7) Recommend that the ACO withhold the amount of the potential impact to the
Government (the effect of the identified procedural and/or control deficiencies) identified
through the above steps until the contractor adequately describes its MMAS and/or provide
the requested results of internal reviews. See 5-717 for guidance on computing cost impacts.
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5-706 System Description (MMAS Standard 1)

MMAS Standard 1 (DFARS 252.242-7004(d)(1)). This standard requires the con-
tractor to provide an adeguate system description including policies, procedures, and
operating instructions compliant with FAR and DFARS. While the contractor is re-
quired to provide a broad range of documents, the auditor should focus attention on the
adequacy of the policies, procedures, and operating instructions related to MMAS Stan-
dards 2 through 10.

a. The contractor should establish and maintain descriptions of the major manua and
automated systems that comprise the MMAS. These descriptions should cover al inte-
grated component systems and include:

(1) narrative descriptions of each of the component IT systems and the interac-
tion with one another,

(2) detailed flowcharts for each of the component IT systems,

(3) identification and purpose of all MMAS related transactions, tables, sche-
dules, files, and reports for each component IT system,

(4) descriptions of available historical data files, retention periods, and storage
format, and

(5) identification of the programming languages used to implement, process, and
query the system.

b. The contractor should provide a written description of its MMAS in enough detail
to alow the auditor to get a thorough understanding of how the MMAS operates. The
contractor's write-up should include references to written policies, procedures, and op-
erations manuals. Information should be provided for each process or function within
the system as well as existing internal controls.

c. The system write-up should identify the generation of material requirements, bills
of material, and development of lead times. The contractor should provide information
on how this information is used to purchase material. All datainput (whether manual or
automated) should be identified. This should include a description of how the material
is:

(1) ordered and tracked once a purchase order isissued;

(2) tracked once it arrives at the contractor's warehouse or plant;

(3) handled and accounted for in storage locations;

(4) issued to atask;

(5) billed to the Government;

(6) accounted for when it is moved among tasks or inventories and incorporated
into the end item; and

(7) disposed of during contract performance and at contract completion.
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5-707 Material Requirements (MMAS Standard 2)

MMAS Standard 2 (DFARS 252.242.7004(d)(2)). MMAS Standard 2 requires con-
tractors to assure that purchased and fabricated material charged to contracts are based
on "valid time-phased requirements." Costing practices are valid and time-phased when
material is purchased and/or fabricated for a specific production plan and the cost is
charged and billed within a reasonabl e time related to production process needs.

a. There is no standard number of days (months) that constitute adeguate time phas-
ing. Time phasing is the product of good material management and internal controls.
Reasonable time phasing ensures all material management processes are justified and
followed. In turn, material management processes should ensure that materials are re-
ceived as close to manufacturing need dates as possible under existing circumstances.

b. The auditor's primary goal is to determine that sufficient procedures and controls
are established to assure contracts are charged based on valid time-phased reguirements.
The standard specifies accuracy goals as a validity measure to assure that the bill of
material (BOM) or master production schedule (MPS) reflects the most accurate, com-
plete, and current information. The auditor should review IT related policies and proce-
dures that address the system's automated operations. Current flowcharts of the material
time-phasing process and the processes used to determine BOM and MPS accuracies
should be reviewed, analyzed, and a conclusion made regarding the adequacy of the
automated process. Internal controls over access to component IT systems should be
reviewed to determine that only users needing access to perform their duties are allowed
onto the system (see 5-1406.1). Data entry sources and related material system transac-
tions should be identified and their applicable security system authorization tables ex-
amined to determine that transaction authorities (e.g., read, update, delete) are adequate-
ly controlled (see 5-1406.2).

c. Auditors must be alert for situations where the contractor's current systems are
accurate (the BOM system is generating valid requirements and the MPS system is iden-
tifying accurate material need dates) but contracts include invalid or unreasonably time-
phased materials. However, this should be the exception---an accurate system should
generate valid time-phased material costs. Even though the current system is function-
ing accurately, prior deficiencies or other circumstances may have allowed invalid or
unreasonably time-phased materials to be charged to the contracts. This would be non-
compliant with the objective of the standard if controls were not instituted to relieve the
Government of the impact of this unallowable practice.

d. The auditor should verify contractor use of the BOM and MPS as a basis for ma-
terial costing and review measures of performance that assure charges or alocations are
based on valid time-phased requirements. Standard 2 states that a 98 percent BOM ac-
curacy and a 95 percent MPS accuracy (see 5-707.1d. and 5-707.2b. respectively, for
discussions on the accuracy calculations) are desirable goals to assure that requirements
are valid and time-phased. If the system accuracy is lower, the contractor must provide
adequate evidence that there is no material harm to the Government and that the cost to
meet the accuracy goals is excessive in relation to impact on the Government. Reviews
of the BOM and MPS require close coordination with Government technical representa-
tives.

e. Asthe auditor evaluates contractor compliance with the 10 MMAS standards, observa-
tions in other areas may provide indicators of problems with the MPS and BOM. A large
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number of material expediters, substantial excess inventory, and frequent inventory shortag-
es can all be strong indicators that formal MPS and BOM systems are not providing accurate
information or that established policies and procedures are not being followed. These cir-
cumstances can aso be indicators that the contractor is operating under an informal system
and ignoring problems reported by formal MPS and BOM systems. This can lead to prob-
lems with excess inventory and financing of material far in advance of need.

5-707.1 Bill of Material Accuracy

a. Requirements are considered valid when material is purchased or fabricated to pro-
vide quantities necessary to complete specific production units. The bill of materia
(BOM) identifies materials and quantities required to manufacture the assembly. An accu-
rate BOM represents contractually required materials. By combining the requirements for
the various assemblies, the contractor can determine total contract requirements. Total
requirements can then be compared with material charges to the contract. This process can
identify the existence of costs that:

(1) are not based on requirements

(2) exceed contract requirements

(3) represent requirements for which no costs have been incurred

b. The contractor should have BOM policies and procedures addressing:

(1) BOMs for assemblies and fabricated parts that generate requirements

(2) the development of original material requirements and subsequent
changes

(3) approval authority for releasing and maintaining bills of material

(4) material requirement adjustments for engineering changes

(5) controls for converting engineering BOMs to manufacturing BOMs

(6) materials used on an "as required” basis (no specified quantity require-
ment)

(7) substitute material to include controls that prevent requirements from being
input for both primary and substitute materials

(8) how and when bills of material records are maintained and purged

(9) areasonable basis for measuring the accuracy of the bill of material

c. The contractor's system should provide for systematic testing of the bills of ma-
terial for accuracy, appropriate corrective measures as warranted, and a record of the
results of such tests.

d. The techniques for calculating the accuracy percentage for BOMs will vary from
contractor to contractor. The technique used is dependent on BOM preparation methods
and the production process. BOM accuracy indicates whether the BOM represents the
actual materia required to produce the product. Using traditional methods, material re-
quirements on an "as-built" basis is the best measure of accuracy. However, the BOMs
which are loaded into the system and drive purchase and fabrication orders are the ones
affecting billing and costing. These BOMs are the most appropriate for measuring to as-
sure they reflect the most current, accurate, and complete information. The contractor
should have procedures and internal controls for ensuring accurate BOMs and a reasona
ble method for calculating BOM accuracy. An example of one formula follows:
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BOM Accuracy =
BOMsin Agreement

Total BOMs Reviewed

X100 = __ %

e. Each level of production (i.e., fabricated parts, subassemblies, assemblies, and line
replaceable units) has BOMs that may be tested for accuracy. BOMs can be inaccurate at
any level. In order for the auditor to assess BOM accuracy, selected BOMs must be com-
pared to appropriate data (e.g., engineering BOM, part drawings, engineering changes) to
ensure that 98 percent of the BOMs driving procurement are accurate. Necessary adjust-
ments for the actual calculation of the BOM accuracy must be made as circumstances
warrant.

5-707.2 Master Production Schedule Accuracy

a. The contractor should have a document(s) that represents the master production
schedule (MPS). The MPS details what and how much material, |abor, and capacity is
required and when these resources are needed. The contractor should have MPS policies
that address:

(2) leve of approval and identification of approving officia

(2) whether or not past due effort is allowed (past due effort is unplanned effort and
should be reschedul ed)

(3) methods for evaluating reasonableness of capacity constraints

(4) definition of planning horizon and identification of planning time increments.

(5) techniques for systematic testing for accuracy and appropriate corrective measures,
aswarranted

(6) procedures and identification of authorities for changing policies

(7) methods for periodically verifying the reasonableness of lead and flow
times

(8) timely processing of changes

(9) product changes being planned and implemented to minimize disruption to
the master schedule, scrap, rework, and obsolete material

b. An accurate MPS and related policies and procedures should provide time phasing
of production materials. The techniques for calculating the accuracy percentage for
MPS will vary, depending on the method used to prepare the MPS and the nature of the
production process. Although there are some common methods used for measuring
MPS, no specific method is required. Each contractor should assess its own system and
then identify the most appropriate method to provide evidence that the system generates
realistic need dates for material. Traditional MPS accuracy measures consider historical
performance by comparing end item deliveries accomplished versus end item deliveries
planned for a given time period, determined as follows:

PERFORMANCE =

ACTUAL PRODUCTION

PLANNED PRODUCTION

c. The accuracy measure must be supported by adequate evidence of the reliability of
the schedules being measured. The contractor should provide documentation identifying
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the various lead times and process flows and show the justification for times used. This
includes documentation showing that the data used in the MPS is consistent actua shop
floor practice. The documentation should include all processes that contribute to timely
scheduling of material receipts and end item completion at the point that the measure is
taken. The contractor is expected to establish a reasonable basis for accuracy measure-
ments, and a program for on-going measurement and improvement of accuracy levels to
reach desired accuracy goals.
d. Another example of a measure of MPS accuracy is.

No. of End Items
with Accurate Delivery
Datesin Schedule

No. of Contractualy
Déliverable End Items

X 100% = MPS Accuracy

In this example, the contractor will determine the universe of contractual end items and
their applicable delivery dates. Once the universe is identified, a determination is made
as to whether these contractual end items are included in the schedule and that the sche-
dule reflects contractual due dates. When basing the measurement on prospective con-
tractual end item delivery dates as shown in the above example, be aware that contracts
may alow a "window" in which to deliver or alow early delivery of contractual end
items.

e. The auditor should ensure that these types of measures are not misleading. The
critical points are the accuracy of the lead and process times used in the schedules being
measured. Before these types of measures can be of value, the contractor must demon-
strate the accuracy of the data within the schedules and its consistency with practice.

f. The auditor should evaluate the reasonableness of whatever measure the contractor
chooses to employ and render a judgment on whether that measurement appropriately depicts
the schedule accuracy and assures that materials required in the manufacturing process will be
reasonably time-phased to need in the manufacturing process. In addition, the contractor and
auditor should evaluate the reasons for identified variances to determine the causes of inaccura-
cies.

0. To assure that contract costing or billings are time-phased, the contractor should pro-
vide an andysis of inventory turnover and/or "months-on-hand" of current inventory. The
documentation will vary from contractor to contractor. The auditor should evauate the rea
sonableness of whatever approach the contractor chooses to employ and render a judgment
on whether or not the contractor has adequately justified materials carried for long periods of
time. In addition, the contractor and auditor should evaluate the reasons for premature cost-
ing or hillings to determine the cause and any potential harm to the Government.

5-707.3 Justification of Exceptions

a. Even though the contractor's system achieves the desired BOM and MPS accuracy
levels, it is possible for invalid or unreasonably time-phased material to get into contract
costs and current billings. These situations can be caused by prior system deficiencies
that have not been corrected, minimum buy requirements, or other circumstances.
Therefore, it is important that the contractor have policies and procedures in place to
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identify when such situations may exist, investigate the causes, and take necessary cor-
rective actions to ensure that the Government is not over billed.

b. The contractor should have controls in place to identify situations where mate-
rials in excess of contract requirements or significantly before production need dates
are charged to Government contracts. While these conditions are not necessarily un-
reasonable, it is important that they be identified and investigated to ensure that the
MMAS is continuing to operate effectively. In addition, the contractor should ensure
that the Government is not billed for unreasonable material costs.

c. For example, because of minimum buy and/or economic order quantity restrictions
for some items of material, material quantities greater than valid time-phased require-
ments may be purchased or fabricated and charged to a cost objective. In these in-
stances, the contractor should demonstrate that its method reduces overall costs of pur-
chases and fabrication and that receipt and costing of the materials is done as close to
the need date as possible to take advantage of available price reductions. Normally, the
contractor should not charge contracts for materials when a requirement does not exist.
However, consideration must be given when minimum buy or other necessary circums-
tances are imposed on the contractor to buy greater quantities than immediately needed.

5-708 System Monitoring (MMAS Standard 3)

MMAS Standard 3 (DFARS 252.242-7004(d)(3). Standard 3 requires the contractor to
provide a mechanism to identify, report, and resolve system control weaknesses and ma-
nual overrides. As with any system, sufficient internal controls should exist so any signifi-
cant irregularity will be identified through normal system operation. The MMAS system
should include policies and procedures that describe how and when operational exceptions
are to be identified, reported, and resolved. Operational exceptions are irregular situations
that result from system logic (analysis and correction of errors and irregularities) or sys-
tem overrides.

a. The standard specifically cites excess inventory as one area that needs control me-
chanisms. The system should identify excess inventory as soon as known. MRP activity
can mask any excess by constantly causing it to be moved because of new requirements or
changed priorities.

b. Experience has shown that inappropriate costing can result from contractor use of
excess inventory on spares contracts. Excess parts are sometimes used on spares contracts a
no cost (i.e., never transferring the cost or the replacement part), understating actual recorded
contract costs on the gaining contract and overstating cost on the losing contract. Further,
nondisclosure of such activity (i.e., proposing purchase or fabrication costs when the parts
will be used at no cost) at spares contract price negotiation could result in defective pricing.

¢. While reporting mechanisms for excess/residual inventory are critical ones, they are
not the only exceptions or problems the auditor should be concerned with. The auditor
should look at the contractor's entire exception reporting system to verify the existence,
and adequacy, of major controlsin all areas that need to be identified. These areas include,
but are not limited to:

(2) unauthorized changesto BOMs,

(2) materials charged to contracts in excess of requirements;

(3) materias charged to contracts prior to its production need date (time-phasing);
(4) monitoring of attrition, rework, scrap, and lost/found material;

DCAA Contract Audit Manual



596 August 30, 2012
5-709

(5) transfers and loan/paybacks; and
(6) manual overrides (i.e., material adjustments).

d. The most common method used by contractors to facilitate the identification of sys-
tem irregularities, or problems, is the "exception report." The auditor should obtain a list-
ing of all exception reports and their usage. If there are a significant number of exception
reports that are either no longer in existence or not currently used, this should be brought
to management's attention.

e. The contractor's policies and procedures should address the resolution of reported
exceptions. To be fully compliant with the intent of this standard, the contractor should do
whatever is necessary to prevent exceptions, where feasible, or at least minimize their
recurrence.

5-709 Audit Trail (MMAS Standard 4)

MMAS Standard 4 (DFARS 252.242.7004(d)(4). This standard requires adequate
MMAS audit trails and necessary records to evaluate system logic and to verify through
transaction testing that the system is operating as desired. The auditor should determine
that

(2) all original entries and subsequent transactions are recorded in the system,
(2) thereis an appropriate audit trail, and
(3) sufficient evidential matter exists to allow the expression of an audit opinion.

a. All transactions, both origina and subsequent entries, should be recorded in the sys-
tem to enable verification of system performance. The auditor should be alert for situa-
tions where entries, especially adjustments, can be entered into the system without evi-
dence of the entry being recorded. The contractor should identify each type of transaction
covered by the MMAS and the controls for ensuring that these transactions are properly
recorded in the system.

b. An audit trail refers to the ability to trace transactions from their authorization
through any intermediate books and records to the books and records of fina entry, and
vice versa. The contractor should be able to show how both purchased and fabricated parts
flow through its system from beginning to end. At a minimum, the auditor should trace a
few transactions through each significant aspect of the contractor's system. If this effort
was accomplished to support the auditor's basic understanding of the system it need not be
duplicated here.

c. The contractor must be able to provide sufficient evidence, through transaction
testing, that its MMAS system is reliable. To fully comply with this standard, the con-
tractor's system should provide for periodic transaction testing to ensure that the system
is continuing to operate as designed. This testing may be included as part of Standard
10.

d. The auditor should carefully assess the adequacy and sufficiency of the contrac-
tor's transaction testing and revise the scope of audit accordingly (see 4-1000). In addi-
tion, the contractor's transaction testing may fulfill some or al of the required substan-
tive testing necessary to issue an opinion on the allowability of incurred material costs.
Therefore, the nature and results of the contractor's testing efforts should be considered
in scoping the extent of our annual evaluation of incurred material costs (see 6-300).
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5-710 Physical Inventories (MMAS Standard 5)

MMAS Standard 5 (DFARS 252.242-7004(d)(5)). The main objective of this stan-
dard is the reguirement to maintain accurate recorded inventory validated through peri-
odic reconciliation of recorded to physical inventory quantities. This will help to ensure
that purchases do not exceed requirements, progress payments are based on valid inven-
tory records, and physical inventory information is accurate for estimating and pricing
purposes. The standard specifies 95 percent accuracy as a desirable goal. If this accura-
cy goal is not achieved, the contractor must provide adequate evidence that there is no
harm to the Government and that costs to meet the goal are excessive (considering the
potential harm to the Government). See 6-306 for additional guidance on physical in-
ventories.

5-710.1 Receipt and I nspection of Material

a. The contractor should establish and maintain policies and procedures for receipt
and inspection of material. The receiving activity is responsible for the receipt and in-
spection of incoming materials and the movement of these materials to the areas where
the storage and usage functions are carried out. Common responsibilities include:

(1) unloading, unpacking, identifying, sorting, and verifying that the quantity and

quality of materials received agree with purchase order requirements

(2) noting shortages, damage, and defects

(3) reporting receipts and discrepancies

(4) moving materials to storage or other appropriate activities

(5) providing appropriate transaction inputs to the inventory requirements and ac-

counting systems

b. In evaluating internal controls, as a minimum determine the following conditions
and procedures are used as a means of controlling the activities of the receiving and in-
spection department:

(1) The receiving function is independent of the purchasing, invoice processing,
and shipping functions.

(2) Incoming material is centrally controlled.

(3) Receiving reports, signed by an authorized representative, are prepared for al
material received, and a copy is furnished to the accounting department.

(4) The receiving department is advised, by copy of the purchase order, of the type
of material purchased.

(5) Quantities of materials received are verified by actual count, weight, or mea-
surement by the receiving department.

(6) Quality inspection is evidenced by inspection reports, notations on receiving
reports, or other acceptable records.

(7) Procedures are in effect which control defective and damaged material, over-
shipments, returned material, material received but not ordered, and claims against car-
riers and vendors, with related responsibilities for the issuance of debit memorandums.

(8) Where the contractor accepts and reworks defective vendor-furnished material
instead of rejecting and returning it, Government contracts are not charged with the
cost of rework, unlessthisis clearly justified in the circumstances.

DCAA Contract Audit Manual



598 August 30, 2012
5-710

(9) Material returns are routed to the shipping department and are controlled by au-
thorized shipping advises or material releases.

(10) Procedures are in effect for controlling the distribution of material from the
receiving areato stores or to production areas.

(11) The flow of accounting documentation is controlled by use of prenumbered
forms, batch transmittals and/or other appropriate means.

c. The pervasiveness of modern IT systems requires the auditor to obtain reasonable
assurance that the authority of data origination, accuracy of data input, integrity of
processing, and verification and distribution of output within the receiving and inspection
functions are adequately controlled (see 5-716). The results of the most recent IT System
General Internal Control audit and other related systems audits should be reviewed for
reported deficiencies which could adversely impact internal control of the receiving and
inspections functions. The following elements should be considered when reviewing in-
ternal controls related to automated material receiving and inspection systems:

(1) The contractor's representation of receiving and inspection systems internal
controls. This representation should include identification of system transactions and
related security, material processing and exception reporting, inspection processing,
adjustments, etc. System operation and the identification of all related system policies,
practices, and procedures.

(2) The number of employees having access to material and inspection system data
should be reasonable and based on need. Adequate security controls (logical and phys-
ical) should be incorporated to control access to the system (see 5-1406.1) and to con-
trol specific materia transaction capabilities. Authority to make changes to receiving
and inspection data should be limited, logged, and closely monitored (see 5-1406.2).

(3) Current receiving and inspection system/subsystem flowcharts showing data
input characteristics, internal control points, internal control tables, and output reports.
System operation should be verified to the policies, practices, procedures, and flow-
chart.

(4) Test system internal controls by tracking selected receipt transactions to their
source purchasing documents. Verify the results of the test to the related bills of ma-
teria or contract. Any differences must be resolved with the contractor. Consider using
CAATSsto expedite the process.

5-710.2 Storage and | ssuance of M aterial

a The storing and issuing function is responsible for:

(1) Protecting and preserving material in storage, including appropriate safeguards
for items of a sensitive nature and items subject to deterioration by the elements.

(2) Accessing fast moving items.

(3) Examining materia requisitions for the appropriate stock number, nomencla-
ture, and authorized usage.

(4) Substituting, if appropriate, another item when a requisitioned item is not avail-
able.

(5) Issuing material timely when presented with an authorized requisition.

(6) Initiating purchase requisitions when stock levels reach the reorder point or
when authorized requisitions cannot be filled, duly noting due-ins and due-outs.
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(7) Reviewing stock for slow moving items and items in long supply and initiating
appropriate action for consumption or disposal.

(8) Providing appropriate transaction inputs to the inventory requirements and ac-
counting systems.
b. In evaluating the internal controls in this area, determine the extent to which the con-

tractor employs the procedures listed below:

(1) separate accountability is maintained for contractor-owned and Government-
owned materials for each class of material

(2) material received is delivered directly to the warehouse, storeroom, or produc-
tion area, via an inspection areaif appropriate

(3) when material received is delivered directly to a production area, procedures in-
sure that proper documentary and accounting control is maintained

(4) excess stock is not permitted to accumulate in production areas

(5) stores records are maintained by employees functionally independent of store-
keepers

(6) there are adequate controls to prevent theft or diversion of material. Unautho-
rized persons are denied access to storerooms. There are specia safeguards for high
dollar value material and material susceptible to persona use or sale

(7) materials are stored to facilitate locating, withdrawing, handling, and counting

(8) procedures provide for the timely reporting of slow moving, obsolete, and over-
stocked material, such as electronic, automotive and truck parts, or copper, brass, or
other high value metals or components

(9) procedures provide for the release of materials only upon the receipt of a prop-
erly approved requisition

(20) requisitions applicable to Government-owned materials are distinguishable
from requisitions for contractor-owned materials

(11) controls provide for proper charges and credits when material is transferred
between/among contracts

(12) procedures provide that appropriate credits are issued when unused material is
returned to stock, or where material is diverted to other work

(13) procedures are in effect to control the collection, segregation, and disposition
of scrap and the issuance of appropriate credits (see 6-308)

(14) procedures are in effect which control and account for returnable items such as
reels, containers, skids, boxes, and barrels

(15) procedures provide for issuing materials subject to spoilage or shrinkage on a
firstinfirst out basis

(16) the flow of accounting documentation is controlled by use of prenumbered
forms, batch transmittals and/or other appropriate means

5-710.3 Inventory Accuracy

a. The contractor should have established procedures that prescribe how inventory
record accuracy is verified as to quantity and location. Prior audits have found accuracy
rates to be far below the recommended 95 percent level. A large humber of material
expediters, substantial excess inventory, and frequent shortages of material to satisfy
production needs can all be strong indicators that the formal system is not providing
accurate information. Specific attention should be accorded the policies, practices, and
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procedures governing the classification, location, requisition, and responsibilities for
contract inventory. Although not normally part of the testing of inventory accuracy, the
MMAS procedures should include regquirements for shop floor accountability of mate-
rials in the production process.

b. For MMAS purposes, accuracy should not be determined based on the dollar val-
ue of an aggregate inventory. This technique is not representative of the physical accu-
racy of the inventory because the netting process and material planners rely on the accu-
racy of recorded inventory quantities when deciding to fill requirements and generate
orders. A highly accurate inventory is necessary for the netting process to function reli-
ably.

c. Inventory record accuracy attests to the accuracy of the on hand inventory as op-
posed to the physical (recorded count) inventory. Inventory record accuracy should be
at or above 95 percent within preestablished tolerances (see 5-710.3e.). Inventory
records used by the contractor to make decisions regarding the purchasing or fabrication
of materias should be used when counting the on-hand inventory. An example of aformula
for calculating inventory accuracy is.

INVENTORY ACCURACY =
# OF PARTSACCURATE

# OF PARTS COUNTED

100 = %

d. An inventory classification system may be used by a contractor to focus available re-
sources on controlling those materials posing the greatest risk. An example of this is the
ABC inventory method. This system classifies inventory items in a decreasing order of an-
nual dollar volume or other criteria. This array is then split into classes A, B, and C. Class A
contains items with the highest annual dollar volume and receives the most attention. The
medium class B receives less attention while class C, which contains low dollar items, has
minimum controls. The principle behind the ABC method isthat effort will be saved through
relaxed controls on low value items that do not pose a significant risk. Effort can then be
applied to reduce inventories and maintain stricter accountability of high value items.

e. The precision or degree of accuracy (tolerance) will vary by types of inventory. In the
ABC inventory method, the acceptable tolerance for an item count of a particular part within
a preestablished range will vary depending on its A, B, or C classification. Tolerance is very
similar in nature to precision as used in statistical sampling (i.e., +/- 5 percent). If avariable
falls within a preestablished range, then results are considered acceptable. For inventory
accuracy, the difference between recorded and physical inventory is computed and compared
to the preestablished acceptable tolerance. The more expensive items or items crucia to
maintaining production have tighter tolerance ranges.

f. The following table depicts the test results for 10 parts within a particular classification.

On-Hand Per | On-Hand Per
Part Records Physical Difference
No. Count Tolerance* | Accurate?
1 100 100 0 5 Yes
2 80 78 2 4 Yes
3 100 95 5 5 Yes
4 200 206 6 10 Yes
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5 120 130 10 6 No
6 80 80 0 4 Yes
7 100 90 10 5 No
8 150 145 5 8 Yes
9 100 100 0 5 Yes
10 80 80 0 4 Yes
Number of parts accurate = 8
Number of parts counted = 10
Accuracy of thisclass = 80% (8/10)

* Assume acceptable class tolerance of 5 percent

0. Accuracy is based on counts within established tolerances. In the example above, the
class tested has a preestablished tolerance of 5 percent. This means that for a recorded quan-
tity of 100, units physically counted during a cycle count must fall between 95 and 105 to be
recorded as accurate. The following is an example of summarizing tests for inventory accu-
racy:

1) @
Class Parts Sampled | Part Countsin Tolerance | Count Accuracy by Class®
A 50 50 100%
B 500 400 80%
C 1,000 950 95%
1,550 1,400 90.3%

*Col (2)/Col (1)

h. Audit steps must include observations of contractor count procedures. Count pro-
cedures should ensure integrity of the process and include "blind counts.”

5-710.4 Inventory Adjustments

The contractor should have established policies and procedures for making adjust-
ments for the difference between booked and physical inventory counts, including the
costing of such adjustments in the accounting records, if appropriate. The Government
has an interest in whether the contractor makes an adequate investigation of inventory
adjustments and whether losses are acceptable as a reasonable cost on Government con-
tracts. Adjustments of losses and overrates and deterioration of inventory items may
indicate inadequate inventory control and storage procedures. Adjustments of items that
are surplus or obsolete may indicate the contractor is purchasing excessive quantities.
The auditor should evaluate the contractor's policies and procedures to ensure that they
provide for the proper investigation of inventory adjustments and follow-up to help re-
duce the need for future adjustments.
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5-711 Material Transfers(MMAS Standard 6)

MMAS Standard 6 (DFARS 252.242-7004(d)(6)). Standard 6 was established to
assure that physical transfers of parts are based on valid reasons. Under normal circums-
tances, contractors are required to account for costs by contract. This standard recogniz-
es that there may be times when it makes good business sense to transfer material from
one contract to another with a more immediate need. However, prior audits have dis-
closed that in many instances transfers (physical, financial, or both) may occur with no
apparent necessity. This standard requires the contractor to provide the Government and
users of the system descriptive reasons for transfer activity. In addition, the contractor
should have controls in place to ensure that material transfers which are inconsistent
with these reasons are identified, reported, and resolved on atimely basis.

5-712 Costing of Material Transactions (MMAS Standard 7)

MMAS Standard 7 (DFARS 252.242-7004(d)(7)). This standard requires consisten-
cy in the methods used for costing material transactions. The costing methodology may
be standard cost, actual cost, or any inventory costing method discussed in CAS 411-
50(b). Consistency must be maintained across all contract and customer types and ac-
counting periods. The contractor must maintain and disclose written policies describing
transfer methodology and the loan payback technique.

5-712.1 Costing M ethodology

The contractor's system should clearly describe the methodology to be used in the
costing of material transactions. The contractor may use standard or actual costs or any
of the inventory costing methods in CAS 411-50(b). The audit of the contractor's com-
pliance with CAS 407 or CAS 411 should satisfy the requirements related to this area

5-712.2 Sensitive Areas of Cost

The contractor's system should clearly describe how sensitive material transactions
are to be costed. Sensitive transactions may be any material transactions identified by
the Government and contractor including areas such as interorganizational transfers (see
6-313); Government furnished material/equipment (see 9-604.2); or specia tooling and
special test equipment (see 9-605.2). The auditor should identify all sensitive areas of
material cost applicable to the contractor and related costing methodologies.

5-712.3 Costing of Transferred Parts

a. The MMAS system should transfer parts and associated costs within the same
billing period. The billing period implied is a monthly accounting period.

b. For initial and subsequent transfer charging methods, the standard does not require
contractors to use the same method for costing both an initial charge and a transfer
charge. For any specific item, the value used for the transfer transaction may be differ-
ent than the value(s) previously used to charge the item to inventory or to the contract
from which it is being transferred. Transfers from one contract to another may be based

DCAA Contract Audit Manual



August 30, 2012 5103
5-713

on any CAS 411 valuation method. Selected valuation procedures must be documented,
disclosed, and consistently applied to al subject transfers regardless of the nature of the
final cost (Government or commercial) or type of contract (cost reimbursable or fixed
price).

c. When it is not appropriate to transfer parts and costs within the same period, a
loan payback technique may be used if approved by the ACO. A loan payback occurs
when parts purchased or fabricated for one or more cost objectives are assigned or used
on another cost objective without a corresponding transfer of cost. The need for a loan
payback is typically caused by the borrowing contract's need for a particular part earlier
than the loaning contract, which still has a need for the part. When this technique is
used, the auditor should verify that controls are in place to ensure that parts are paid
back expeditiously, corrections are made for any overbillings, the borrowing contract
and loan date are identified, and the cost of the replacement part is charged to the bor-
rowing contract.

d. Prior audits have disclosed conditions where:

(1) borrowed parts may not be paid back on atimely basis or are never paid back;

(2) progress and/or final payments may be received by the contractor for the same
parts on more than one cost objective resulting in over recovery of cost;

(3) no audit trail exists providing visibility of the lending or borrowing contract
or when the parts were borrowed and/or paid back; and

(4) the borrowing contract may not be charged for the cost of the replacement
parts.

e. The contractor should disclose written policies describing the transfer methodolo-
gy used for manufactured parts. This would include parts that may be transferred at a
sub-level, for which actual cost data is not accumulated. If the method provides a rea-
sonable estimation of actual cost, it complies with the requirements of Standard 7.

5-713 Inventory Allocations (MM AS Standard 8)

MMAS Standard 8 (DFARS 252.242-7004(d)(8)). When allocations from common
inventory accounts are used, controls are needed in addition to the requirements of
MMAS Standards 2 and 7. These controls will ensure that reallocations and any credit
due are processed no less frequently than the routine billing cycle, inventories re-
tained for requirements which are not under contract are not allocated to contracts,
and algorithms are maintained based on valid and current data.

a. Common inventory represents those parts in inventory that are required for use on
more than one cost objective. Prior audits have disclosed that allocations have not been
based on valid time-phased requirements, or were not costed using consistent, equitable,
or unbiased methodologies.

b. This standard addresses allocations of common inventory but requires that the
contractor's system handle allocations in such a manner as to preclude improper costing.

c. Evaluate the contractor's submission to determine the magnitude of contractor cost
alocations from common inventories. If allocations are immaterial, further effort may
not be required.

d. The auditor should determine that the classifications are appropriate for types of
materials costed as common inventory. Common materials allocated must benefit con-
tracts charged (when requirements exist). Allocations should not be too far in advance
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of required production dates without sufficient justification, such as availability of
quantity discounts, economic order quantities, and known or expected vendor problems.

e. Assess the contractor's analysis of the common inventory being allocated to deter-
mine that the pool of common inventory allocated is accurate.

f. Evaluate the contractor's analysis and any tests that assure billings show common
inventory costs were properly calculated (automated or manually) and costed on a current
basis. Where common inventory is reallocated on a periodic basis, evaluate the contrac-
tor's analysis performed to determine the reasonableness of the basis and method for real-
location. Evaluate the contractor's evidence that shows the total adjustments (de-
bits/credits) of reallocations are accurately reflected in billings.

5-714 Commingled Inventories (MMAS Standard 9)

MMAS Standard 9 (DFARS 252.242-7004(d)(9)). This standard specifies that MMAS
Standards 1 through 8 apply to commingled materials for which costs are charged or alo-
cated to fixed price, cost-reimbursement, and commercia contracts. A contractor autho-
rized to use a multi-contract cost and material control system under FAR 45.505-3(f) is
not exempted from meeting the requirements of MMAS Standards 1 through 8.

5-715 Internal Audits (MMAS Standard 10)

a MMAS Standard 10 (DFARS 252.242-7004(d)(10)). The MMAS system must be
subjected to periodic internal audits to ensure compliance with established policies and
procedures. This standard recognizes the contractor's commitment to self-governance and
its contractual responsibility for systems and accounting internal controls. The contractor
should be conducting on-going, self-initiated reviews of various aspects of its MMASin a
timely manner. Contractors may comply with this standard using in-house staff efforts or
through the services of outside consultants.

b. Our interpretation of "interna audits' for purposes of compliance with this standard
includes reviews performed by functional units as well as the internal audit staff. The au-
ditor should be aware of the requirements of 4-1000, Relying on the Work of Others. The
level of objectivity and competence of personnel performing the reviews will have a sig-
nificant impact on the reliability of the reviews. This should be clearly communicated to
the contractor. Both the auditor and the contractor should be aware that the objective is to
ensure that adequate MMAS procedures and controls are in place and being followed, and
that system adequacy is maintained on areal-time basis.

. The auditor should ensure that the system is subjected to periodic internal audit.
Although this standard does not create additional access requirements beyond those dis-
cussed under access to records (see 1-504) and identified in FAR 52.215-2. The contract
clause at DFARS 252.242-7004(c)(2) (Disclosure and Maintenance Requirements) specif-
ically requires the contractor to provide the ACO, upon request, the results of interna
reviews that it has conducted to ensure compliance with established MMAS poalicies, prac-
tices and operating instructions. Consideration should be given to both the contractor's
internal audit schedule of completed audits and audits performed by functional units that
meet the objective of Standard 10. If the contractor contends that such reviews have been
performed but is unwilling to make them available to DCAA in any form, the auditor may
be unable to determine if the contractor has complied with the standard. The auditor
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should evaluate the need for such access. If the auditor determines that access to internal
reviews is required, the auditor should immediately contact the ACO and advise the ACO
to request that the contractor provide access to its internal reviews. If the contractor refus-
es to provide the requested information, the auditor should advise the ACO to cite the
contractor for noncompliance with the Disclosure and Maintenance Requirements of the
contract clause. The auditor should also determine whether the denial of access to records
has a material impact on the Government contract costs. If so, the auditor should advise
the ACO to reduce requested progress payments and interim voucher amounts by an ap-
propriate percentage until the denial of accessissueis resolved. Continued denial of access
to relevant data should be escalated in accordance with 1-504.

d. If a contractor is not performing periodic reviews of its MMAS, then it should be
cited for noncompliance with standard 10. This should be cited as a serious internal
control weakness in light of the complexity of MMAS and the risk of inaccurate costs
being charged to contracts and included in billings. This control weakness should also
be tied to cost impacts found during the audit and to FAR 32.503-6, Suspension or re-
duction of payments.

5-716 MMAS - I nformation Technology System Internal Controls

a. Where information technology (IT) is used in significant financia applications, con-
trol activities are sometimes defined by classifying them into two types, IT genera con-
trols and IT application controls. Whether the control activities are classified by the audi-
tor as general or applications controls, the objectives of control activities remain the same,
to provide reasonable, but not necessarily absolute, assurance that assets are safeguarded
from unauthorized use or disposition and that financial and cost records are reliable to
permit the preparation of financial statements and cost representations.

b. The auditor should evaluate the IT general controls and the MMAS application con-
trols to determine if they have been designed according to management direction, GAAP,
and applicable Government regulations and that interna controls are operating effectively
to provide reliability of and security over the data processed.

c. Genera controls are composed of

(2) organization and operation controls,
(2) systems development and documentation controls,
(3) hardware and systems software controls, and
(4) data and procedura controls.
(See 5-400 for amore detailed explanation of general internal controls.)

d. MMAS application control activities are applied to the input, processing, and output
phases of thisIT application. In contrast, IT general controls affect all system applications
and operational elements of al IT systems. Separate control activities are developed for
each unique application system, such as estimating, purchasing, and in this instance, the
comprehensive MMAS. Although some application control activities affect only one or
just a few control objectives, most of the control activities are designed to prevent or
detect several types of errors in most or al phases of the application. (See 5-1400 for a
more detailed explanation of application internal controls.)
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5-717 Reporting on the Results of Audit

a. The auditor should follow the guidance in 5-110, 10-200, and 10-400 for reporting
on compliance with laws and regulations and on internal controls relative to the contrac-
tor's accounting and management systems.

b. The auditor should formulate an opinion as to the contractor's compliance with the
ten MMAS standards. Where deficiencies are disclosed, the auditor should quantify the
impact. If the impact is considered significant, the auditor should recommend withholding
appropriate amounts to protect the Government's interest pending contractor corrective
action.

c. The team leader should inform the contractor and the ACO of significant findings
during the conduct of the evaluation. Although DCAA is a team member, observation and
recommendations will be forwarded via a separate internal control audit report (10-400)
for incorporation in the team evaluation report. If the audit discloses significant deficien-
cies, the report will provide an estimate of the adverse impact on the Government (the
effect of deficiencies in procedures and/or controls). The report will aso include a rec-
ommendation about the acceptability of the contractor's corrective action plan to the extent
it isincluded in the contractor's response to our draft statements of conditions and recom-
mendations. Until significant deficiencies are corrected, al field pricing reports for that
contractor will contain a recommendation about proposed cost and pricing data adjust-
ments necessary to protect the Government's interest. Contract audit follow-up procedures
under DoD Instruction 7640.02 (Section 15-600) apply to these reports. MMAS deficien-
cies should be identified as material accounting system deficiencies which are recorded in
the permanent file Internal Control Audit Planning Summary (ICAPS) form (see 3-300)
and the status of corrective action should be reported in the Contractor's Organization and
Systems section of field pricing reports (10-306).

5-718 Disposition and Audit Follow-Up

a. On receipt of the MMAS report, the ACO will provide a copy to the contractor and
allow 30 days, or areasonable extension, for awritten response. If no significant deficien-
cies are identified, the ACO will notify the contractor in atimely manner.

b. When the ACO determines there is a significant MMAS deficiency, the ACO will
act in accordance with FAR 32.503-6 to suspend an appropriate percentage of affected
costs on progress payment claims and public vouchers. After acceptance of the correc-
tive action plan, but before complete implementation, the ACO will reduce the suspen-
sion, as appropriate, to reflect the contractor's progress. However, total amounts of af-
fected costs will not be approved for progress payments or public vouchers until the
contractor's system is determined to be acceptable for Government contracting or the
amount of impact is determined to be immaterial.

¢. The specific procedures for computing a cost impact will vary significantly based on
the contractor's operations, conditions of the deficiencies, and compensating controls. The
auditor should make every effort to quantify the effect of the specific deficiencies found
during the audit. The auditor should:

(1) develop an independent quantification of the identified deficiency
(2) ensure that the methodology is representative of the specific conditions

DCAA Contract Audit Manual



August 30, 2012 5107
5-718

(3) ensure it provides a reasonable estimate of the harm to the Government at the
specific location.
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5-800 Section 8 --- Compensation System Internal Controls
5-801 Introduction

Refer to 5-100 for the auditor's fundamental requirements for obtaining and document-
ing an understanding of a contractor's internal controls and ng control risk. This
section provides guidance for:

(1) evaluating contractor compensation systems and related internal controls, and
(2) determining whether compensation costs resulting from the system are allowa-
ble and reasonable in accordance with the requirements of the FAR.
The audit guidance described in the following paragraphs applies primarily to magor con-
tractors, but can aso be adapted for use at nonmajor contractors where audit risk warrants
a detailed audit of the contractor's compensation system.

5-802 Background Information

a. Compensation for personal services is one of the largest components of cost in-
curred under Government contracts. It includes all remuneration paid currently or ac-
crued, in whatever form, and whether paid immediately or deferred, for services ren-
dered by employees to contractors during contract performance. The objective of a
compensation system is to provide the level of pay and benefits necessary to attract,
retain, and motivate employees to direct their efforts toward achieving the goals of the
organization. To be considered adequate, a contractor's compensation system must be
reliable, be subject to applicable management control objectives and activities, and re-
sult in allowable, allocable and reasonable compensation costs charged to Government
contracts in accordance with FAR provisions.

b. The regulatory foundation for audits of contractor compensation systems resides
in FAR 42.302, FAR 31.201-3, and FAR 31.205-6. FAR 42.302(a)(1) provides that the
contract administration office will review a contractor’s compensation structure. FAR
31.201-3, Determining reasonableness, provides general criteria for determining wheth-
er a cost is reasonable in its nature and amount, and FAR 31.205-6, Compensation for
personal services, provides both general criteria and additional requirements for evaluat-
ing the allowability, allocability, and reasonableness of the different elements of com-
pensation.

c. Asprovided in FAR 31.205-6(a), to be allowable, total compensation:

(1) must be for work performed by the employee in the current year and must not
represent a retroactive adjustment of prior years' salaries or wages,

(2) for individual employees or job classes of employees, must be reasonable for
the work performed,

(3) must be based upon and conform to the terms and conditions of the contrac-
tor's established compensation plan or practice followed so consistently as to imply, in
effect, an agreement to make the payment,

(4) is not presumed to be allowable where the contractor introduces major revi-
sions of existing compensation plans or new plans and the contractor has not provided
the cognizant ACO, either before implementation or within a reasonable period after
implementation, an opportunity to review the allowability of the changes,
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(5) costs that are unallowable under other paragraphs of FAR 31.2 are not allow-
able under FAR 31.205-6 solely on the basis that they constitute compensation for per-
sonal services, and

(6) costs for certain individuals (e.g., owners of closely held corporations, imme-
diate family members, and others with a substantial financial interest) require special
consideration. For these individuals, compensation must be reasonable for the personal
services rendered; and not be a distribution of profits (which is not an allowable con-
tract cost). Refer to 6-414 for guidance on evaluating the reasonableness and allowabilty
of compensation costs to individuals who pose a higher risk of unreasonable compensa-
tion.

d. As provided in FAR 31.205-6(b)(2), Compensation not covered by labor-
management agreements, compensation for each employee or job class of employeesis
considered reasonable if the aggregate of each measurable and allowable element sums
to a reasonable total. In determining the reasonableness of total compensation, consider
only alowable individual elements of compensation. The reasonableness of compensa-
tion is directly influenced by the compensation practices of other firms and by the
supply and demand for a job as measured in the labor market for the job being eva-
luated. In addition to the provisions of FAR 31.201-3, in testing the reasonableness of
compensation for particular employees or job classes of employees, consider factors
determined to be relevant by the contracting officer, as well as those factors identified at
subparagraph (b)(2) of the cost principle. Examples of factors that may be relevant in-
clude, but are not limited to, conformity with compensation practices of other firms:

¢ Of the same size,

e in the same industry,

e in the same geographic area; and

¢ engaged in similar non-Government work under comparable circumstances.

e. Certain elements of compensation are made expressly unallowable by FAR
31.205-6. These include compensation based upon changes in the prices of corporate
securities (31.205-6(i)) and compensation in excess of specific limitations on the allo-
wability of compensation for certain contractor personnel (31.205-6(p)).

f. As provided in FAR 31.205-6(b)(1), specia provisions exist for determining the
reasonableness of compensation amounts established under “arms length” labor-
management agreements. Refer to the guidance at 6-413.1 for evaluating compensation
costs set by the provisions of alabor-management agreement.

5-802.1 Description of a Compensation System

a. An adequate compensation system is considered an inherent part of establishing
reasonable compensation. A system includes the organizational structure; established
lines of authority, duties, and responsibilities; internal controls and manageria reviews,
internal and external consistency; pay structures; budgeting; merit and incentive pay
programs; and benefits program. A contractor may establish one compensation system
to administer the compensation programs for hourly, administrative, technical, profes-
sional, and executive employees or establish separate systems for each group. The guid-
ance provided is generally applicable to each situation, but should be adapted to the
circumstances of the audit.
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b. When auditing a contractor's compensation system, consideration should be given
to the presence of characteristics that are generally indicative of an adequate system. An
adequate compensation system:

(1) Requires periodic internal reviews of policy compliance, administrative
process measures, and adequacy of documentation; reports to management on the re-
sults of reviews and recommendations for improvements; and requires corrective action
plans to be devel oped, implemented, and tested.

(2) Is organized based on a definitive flow of authority.

(3) Includes written policies and procedures that specifically: (a) set forth the
contractor’s compensation package, including cash and fringe benefit items, jobs, job
families and career levels, pay grade assignments and changes to the pay structure, job
analysis and job description regquirements, external equity and market comparison
process, performance management system, and employee benefits programs, and (b)
ensures that compensation paid to employees for services rendered under Government
contracts complies with FAR 31.205-6.

(4) Provides for sufficient training, experience, and skills to perform pay admin-
istration tasks in accordance with the contractor's established policies and procedures
and current compensation theory.

5-802.2 System Deficiencies

Refer to 5-109 for guidance on determining whether an internal control system defi-
ciency is significant. Significant compensation system internal control deficiencies:
(1) result in a determination that additional audit procedures must be performed
in related audits to protect the Government’ sinterest, or
(2) may directly result in or cause unreasonable compensation costs for the em-
ployee services rendered.

5-803 General Audit Policy for Compensation System Review(s) (CSR)

a. Refer to 5-103 for general audit policy for the audit of contractor accounting and
management systems and related internal controls.

b. It is DCAA's policy that Compensation System Reviews (CSRs) need only be
routinely planned and performed for major contractors. However, if the field audit of-
fice has sufficiently documented that the compensation system for a particular nonmajor
contractor presents a significant audit risk, then a CSR should be planned and performed
for that contractor. Audits at major contractors may be modified if past experience has
been favorable and current audit risk is considered to be low. This determination of low
risk must be fully documented in the planning documents supporting the program plan.
If audit risk is considered to be high, CSRs should be performed more frequently. Most
compensation audits will be performed as separate assignments; however, a smaller
contractor locations, selected compensation audit steps may be added to existing in-
curred cost or forward pricing audit programs.
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5-803.1 Audit of Executive Compensation

a. The contractor's executive compensation system should be evaluated separately,
even if the contractor does not have a separate pay structure for executives. FAR
31.205-6(b)(2) provides compensation is reasonable if the aggregate of each measurable
and allowable element sums to a reasonable total. Policies and procedures for adminis-
tering the compensation of executives should be evaluated using the guidance in 5-808,
as appropriate to the circumstances. Some executives are also owners or in some other
manner may directly influence their own compensation levels. See 6-414 for criteria to
use in evaluating compensation under those circumstances.

b. The contractor's organizational structure should identify the contractor’ s executive
positions. Generally, the list of contractor executives would include anyone with the
title of vice president or above, and normally includes all individuals responsible for
managing these primary functional areas:

(1) executive office,

(2) controller-accounting,

(3) legal counsel,

(4) engineering,

(5) manufacturing,

(6) purchasing,

(7) contracts, and

(8) individuals responsible for major programs or product lines.

c. Top executive positions are unique and must be audited individually. Position
descriptions emphasize rank, function, responsibility areas, goals to be attained, impact
of decisions, and number of employees directed. Divisional executives can be distin-
guished from corporate home office executives by their reporting level. Executives are
not a class of employees. Overpayment of one cannot normally be offset against under-
payment of another. However, in large organizations there may be a class of vice-
presidents who have similar rank, function, and responsibility. In these cases, offsets
may be appropriate.

d. Executives may be rewarded not only for their contribution to the organization,
but also on the profitability of their functional unit, as well as the overall profitability of
the company. Pay packages include short- and long-term incentive pay, as well as base
pay, benefits, perquisites, and services. Amounts reimbursed for the executives for the
payment of taxes may also be included. These are a directly associated cost (see 5-
1009.1), which may be allowable or unallowable, that are generated solely as the result of
the incurrence of another cost. For publicly traded companies, the board of directors
normally sets executive pay packages based on the compensation committee’s recom-
mendations. Details of the compensation committee’ s meetings and research are availa-
blein the proxy statement.

e. An audit of the contractor's executive compensation system should include:

(1) Evaluation of the compensation system, as appropriate, in 5-806 to 5-811.

(2) Determination that the policies and procedures provide a description for how
executive compensation levels are established and who approves these levels; and eligibil-
ity criteria and basis for determination of how base salary, cash bonuses, long-term per-
quisites, benefits, services, and incentive pay bonuses are established.
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(3) Determination that the policies and procedures provide for the identification of
the executives subject to the compensation cap (FAR 31.205-6(p)), and the proper applica-
tion (6-414.9¢) of the cap in preparing submissions to the Government.

(4) Supplemental Benefits. In many cases, executives have available to them en-
hanced or supplemental benefits which are not available to the majority of the workforce.
These supplemental benefits or executive benefits should be evaluated on a case by case
basis. The supplemental plans should be evaluated in accordance with the applicable sub-
parts of FAR 31.205-6 and CAS. These benefits should be evaluated for reasonableness
based on market surveys or any other available data. The prevalence of such plans should
also be considered in determining reasonableness. For example, if a survey states that the
average Long-Term Incentive (LTI) Payment for a contractor is 10% of base salary, a 10%
LTI plan would not necessarily be reasonable. The reasonable amount could be signifi-
cantly different, or the payment could be unreasonable altogether if only a small percen-
tage of the participating companies have LTI plans. A few of the supplementa or en-
hanced executive benefits that should be audited in detail are described below:

(a) Supplement Executive Retirement Plans (SERPS). These plans are designed to pro-
vide the executive with earned benefits in excess of amounts payable under qualified re-
tirement plans. These plans are often referred to as ERISA Excess Plans. These plans
should be evaluated in accordance with FAR 31.205-6(j) and CAS 412. It is the contrac-
tor’s responsibility to demonstrate the reasonableness of a SERP by providing the auditor
with comparable market data. If the contractor is unable to provide measurable market
data for comparison purposes, the auditor should attempt to determine a reasonable
amount or reasonable percentage of base saary for total pension expenses based on sur-
veys or other sources. If the auditor is unable to obtain comparable market data to demon-
strate the reasonableness of material SERP costs, the auditor should challenge the costs
and report this as a significant deficiency.

(b) Deferred Compensation. Deferred compensation is an award given by an employer
as compensation to an employee in a future cost accounting period or periods for services
rendered in one or more cost accounting periods before the date of receipt by the em-
ployee. The cost of deferred awards shall be measured, allocated, and accounted for in
compliance with CAS 415 in order to be alowable. There are many forms of deferred
compensation, such as Split-Dollar Life Insurance and “rabbi trusts.” Split Dollar Life
Insurance is a plan that gives both the employer and employee an interest in a cash value
life insurance policy on the employee’s life. A rabbi trust is used to accumulate deferred
compensation, usually to fund a SERP. The amount of the award should also be evaluated
for reasonableness if the contractor’s award is determined to have been made in accor-
dance with CAS 415.

(c) Long-Term Incentive plans. LTI plans are compensation plans that have an award
period of two or more years. These payments are typically based on achievement of long-
term business goals or as a method of retaining key executive talent. LTI plans may be
based on stock options that should be evaluated for allowability and allocability consider-
ing the requirements of FAR 31.205-6(i), FAR 31.205(k), and CAS 415. Long Term In-
centive payments should be evaluated on a case-by-case basis, including prevaence of
such plans, in order to determine reasonableness.

(d) Executive Severance. Severance payments should be evaluated in accordance with
FAR 31.205-6(g). Most severance policies are based on a formula that relies on length of
servicelemployment as the determining criterion in the calculation of the severance
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amount. In many cases, executives are awarded severance in excess of the normal or es-
tablished policy. Contractors often argue that severance payments are based on executive
employment contracts. However, the fact that a severance payment is based on an execu-
tive employment contract does not necessarily support the amount as reasonable. This
amount should be evaluated based on severance policies of comparable executive posi-
tions in accordance with FAR 31.205-6(b)(2). Refer to 7-2107 for additional guidance on
severance payments.

(5) The costs of “golden parachute” benefits were made expressly unallowable in
FAR 31.205-6(1)(1), effective April 4, 1988. Refer to 7-2107.8 for additional guidance on
the evaluation of "golden parachute" benefits.

(6) A comparison of executive pay (salaries, bonuses, and deferred compensation)
for the current year to several past years for the purpose of establishing trends. The auditor
should obtain the contractor's explanation and justification for significant increases. Also,
consider the company's financial performance trends relative to the trends in executive
compensation. (See 6-414)

f. When evaluating the contractor’s market comparisons of top executive pay (see 5-
808.8), the executive compensation components being evaluated should be consistent with
that shown in executive compensation survey data. Survey data most frequently includes
base pay and cash bonuses combined and long-term incentive pay as a percentage of base
pay.

g. Often contractors will propose that their executives should be paid more than 110
percent of the reasonable compensation based on the average compensation paid by com-
parable firms for executives with similar duties. For an executive with responsibility for
overal management of a segment or firm, such a proposal may be justified by clearly su-
perior performance, as documented by financial performance that exceeds the particular
industry's average.

(1) Examples of such financia performance measurements may include the follow-
ing:

¢ Revenue Growth

¢ Net Income

¢ Return on Shareholder's Equity
e Return on Assets

¢ Return on Sales

e Earnings per Share

¢ Return on Capital

e Cost Savings

o Market Share

(2) The contractor must show that the measure chosen is representative of the ex-
ecutive's performance. Consideration should be given to the competitive environment in
which the contractor operates. There should be no extra compensation awarded because of
high performance measured by a standard which is not affected by the executive's perfor-
mance, and certainly there should be no extra compensation due to performance which
results primarily from the contractor being a Government contractor.

(3) Use of a particular criterion to justify higher than average compensation should
be applied consistently over a period of years, with both increases and decreases in the
performance measure reflected in the changes to compensation claimed as reasonable.
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h. If the audit of the contractor's executive compensation system determines that signif-
icant system deficiencies exist or the contractor has established pay policies or procedures
that appear to promote unreasonable compensation levels, conduct specific testing of the
reasonabl eness of the executive compensation under FAR 31.205-6(a)(6), as outlined in 6-
414.

5-803.2 CAC/CHOA Network Coordination

a The CAC/CHOA should consider coordinating compensation audits at al major net-
work components. The amount of coordination will depend on the degree of centralization of
the contractor's compensation system and the location of the contractor component responsi-
ble for the administration and control of each significant element of the compensation pack-
age. For instance, a large multi-segmented Government contractor may administer and con-
trol both the executive compensation plan and the fringe benefit packages for non-bargaining
unit employees from the corporate office, the incentive compensation plan for mid-
management personnel out of a group office, and salary administration for the personnel
providing services in the performance of Government contracts at the division level. Consid-
eration must be given to such factors when programming and performing a CSR at a large
multi-segmented contractor. When control over executive compensation or some other com-
ponent of compensation is at another location or another corporate level, do not complete a
segment/division CSR without obtaining input from the auditor at the other location or level
on the compensation component administered at that location or level.

b. For compensation audits to be effective and completed on a timely basis, early and
adequate CAC/CHOA coordination, planning, and audit initiation is required. Lack of coor-
dination and planning can cause increased audit effort and inconsistency among network
components. A CAC/CHOA network planning meeting may be necessary for this purpose.
(See 15-200 for guidance on DCAA's CAC program.)

c. Establish each segment/division CSR within a CAC/CHOA network as a separate as-
signment. Follow this procedure even for network segments/divisions located within the
same region regardless of the degree of centralization of the contractor's compensation sys-
tem. Issue a separate audit report for each segment/division CSR performed and forward a
copy to the CAC/CHOA. The CAC/CHOA may consolidate these reports into one overall
report if al CSR issues from all segments/divisions are to be addressed at the corporate level
by the corporate ACO (CACO).

5-803.3 ACO and PCO Coordination

a FAR 31.205-6(b)(2) provides the contracting officer with the authority for determining
whether compensation for each employee or job class of employees is reasonable for the
work performed. Also, a determination of compensation reasonableness can be made by job
gradelevel in accordance with FAR 31.201-3. From July 1997 to August 2003, FAR 31.205-
6(b) contained language to allow offsets of allowable elements of employees’ compensation
packages among jobs of the same pay grade or level. In August 2003, the Cost Principles
Committee eliminated the job grade level language as being redundant with the reasonable-
ness provisions of FAR 31.201-3. The provisions of FAR 31.201-3 alow compensation to
be determined as reasonable at the job grade level. Compensation can be justified as an ordi-
nary and necessary business practice, a generally sound business practice, or an established
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practice. Compensation is reasonable if the aggregate of each measurable and alowable
element sums to a reasonable total. Offsets between individual compensation elements are
implied in this concept in order to determine total reasonableness. The authority includes the
determination of the factors to be considered relevant when eval uating the reasonableness of
compensation. It is important that the auditor seek a mutual understanding with the contract-
ing officer at the start of the audit regarding the (1) factors to be considered relevant when
evaluating the contractor’s level of pay in relation to the labor market, and (2) approach for
evaluating compensation by particular employee, job classes of employees, and/or by job
grade.

b. Meet with the ACO before the scheduled starting date of a CSR to discuss its scope
and audit objectives. Advise the ACO regarding DCAA audit policy for determining and
evaluating the contractor’s use of the relevant factors identified in FAR 31.205-6(b)(2) and
request the ACO to provide the auditor with any other factors the ACO may consider rele-
vant under the circumstances. Also advise the ACO regarding the planned audit approach for
testing reasonableness by particular employee for contractor executives, and by job classes
of employees and job grade for non-executive/non-bargaining unit employees. Request
comments on any problems or specia areas of interest relating to the contractor's compensa
tion policies, procedures, and practices for consideration in the CSR.

c. Coordination with the ACO is essential throughout a compensation audit. Actively
solicit ACO participation at the entrance and exit conferences, and keep the ACO informed
of al significant audit developments. After completion of the field work, but before the draft
report is released to the contractor, review al significant findings and recommendations with
the ACO (see 5-811). Report disagreements with the ACO that cannot be resolved locally to
theregiona office.

5-803.4 Coordination with the Contractor

Inform the contractor of the upcoming CSR by sending aletter to the management execu-
tive responsible for the organizational unit to be audited. Describe the purpose and general
scope of the audit, indicate the tentative starting date, identify the auditor in charge, and re-
guest the name of a contractor representative with whom audit matters can be coordinated.
Identify specific data needed at the start of the audit (e.g., alist of al individuals who devel-
op the compensation policy) and state the proposed date for an entrance conference. Also
suggest the contractor present an orientation briefing on its compensation system, policies
(including the process used to develop them), procedures, and other relevant data. Provide an
information copy of thisletter to the ACO.

5-804 Audit Objectives

The audit of a contractor’s compensation system has two objectives. The first objectiveis
to assess control risk to determine the degree of reliance that can be placed on the contrac-
tor's internal controls as a basis for planning the scope of other related audits. The second
objective is to perform sufficient audit procedures to demonstrate that a contractor’s com-
pensation system results in alowable and reasonable compensation on Government con-
tracts. Refer to 5-104 for guidance relating to the primary objectives for auditing the contrac-
tor's accounting and management internal control systems. Refer to 5-108 for guidance on
the auditor’ stests of controls. Testing controls involves selecting alimited sample of transac-
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tions and evaluating whether they were executed in accordance with established policies and
procedures. They provide the auditor with evidential matter to support a determination that
internal controls are designed and operating effectively to prevent or detect material miss-
tatements in a timely manner. Tests of controls are necessary to support a control risk as-
sessment below the maximum.

5-805 Scope of the Audit

a. While the nature and extent of audit effort depends upon contractor size, amount of
Government business, and audit risk (materiality and sensitivity), the audit scope should be
consistent with the guidance in 5-105.

b. In establishing the scope of audit effort, the auditor should carefully consider the na-
ture and extent of documentation available from prior system audits, related audit effort,
permanent files, and the results of contractor’ s self assessment efforts and internal audits (see
4-1000, Reliance on the Work of Others). Reliance on this information allows the auditor to
better focus current audit efforts on areas of greatest risk.

c. Additiondly, contractor management has the responsibility to establish and maintain
effective internal control over the compensation system. This includes the control activities
established to provide reasonable assurance that compensation for each employee, job class
of employees, or job grade of employees on Government contracts complies with the re-
quirements of the FAR, including FAR 31.205-6. As part of the preliminary audit effort, the
contractor should be requested to disclose its compensation system, how the control objec-
tives outlined below are accomplished, what efforts management has made to evaluate the
continued effectiveness of control procedures, and provide their assessment of the aggregate
of compensation elements for reasonableness prior to the auditor expending considerable
resources.

d. The determination that the contractor has established and maintained an adequate
compensation system, and has demonstrated that it is compliant with the requirements of
FAR 31.205-6, as set forth in the guidance, will negate the necessity to perform indepen-
dent tests of reasonableness. Only in the specific circumstance identified at 5-808.9b(1)
will the auditor perform an independent test of reasonableness, as provided for in 6-413.2.

e. The evaluation of a compensation system that governs compensation, established in
accordance with an arm's-length negotiated labor-management (union) agreement, and the
reasonableness of compensation costs resulting from such agreements, will be limited to
the guidancein 6-413.1.

f. The Service Contract Act of 1965 requires contractors to pay minimum wages and
fringe benefits, in accordance with Department of Labor (DOL) wage determinations, to
employees performing on service contracts with the Government. Covered employees do
not include those employees in an executive, administrative, or professiona capacity. If
contractors subject to the Act are compensating employees in accordance with DOL de-
terminations on prevailing wages in the area, no determination of the reasonableness of
compensation should be made for these employees. Therefore, audit guidance contained in
6-413.2 isnot applicable.

0. Other wage laws that require payment of prevailing wages, as determined by DOL,
are the Davis-Bacon Act of 1931 and the Walsh-Healy Public Contracts Act of 1936. Ac-
cordingly, audit guidance contained in 6-413.2 does not apply to employees' wages cov-
ered by these laws.
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h. Cost principles for educational institutions are contained in 2 CFR, Part 220 (For-
merly OMB Circular A-21). Refer to 13-210, 13-406, and 2 CFR, Part 220 (Formerly
OMB Circular A-21) for the general audit approach for the audit of a compensation sys-
tem at an educational institution.

5-806 M anagement Reviews of the Compensation System

a. Company management should monitor its compensation programs to ensure that
they are properly administered and maintained and result in compensation costs paid for
services rendered on Government contracts that comply with the requirements of FAR.
Monitoring is one of the five interrelated components of internal control. It is the process
that assesses the quality of internal control performance over time (refer to 5-102).

b. Periodic monitoring should serve to assess the effectiveness of the pay administra-
tion system and the company policies to achieve specified pay objectives. A contrac-
tor’s monitoring system should be designed to provide reasonable assurance that finan-
cial related transactions resulting from the compensation system are recorded properly
to permit the preparation of Government contract cost representations in accordance
with applicable laws and regulations. In addition, the results of the contractor’s monitor
ing efforts should provide feedback to management by identifying problem areas for
directing future development and design efforts.

c. The contractor should have policies and procedures relating to its monitoring of the
compensation system. These policies and procedures should outline who will perform the
monitoring function, what will be reviewed and under what circumstances the review will
be performed. The policies and procedures should specify the role that the contractor’s
internal audit department will have in monitoring the compensation system.

d. A team or committee should be formed with experience in compensation to perform
the periodic internal reviews. At the conclusion of its review, this committee should pro-
vide management a detailed report of its review aong with any recommendations. Man-
agement should review the results and recommendations, prioritize the improvements that
are required, allocate the necessary resources, and follow up to ensure that the work is
completed.

e. Evaluate the contractor's system of monitoring to determine that:

(1) Contractor management has established policies and procedures for periodicaly
monitoring the compensation program to ensure that resulting costs comply with the re-
quirements of FAR.

(2) The contractor has qualified personnel performing the monitoring function that
receive specific training relating to the field of compensation or whose work experience is
relevant.

(3) Reviews are performed and the frequency of the reviews (such as semiannud,
annual, two-year cycle) is adequate.

(4) Recommendations from the review are implemented or other dternatives assessed
within a reasonable period. Reasons for not implementing recommendations are docu-
mented.

f. The scope of the audit to be performed on the contractor's compensation system should
be adjusted to consider the extent that the contractor's internal review of the system can be
relied upon. Refer to 4-1000, Relying on the Work of Others.
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5-807 Evaluation of Organization and Assignment of Responsibility

a. The compensation function may be organized differently by individual contractors
because of the nature of their products and services, size and type of organization, degree of
decentralization, management attitudes, capabilities of personnel, and other factors. Decen-
tralization of the compensation function refers to a management strategy of giving separate
organizationa units the responsibility to design and administer their own systems. In con-
trast, a centralized system locates the design and administration responsibilities in a single
corporate unit. Determine early in the audit the degree of centralization of the compensation
function in order to adequately plan the audit scope when an organization with multiple op-
erating units is involved. Refer to the guidance on CAC coordination on multiple unit audits
in 5-803.2.

b. Ancther structure variation sets up the corporate compensation function as if it were an
internal consultant with pay professionals required to market their pay programs and services
to operating units. Normally, certain compensation plans such as health and medical plans,
pensions, and corporate-wide profit sharing plans remain under the control of the corporate
group. However, the responsibilities for other compensation functions, such as job analysis,
evaluation, surveys, and pay structure design, are delegated to the operating units.

¢. The compensation function should be organized on the basis of a definitive flow of
authority and standard policies and procedures established at a top or upper management
level. Each contractor should maintain a written description of the organization and duties of
the personnel responsible for the design and administration of the compensation function.

d. Evaluation of the contractor's organization requires an analysis of the relationship of
the organizational segments participating in the compensation function. For this purpose, the
contractor should provide:

(2) organization charts,

(2) written procedures or directives describing the organizationa structure and re-
sponsibilities of the compensation design and administration group(s) and contributing de-
partments, and

(3) flow charts showing the work flow of the compensation system design and admin-
istration.

e. The evaluation should disclose whether:

(2) Thetotal compensation function is effectively controlled, either on a centralized or
decentralized basis.

(2) Lines of authority, duties, and responsibilities are clearly defined, including
responsibilities for establishing, reviewing, and approving changes to the cash and non-cash
compensation plans.

(3) The organization structure clearly identifies the unit responsible for ensuring that
the value of the total compensation package (cash plus other benefits) offered employees for
services rendered in the performance of Government contracts is allowable and reasonablein
accordance with the FAR.

(4) The organization structure clearly identifies the unit responsible for ensuring the
contractor complies with FAR 31.205-6(a)(4) by coordinating major revisions to its existing
plan or new plans with the cognizant ACO.
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5-808 Evaluation of Policiesand Proceduresfor Non-Bargaining Unit Employee
Compensation

a Contractor management is responsible for establishing and maintaining adequate inter-
nal control. As defined by SAS No. 78, internal control is “a process effected by an entity’s
board of directors, management, and other personnel, designed to provide reasonable assur-
ance regarding the achievement of objectivesin the following categories:

(2) rediability of financid reporting,

(2) effectiveness and efficiency of operations, and

(3) compliance with applicable laws and regulations.”
Contral activities, one of the five interrelated components of internal control, are the policies
and procedures that help ensure that management directives are carried out (refer to 5-102).
The compensation system of a company is of sufficient importance that direction and guid-
ance for the implementation of the company's compensation objectives must be in a form
that ensures understanding and avoids misinterpretation. As an internal control measure, a
forma statement of policies and procedures, rather than an informal one based on estab-
lished customs of the company, is expected to exist at all contractor locations with substan-
tial Government business.

b. Policies are management's statements of principles for accomplishing the contractor's
compensation objectives. These include:

(2) basic palicies used by proprietor(s) or board(s) of directors to guide the course of
business and to make the most effective use of resources including employee services,

(2) supplemental and broad policies by top management to explain and carry out the
board's basic compensation decisions, and

(3) operational policies issued at lower management levels expanding the company's
broad compensation policies as they apply to subordinate organizational elements.

c. Palicies and procedures should cover such areas as the contractor’s:

(2) total compensation package including cash and fringe benefit items,

(2) jobs, job families and career levels,

(3) pay grade assignments and changes to the pay structure,

(4) job analysis and job descriptions,

(5) job evaluation processes,

(6) external equity and market compari son processes,

(7) employee benefits programs, and

(8) compliance with Government laws and regulationsincluding FAR 31.205-6.

d. Determine whether the contractor's compensation policies are:

(1) adequately documented,

(2) consistent with prudent business practices,

(3) adequate to provide sufficient control and accomplish management goals,

(4) consistent with FAR, promulgated cost accounting standards, Government laws
and regulations, and contractual requirements,

(5) periodically reviewed and updated, and

(6) effectively implemented by adequate procedures.
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5-808.1 Evaluation of the Total Compensation Package

a. Contractor management is responsible for designing a total compensation package that
takes into consideration the mix of cash and benefits needed to attract, retain and motivate
the kinds of personnel needed to accomplish the entity’s mission. Cash compensation is
any type of cash payments made to employees in exchange for their contributions to the
entity. It includes wages and sdaries, cost of living allowances, bonuses, incentives, and
merit adjustments. Benefits include all forms of non-cash compensation made to em-
ployees including health coverage, life insurance, pension plans, FICA/FUTA payments,
and paid time off. Additionally, payment of some elements of the compensation package
may be deferred to later accounting periods. The total compensation package design and
any proposed changes to it should take into consideration budgetary constraints, employee
expectations, the needs of the company and management, as well as cost/benefit analyses.

b. Evaluate and test the contractor's control activity over the compensation function to
determine that policies and procedures exist for:

(2) Identifying and communicating to employees the specific elements of the tota
compensation package.

(2) Ensuring that the aggregate of each element of the total compensation pack-
age complies with the allowability and allocability requirements of FAR 31.205-6, and
that the compensation in total is reasonable in accordance with FAR 31.205-6(b)(2).
Refer to 6-413.2 for guidance regarding evaluation of reasonableness on Non-
Bargaining Unit Compensation in accordance with FAR 31.205.6(b)(2). Also refer to 6-
413.4a for guidance regarding auditor use of the 10 percent range of reasonableness
when eval uating compensation costs.

(3) Determining the business mix of wages, bonuses and benefits to meet the needs
of their business and workforce. Compensation should be reviewed for reasonableness in
total by employee, job class of employees; or job grade of employees and that offsets are
implied in this concept. Refer to 6-413.7 for guidance regarding offsets.

5-808.2 Evaluation of Jobs, Job Families (Classes) and Career (Grade) Levels

a. A job isacluster of work tasks, the completion of which serves an enduring purpose
for the organization. At FAR 31.001, definitions are provided for each of the following
terms: job, job class of employees, and labor markets. These terms are central to the regu-
latory provisions for determining reasonableness found in FAR 31.205-6(b)(2). The cost
principle provides that the reasonableness of compensation costs shall be tested by indi-
vidua employee or job class of employees. In compensation practice, jobs are categorized
into job families (classes), which include jobs involving work of the same nature, but re-
quiring different skill and responsibility levels. The FAR definitions for job and job class
of employees match the concept of ajob family as used in the field of compensation. A
job family (class) represents the career (grade) level progression for a job. For instance,
the job family (class) of engineers would include the job of junior engineer, intermediate
engineer, senior engineer, and lead engineer (skill/responsibility level). The career (grade)
level represents the progressive degrees of accountability, complexity, leadership,
knowledge and experience within a job family (class). The career (grade) levels estab-
lished by a contractor typically reflect the career (grade) levels in the labor market for the
same job family (class).
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b. Evaluate and test the contractor's control activity over the compensation function to
determine that:

(1) The compensation department’s market comparison process tests the reasona-
bleness of wages and salaries by job class or grade level to demonstrate reasonableness in
accordance with FAR 31.205-6(b)(2) (See section 5-808.8).

(2) Management takes corrective action to bring into line the pay levels for those
job classes or grades found to have unreasonable levels of compensation. Unreasonable
levels of compensation can occur when the contractor’s actual weighted average rate of
pay for ajob class or grade exceeds by ten percent the market weighted average rate re-
ported in the pay survey. Refer to 6-413.4afor DCAA policy regarding auditor use of the
10 percent range of reasonableness when evaluating compensation costs.

5-808.3 Evaluation of Pay Grade Assignments and Changesto the Pay Structure

a. A pay or salary grade is defined as one of the levels or groups into which jobs of
the same or similar value are grouped for compensation purposes. A pay grade will in-
clude al jobs having the same relative value to the entity. Jobs are assigned to grades
based upon market value and job content. Job family progressions, supervi-
sor/subordinate relationships, and administrative considerations influence the number of
job grades. For control purposes, each pay grade will have a pay range maximum, min-
imum, and midpoint.

b. A pay structureis a hierarchy of job grades and pay ranges. It is an administrative
tool designed to be internally fair, externally competitive, and cost effective. A pay
structure provides management with a means to effect administrative and financial con-
trols. An entity may have more than one pay structure depending upon the diversity of
jobs in the organization. A pay structure can provide a consistent basis for controlling
and promoting the equity between external and internal factors.

c¢. Broadbanding is an approach to pay structure design that uses fewer pay grades.
The characteristics of a broadband pay structure include:

(1) the use of bands in lieu of pay grades,

(2) each band containing a wide variety of jobs,

(3) salary ranges that are very wide, typically exceeding 100 percent,

(4) vertical advancement from band to band that is de-emphasized in favor of
career level progressions within the band,

(5) band midpoints that are de-emphasized due to the wide level of labor market
data associated with each band, and

(6) market pay survey data as the primary means of managing cash compensa-
tion.

d. Periodically, management should review the pay structure for needed adjustments.
The adjustments are made to reflect assumptions about inflation, the impact of changes
in the labor market, and the effect of changes to base pay. Changes can include general
pay increases, market adjustments, cost of living adjustments, and merit increases. Also,
new jobs may be added to the pay structure and existing jobs may be re-slotted into
different pay grades.

e. Evaluate and test the contractor's control activity over the administration of its pay
grade assignments and changes to its pay structure(s) to determine that:
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(1) The assignment of a new job(s) into a pay structure is based upon, and sup-
ported by, ajob analysis (5-808.6a.) and job evaluation techniques (5-808.7).

(2) The reassignment of an existing job from one pay grade into another is based
upon, and supported by, the results of job analysis and job evaluation techniques.

(3) The compensation department tests the impact of the annual adjustment to
salaries and wages to determine that the resulting levels of compensation by job class
and grade remain reasonable in accordance with FAR 31.205-6. Refer to 6-413.4a for
DCAA policy regarding the use by the auditor of the 10 percent range of reasonableness
when evaluating compensation costs.

(4) Management takes corrective action to bring into line the pay levels for those
jobs in a pay grade found to have unreasonable levels of compensation.

5-808.4 Market Based Pay Systems

a. Market based pay systems are pay systems where labor market data takes priority
over internal considerations when valuing a job. Market based pay systems have be-
come the predominant method used by contractors today to establish salary levels for
jobs and to design pay structures. Characteristics of market based pay systems include:
ease of administration; ease of comprehension; responsiveness to market changes; and a
requirement for market data. In a market based pay system, the contractor’s primary
means for valuing a job is through the use of pay surveys. Pay survey data indicates
what an entity’s product and labor market competitors are paying for ajob. In a market
based pay system, a high percentage of the total number of jobs are valued using pay
survey data. A market based pay system is a system based upon external equity.

b. Market based pay systems place limited emphasis on internal equity as a means of
valuing jobs. Elaborate systems of job evaluation such as the point factor method and
the factor comparison method, which use internally generated data to assess the value of
each job in comparison to all other jobs in an organization, are de-emphasized in favor
of the slotting method (5-808.7(3)) However, a market based pay system still requires
the maintenance of adequate job descriptions for use in matching contractor jobs to pay
survey job descriptions.

5-808.5 Evaluation of Internal Equity or Consistency

a. Internal equity refers to the pay relationships among jobs or skill levels within an
organization. It involves establishing and maintaining equal pay for jobs of equal worth
and acceptable pay differentials for jobs of unequal worth. This is accomplished primar-
ily through job analysis, job descriptions, job evaluations, and pay structure design.

b. When establishing pay structures, organizations may place primary emphasis on
interna or external considerations or a blend of the two, depending on the needs of the
organization. Refer to 5-808.4 for a discussion of a market based pay system.

5-808.6 Evaluation of Job Analysisand Job Descriptions
a. Job Anaysis. Job analysis is a systematic and formal process for obtaining rele-

vant information and data about a job. The information and data collected usualy falls
into two categories. The first category relates to the nature of the work and focuses on
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the duties and responsibilities of the job. The second category relates to the level of
work and focuses on the skill, effort, accountability and working conditions of the job.
Some of the common methods of collecting data for job analysis include questionnaires,
checklists, diaries, interviews, and direct observation. The basic premise underlying job
analysis is that jobs are more likely to be described, differentiated, and valued fairly if
accurate information about them is available. Job analysis procedures may be used to
eval uate changing jobs and to establish new jobs.

b. Job Descriptions. The information and data gathered about a job through the per-
formance of ajob analysis becomes the basis for the job description. Job descriptions
identify, define and describe the most important features of the job as it is performed.
These include the duties and responsibilities of the job as well as the level of skills, ef-
fort, accountability and working conditions of the work performed. Job descriptions
have a variety of uses that include market comparison, salary survey exchanges, job
evaluation, performance appraisa, recruiting and third party defensibility. Job descriptions
play akey role in a contractor’s market comparison process. The accuracy of a contractor’s
match of their job to the job described in a pay survey depends upon how well their job de-
scription describes the job actually being performed.

c. Evduate and test the contractor's control activity over the compensation function to
determine that:

(1) There are qualified personnel possessing training and experience to perform job
analysis and write job descriptions,

(2) All job descriptions are reviewed on a cyclical basis to determine that they remain
current, and accurately depict the duties and responsibilities of the job being performed,

(3) Job analysisis performed on new and changing jobs, and

(4) Job descriptions are revised based upon the results of the job analysis.

5-808.7 Evaluation of the Job Evaluation Process

Job evauation isaformal process by which management determines the relative vaue to
be placed on jobs within the organization. It involves the systematic evaluation of the job
descriptions that result from job analysis. The job evauation process compares jobs within
an organization, and assembles these jobs in a hierarchy based on their worth. This hierarchy
is caled a pay structure. There are an dmost limitless variety of evaluation methods empha-
sizing job content, but virtually al of them are modifications or derivations of the five major
job evaluation methods listed below.

(1) Ranking. Ranking is the fastest and simplest of the classic methods of job evalua-
tion. Evaluators rank jobsin order of their overall worth or value to the organization. The job
that the evaluators believe to be most valuable is placed first, the one that they perceive as
being worth least is ranked last and so on. Minimal job specifications are needed to use this
method. These include the educationa and knowledge or other qudlities required to meet the
demands of thejob.

(2) Classification. A number of grades or levels are specified beforehand, and broad
descriptions are written to delineate the characteristics of the jobs to be placed in each of the
grades. Each job is then evaluated by comparing the job documentation to the grade descrip-
tion, and the job is assigned to the grade that most closely describes the job characteristics.

(3) Slotting. Slotting is similar to the classification procedure. The evaluator compares
new job descriptions with jobs aready in the structure, and slots each job into the grade as-
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signed to jobs of similar overall worth. A matrix is often used, with grades on the vertica
axis and departments or job families on the horizontal axis, to facilitate comparisons across
organizationd lines.

(4) Factor Comparison. In factor comparison, key (benchmarked) jobs are identified.
A series of distinct factors such as skill, effort, responsibility, working conditions, or subfac-
tors thereof are selected and set forth in an evaluation manual. Each key job is ranked within
each factor listed in the manual. A monetary or point value scale then is assigned to each
factor and apportioned to every job ranked within a factor. Nonbenchmarked jobs, or new
jobs, are added to the system by finding the most appropriate monetary or point value within
each factor. Totaling the points from each of the factors produces the fina job rate. Job de-
scription specifications are derived from the job factors that are contained in the evaluation
manuals.

(5) Point Factor. The point factor method is an evaluation technique used for exempt
jobs. A number of factors are selected, such as those mentioned in factor comparison. These
factors are weighted and a scale of point values is assigned to each to reflect this weighting.
These factors are often set forth in an evaluation manual. Each job is compared to descrip-
tions of the various levels or degrees within each factor. When the appropriate degree is se-
lected for each factor, the assigned points are combined to produce atotal score for each job.
Job description specifications are derived from the factors that are contained in the
evaluation manuals.

5-808.8 Evaluation of External Equity and the Market Comparison Process

a. External equity or competitiveness refers to the relationship of the contractor's pay
levels relative to that of its labor and product market competitors. The process is referred
to as the market comparison process and focuses on the cash element of the total compen-
sation package. It is accomplished by comparing the actual wage and salary pay levels for
jobs within an entity to wage and salary pay levels established in the labor market for the
same job. Data regarding pay levels existing in the relevant labor market is obtained from
pay surveys. The specific jobs that are included in the market comparison process are re-
ferred to as benchmark jobs.

b. FAR 31.205-6(b)(2) provides four factors to be considered when evaluating the rea-
sonableness of compensation costs (refer to 5-802d.). It also provides that the appropriate
factors for evaluating the reasonableness of each element of compensation depend upon
the degree to which these factors are representative of the labor market for the job being
evaluated. Other factors having a direct impact on the labor market for a job include (1)
the supply and demand for sought after skills and abilities, and (2) the extent of competi-
tion in product and service markets. Additionally, a contractor must consider interna fac-
tors such as its ability to pay, business strategies, productivity, and the skills and abilities
of itswork force when evaluating particular labor markets.

c. In administering its market comparison process, the contractor must establish
control activities relating to the relevant market and the source of pay survey data.

(1) Relevant Market. The contractor's selected benchmark jobs are the basis for
defining its relevant labor markets. The primary relevant labor market for a job generally
includes companies that the contractor competes with for similarly skilled employees or
the source of supply. This market consists of the geographic area(s) within which it would
ordinarily expect to recruit al potentia employees for a job and the geographic area(s) to
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which it would ordinarily expect to lose employees in that job. These geographic areas
may be identical but need not be. This market can be defined within a geographic area,
which consists of al or similar companies in the local, regional, national, or international
market. Typicaly, the contractor would evaluate where it loses and finds employees to
establish the initial basis of its relevant labor market.

(a) The relevant market will vary among each contractor and job family de-
pending on pay objectives and the skills being evaluated. The relevant labor market will
change depending on the job family being evaluated. For example, exempt jobs (admin-
istrative, professional, and managerial) tend to compete on aregional or national basis,
while nonexempt (clerical) and hourly (production) jobs are most likely to compete in
local and regional markets. However, generalizations of labor markets are not always
correct. In large cities and metropolitan areas, high concentrations of engineers will
translate into a regional labor market instead of a national market.

(b) Wages and benefits tend to vary according to the size of an organization.
Accordingly, firms similar in size to the contractor should be included in the relevant mar-
ket. The factor of size is most relevant in influencing pay for executives and to a lesser
degree exempt and nonexempt.

(c) The factor of industry in defining the relevant market of ajob relates to the
company's competition in its product/service markets. This is important because of cost
control and ability to pay considerations. Where possible, companies of the same indus-
try, within the relevant geographic areas, should be included in the relevant market data
for the job being evaluated. The factor of industry is most influential on the pay levels
of exempt jobs. Where jobs are tied to a specific industry, as aerospace engineers are to
the aerospace industry, the market for those jobs should be defined on an industry basis.

(2) External Pay Surveys. External pay surveys provide detailed data regarding
market pay levels for specific jobs and are the primary tools used by the contractor to en-
sure compliance with its external equity pay policy and demonstrate compliance with FAR
31.205-6(b). The pay survey data identifies rate ranges and a central tendency figure such
as a mean, median, or mode salary/wage level for each job. Pay surveys also provide a
standard job description for each job along with career level progression charts that identi-
fy the knowledge, education, level of supervision required and work experience for each
job within a particular job family. Do not use free internet surveys. They are not consi-
dered independent or objective.

(a) Three sources of pay surveys are available to a contractor making market
comparisons:

e Published surveys that are available for the general public to purchase regard-
less of participation in the survey.

e  Private surveys based upon data from survey company clientele and which on-
ly participants may purchase.

e  Contractor self-conducted surveys.

(b) Contractors generaly use private surveys and self-conducted surveys. The
contractor can tailor these surveys to represent its relevant market by including specific
companies representing its perceived product and labor market competitors. If a contractor
uses free internet surveys to support proposed or incurred compensation costs, request assis-
tance from the field or regional compensation technical specidist to perform an independent
market anaysis.
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(c) In most cases, no one survey is sufficient to determine the market rate of pay

for all jobs. Most companies use several surveys. A primary survey may be selected with
secondary surveys used to corroborate the results of the primary survey.

(d) Consider the basis for the contractor's reliance on a source of pay survey

data, including internal sources. Minimal information should include:

The company name, society, or group that collected the data.
The expertise in job evaluation and job analysis possessed by the individuals col-
lecting the data.
The names of the companies contributing data and the geographical location of
the source data. The relation to and influence of these companies in the contrac-
tor's labor markets.
The size of the sample of companies reporting data and the size of the companies
reporting data for each job.
The extent that the data is based on job titles and job descriptions.
The number of years that the survey has existed.

(e) If the contractor uses internally developed pay surveys, determine if the con-

tractor independently ensures that they are unbiased and reliable.

clude:

(f) Evaluation of the contractor's selected pay surveys should consider if:

The survey provides specific job classifications with corresponding job content
survey descriptions that identify duties, responsibilities, and experience. An ac-
ceptable aternative would be a maturity-curve survey because of difficulties en-
countered in evaluating professional, scientific, or engineering jobs.
Well-defined written policies and procedures are established detailing what crite-
ria are used to select the pay surveys in evaluating its wages (i.e., geographical
location, company size, and type of industry).

The pay surveys provide the weighted average or median rates by job. Also, the
survey should provide sufficient range values, minimum and maximum rates,
and/or percentile and quartile data to validate the average rate and changes to pay
structures.

(g) Deficiencies in the contractor's selection and use of pay surveys in-

Lack of job descriptions in pay surveys that cause the contractor to benchmark
jobs based on position titles only. The use of job titles only in benchmarking
does not ensure proper comparability of jobs.

Lack of weighted average or median rate in the pay survey. Pay surveys may
provide only the minimum, midpoint, and maximum pay ranges for each job
classification. The midpoint of the range would not be reflective of the market
rate because survey participants actually pay employees under the minimum and
over the maximum.

The contractor is unable to rationally support its basis for relying on the survey
data used to make market comparisons.

The pay survey the contractor uses is not representative of its labor market and
there is no supporting data for the selection criteria.

The contractor's compensation data were not excluded from the pay survey
weighted average.
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e  The contractor does not remove identifiable and measurable unalowable com-
pensation elements from market survey data prior to benchmarking.
d. Management is responsible for determining the extent to which external market con-
siderations are used to monitor and influence its pay levels for the purposes of::

(1) ensuring that pay rates are sufficient to attract and retain employees

(2) controlling labor costs so that the organization's product and service prices
are competitive, and

(3) ensuring that compensation paid for services rendered on Government con-
tracts is reasonable in accordance with FAR 31.205-6(b).

e. Evaluate and test the contractor's control activity over the market comparison process
to determine that:

(1) A valid match is obtained when comparing the job descriptions and career
levels for the contractor’s job(s) included in the market comparison process and the job de-
scriptions and career levelsfor the job(s) included in the market pay survey(s).

(2) The relevant labor market selected for those jobs included in the market com-
parison process takes into consideration the factors identified in FAR 31.205-6(b)(2) that are
representative of the labor market for the job being evaluated.

(3) The actua wages and salaries paid by the contractor to its employees for ser-
vices rendered in the performance of Government contracts remains reasonable in accor-
dance with FAR 31.205-6(b)(2) and FAR 31.201-3 for particular employees, job classes of
employees, and/or between the compensation packages of employees in jobs included in the
same pay grade.

(4) Corrective action is taken when necessary to bring into line the actua wages
and saaries for those jobs found to have unreasonable levels of compensation. Unreasonable
levels of compensation occur when the contractor’s actual average or median rate of pay for
ajob class or grade exceeds by 10 percent the weighted average or median market rate re-
ported in the pay survey. See 6-413.4afor adiscussion of DCAA policy regarding the use of
the 10 percent range of reasonableness when eva uating compensation costs.

5-808.9 Performance of Audit Proceduresto Deter mine the Reasonableness of Wages
and Salariesfor Non-Bargaining Unit Employees

a. The second objective of a compensation system audit is to determine whether compen-
sation costs resulting from the contractor’ s compensation system are allowable and reasona-
ble in accordance with FAR 31.205-6. An adequate compensation system will provide the
auditor with sufficient evidence to determine and demonstrate in the audit working papers
the reasonableness of the contractor’s wages and salaries in accordance with the require-
ments of FAR 31.205-6(b)(2).

b. Where the auditor has determined that, due to the existence of significant internal con-
trol deficiencies, a contractor’s compensation system does not sufficiently demonstrate that
wages and salaries are reasonable in accordance with FAR 31.205-6(b)(2), the auditor must
perform additional audit procedures. The scope and direction of the additional audit proce-
dures will depend on the nature of the significant deficiencies. The determining factor is
whether the system deficiencies are such that they prevent a demonstration of reasonable-
ness. System deficiencies related to the following control activities may prevent a demon-
stration of reasonableness:

DCAA Contract Audit Manual


http:6-413.4a

5128 August 30, 2012
5-808

e Classfication of jobs, job families and career levels,

e  Pay grade assignments and pay structure design,

e Job anaysisand job descriptions, and

e Externa equity and market comparison processes.
For example, if the contractor lacks job descriptions for a significant number of its jobs, this
would prevent the demonstration of reasonableness of compensation, either by the contrac-
tor's compensation personnel, or by the auditor.

(1) When system deficiencies are such that they do not prevent a demonstration of
reasonableness, the auditor will follow the guidance at 6-413.2 and perform an independent
assessment for reasonableness. The auditor will also follow the guidance at 5-811.3 and re-
port, as asignificant system deficiency, the specific defect in the contractor’ s control activity
that is causing the compensation costs to be unreasonable and in noncompliance with FAR
31.205-6.

(2) When system deficiencies are such that they prevent a determination of the
reasonableness of wages and salaries, the auditor should not follow the guidance at 6-413.2
and should not perform an independent assessment of reasonableness. Under these circums-
tances, the auditor should follow the guidance at 5-811.3 and report the condition as a signif-
icant system deficiency. The contractor will be given time to correct the deficiencies and
then will be asked to demonstrate to the Government that the compensation system resultsin
reasonable wages and saaries. The auditor should request that contractor management pro-
vide in writing the amount of time required before they will be able to demonstrate the rea-
sonableness of its employee wages and salaries. This could be addressed in the contractor’s
written response to the draft audit report. When the contractor indicates the amount of time
needed, the auditor should coordinate with the ACO to determine if the Government should
take any other actions (e.g., contract billing withhold) to protect the Government from being
billed for potentially unreasonable compensation costsin the interim.

5-808.10 Evaluation of Employee Benefits Programs

a. Employee benefits consist of compensation other than pay for time worked.
Common benefits include health and life insurance, pensions, worker's compensation,
pay for time not worked, etc. The contractor's benefit structure should complement its
wage and salary structure(s). Benefits tend to be provided by an organization rather than
by job, except for executive perquisites and certain deferred income programs.

b. Although organizations compete over wage and salary levels more than benefit
packages, it is still necessary for the contractor to consider the competitive labor market
when establishing benefit levels. As an essentia control measure for benefit costs, the
contractor's policies should require the comparison of its absolute level of benefits to
those of its labor and product competitors. The contractor may decide to lead, lag, or
stay competitive. This requires the use of benefit survey data.

c. Benefit costs are allowable to the extent that they are reasonable and required by
law, employer-employee agreement, or an established policy of the contractor under
FAR 31.205-6(m).

d. The contractor's benefit policies should establish:

(1) the contractor's competitive objective in the overall value of the benefits
package compared to that of other firms,
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(2) eligibility requirements for various benefits and the rationale for different
probationary periods with different benefits,

(3) the flexibility in plan coverage offered to employees ("cafeteria-style"
plans or average employee plans),

(4) the method of financing the benefit plans by either noncontributory, con-
tributory, or employee financing.

e. As ameans to control costs, the contractor should establish procedures to periodi-
cally conduct cost-benefit analyses of the company's benefit plans in total and of fore-
casts of future years' costs. These may be performed as adjuncts to the yearly budgeting
process. The analyses should include determinations of the cost commitments for exist-
ing benefits programs and the costs of alternate or new benefits. If projected cost com-
mitments are prohibitive, then alternative financing such as employee contribution may
be necessary.

f. Evaluate and test the contractor's control activities over the employee benefit
package to determine that:

(1) Each element of the employee benefit package complies with the alowa-
bility and allocability requirements of FAR 31.205-6(m).

(2) The aggregate of each measurable and allowable element in the compensa-
tion package (cash compensation plus fringe benefits) is reasonable in accordance with
FAR 31.205-6(b)(2).

5-808.11 Evaluation of Employee Merit Pay Programs

As a means of increasing organizational productivity and controlling compensation
costs, the contractor may adopt pay for performance programs in place of, or supple-
mental to, general wage increases, cost of living allowances (COLA), and seniority in-
creases. Pay for performance programs include incentive and awards directly linked to
desired employee behavior, contributions, or results achieved. Merit pay programs
measure and rate employee performance through the performance appraisal system.

5-808.12 Performance Appraisal System

a. The performance appraisal system provides the mechanism by which the job hold-
er's contribution and work performance during a specific time period are identified and
documented. A formal appraisal process promotes desired organizational goal attain-
ment. Without aformal appraisal process, employees' achievements may not be directed
to desired goals and the controls and feedback to the organization are unlikely. The per-
formance appraisal system provides an organization with information used for:

(1) human resource planning,

(2) identification of employee development and training needs,
(3) compensation administration, and

(4) validation of promotional selection procedures.

b. Determine the adequacy of the contractor's methods and procedures for evaluating
employee performance and the pay rewards given for acceptable achievement of pre-
scribed goals.

c. An adequate performance appraisal system should include:
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(1) Policies that outline the kinds, format, and sufficiency of documentation re-
quired for each employee performance appraisal.

(2) Established evaluation periods and dates for completion of appraisal forms.

(3) Standardized appraisal formats for each system or type of appraisal system.

(4) Performance dimensions of a job to facilitate accurate and objective mea-
surement of performance.

(5) An established rating scale with performance intervals such as unacceptable,
acceptable, good, and superior performance and performance standards for each interval
of performance.

(6) Required periodic training for all raters in the policies and procedures of the
organization's appraisal system and in rating skills.

(7) Provisions for periodic program maintenance.

(8) Monitoring of performance appraisal ratings in appropriate groupings to eva-
luate training needs, provide feedback to managers and reports to senior management on
the adequacy of the system and/or what needs improvement.

d. Performance-based pay plans include short- and long-term incentive pay plans and
gain-sharing plans. Incentive pay plans establish a standard of accomplishment to which
worker performance is compared to determine the level of increases. It can be a group
or organizational goal. Incentive and gain-sharing plans involve three forms of payment:
base pay, commission, and bonus. Review 6-414 for applicable guidance regarding
compensation for employees who pose a higher risk pursuant to FAR 31.205-6(a)(6).
An adequate performance-based pay plan should include:

(1) Documented policies and procedures.

(2) Established methods of rate determination or standard performance measures
and guidelines on the relationship between the performance and the amount of award or
incentive pay.

(3) Therulesfor eligibility for participation.

(4) Anincentive fund based on a documented formula.

(5) Documentation requirements for the basis for the awards.

(6) Established timing of the evaluation and payment of award.

5-809 Training

a. Compensation administration employees should receive adequate training on those
aspects of the compensation system which impact their respective duties and responsibili-
ties. Adeguate training is an important factor in the effective implementation of any sys-
tem. When determining the adequacy of the training, the following factors should be con-
sidered: source of the training (e.g., American Compensation Association, university,
etc.), method of training (e.g., formal course/seminar, self-study course, etc.), and the
amount of training received over a period of time (e.g., the last year). When reviewing the
contractor's training activities, the auditor should evaluate whether or not the contractor
has a formal plan for ensuring that pay administration employees are kept apprised of de-
velopments within the pay administration profession as well as changes in the contractor's
compensation system.

b. Evauate the contractor's training system to determine that:

(1) Adequate training is provided in the application of Government procurement
laws and regulations for employees involved in compensation administration.
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(2) Compensation professionals receive adequate on-going training and continu-
ing education in the field of compensation, in the use of advanced pay structure design,
and in maintenance and administration techniques including appropriate documentation
procedures.

(3) Employee training modules are periodically reviewed and updated.

5-810 Compensation System — Information Technology System Internal Controls

a. Where information technology (IT) is used in significant financial applications,
control procedures are sometimes defined by classifying them into two types, IT general
controls or IT application controls. Whether the control procedures are classified by the
auditor as general or applications controls, the objectives of control procedures remain
the same: to provide reasonable, but not necessarily absolute, assurance that assets are
safeguarded from unauthorized use or disposition and that financial and cost records are
reliable to permit the preparation of financial statements and cost representations.

b. The auditor should evaluate the IT general controls and the compensation system
application controls to determine if they have been designed according to management
direction, GAAP, and applicable Government regulations and that control procedures
are operating effectively to provide reliability of and security over the data processed.

c. General controls are comprised of:

(1) organization and operation controls,

(2) systems development and documentation controls,

(3) hardware and systems software controls, and

(4) data and procedura controls. (See 5-400 for a more detailed explanation of
general internal controls.)

d. Compensation system application control procedures are applied to the input,
processing, and output phases of this single IT application. In contrast, general controls
affect all applications and operational elements of al IT systems. Separate control pro-
cedures are developed for each unique application system, such as billing, MMAS, and
in this instance, compensation. Although some application control procedures affect
only one or just a few control objectives, most of the control procedures are designed to
prevent or detect several types of errorsin most or all phases of the application. (See 5-
1400 for amore detailed explanation of application internal controls.)

5-811 Compensation System Review and Audit Results
5-811.1 Preliminary Findings

Discuss audit findings with the contractor during the audit to confirm factual accura-
cy. At the completion of the field work, summarize all tentative findings and conclu-

sions and coordinate with the ACO. If the ACO does not support the audit position,
immediately inform the regional office.
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5-811.2 Exit Conference

a. After resolving any differences with the ACO, hold an exit conference in accor-
dance with 4-304 to discuss the findings with the contractor. Include the contractor's
reactions in the working papers and the report.

b. During these discussions, address the total variance between the cost of the com-
pensation element challenged and that of the comparison point of the comparative sur-
vey data used to establish the unreasonable elements. However, challenge costs only to
the extent they exceed the 10 percent range of reasonableness (see 6-413.4).

5-811.3 Corrective Action Plans

a. If the contractor concurs with the findings, request that it submit a specific time-
phased corrective action plan for reducing compensation costs to reasonable levels and
correcting related system deficiencies. If the contractor disagrees with the findings, re-
quest that it provide documentation justifying the reasonableness of the compensation
elements challenged. Send the contractor a letter summarizing the conference discus-
sions and request either the time-phased corrective action plan or the justification do-
cumentation. Send the ACO an information copy of the letter.

b. Contractor management is responsible for establishing and implementing correc-
tive action plans to resolve system deficiencies and unreasonable compensation levels.
The contractor is in the best position to evaluate and implement action plans. Action
plans are expected to correct system deficiencies and eliminate trends of unreasonable
compensation within a reasonable period of time. However, contractors are expected to
initiate corrective action as quickly as practicable. A contractor is normally expected to
reduce starting salaries and delay within-grade increases almost immediately and to
make major strides to bring compensation costs under control within 12 months. Audi-
tors are expected to advise ACOs of the adequacy and timeliness of contractor action
plans to resolve system deficiencies and the resulting unreasonable compensation.

5-811.4 Major Compensation Plan Revisions

Challenge increased compensation costs resulting from major revisions to existing
compensation plans or new plans introduced by the contractor if the contractor has not
provided the cognizant ACO either before implementation or within a reasonable period
after it, an opportunity to evaluate the allowability and reasonableness of the changes. See
FAR 31.205-6(a)(4) and 31.201-3.

5-811.5 Major Redeter minable Contracts
For major re-determinable contracts, consider recommending in price proposal reports
that a ceiling be placed on labor escalation and fringe benefit costs. Another approach is

for the ACO to enter into an advance agreement with a contractor limiting labor escalation
and fringe benefit costs on all contracts.
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5-812 Compensation System Review and Audit Report
5-812.1 General Reporting Considerations

a. After each compensation audit, issue an audit report to the ACO following the gen-
eral guidance set forth in 5-100 and 10-400, as amplified below. If related audits or re-
views by any other organization have recently taken place, incorporate the results into the
compensation audit report, if feasible. Auditors should follow the guidance in 4-1000
when relying upon the work of others.

b. Because FAR 31.205-6 addresses some compensation elements only in genera
terms of their reasonableness and others in specific terms of allowability along with gen-
eral reasonableness, the specific subsections referenced in the opinion paragraph should
relate to the scope of the audit.

c. The purpose paragraph should accurately describe the systems audited. If the con-
tractor has more than one compensation system or pay structure, the purpose paragraph
should identify which systems or structures are the subject of the audit. All subseguent
paragraphs should address each of the systems audited. If one system has a deficiency not
shared by others, that deficiency should be separately identified to the particular system or
pay structure.

d. Each CSR serves as the starting point for the next CSR for the same compensation
system or pay structure, and establishes the basis for converting the findings of the next CSR
to amonetary equivaent. It istherefore critical for system control deficiencies to be reported
even if the current CSR does not disclose that those control weaknesses are causing unrea-
sonable costs.

e. For compensation paid to top executives, owners, and other high risk employees
(see 6-414), it may be appropriate to issue a separate report with the scope and reporting
of results restricted solely to the reasonableness of compensation paid or proposed for
those individuals. Such an audit report would specifically exclude an opinion on the
adequacy of any systems in relation to the high-risk compensation if there is not ade-
guate control within the system to assure that it is consistently applied to such em-
ployees.

5-812.2 Reporting on CSR Results of Audit

a. If the contractor's compensation system is determined generally adequate, the fol-
lowing statement would be appropriate in the results of audit:

“In our opinion, the contractor's compensation system is adequate to consistently pro-
vide reasonable employee compensation costs to Government contracts in accordance
with FAR 31.205-6 (a) and (b).”

This paragraph should be appropriately modified if some compensation subsystems or pay
structures are not subject to adequate control to ensure that the compensation produced
will continue to be reasonable in the future.
b. If the CSR determines that:
(1) Some systems or pay structures within the contractor’ s compensation system are
deficient, or
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(2) Some positions or individuals have inadequate internal controls over their com-
pensation to assure consistently reasonable compensation, the control deficiencies will be
reported even if the CSR does not find unreasonable costs caused by those deficiencies.
This reporting will establish that the Government has noted the potential problem and
reserves the option to question any unreasonable costs caused by those deficiencies in the
future.

c. If unreasonable compensation is found, the results of audit section of the audit report
may state:

“In our opinion, under the contractor's current compensation system, cost avoidance
in the amount of $1.6 million, of which $1 million is allocable to Government pro-
grams, was determined for pay grades identified in [applicable appendix or audit re-
port section]. These costs were determined to be unreasonable under FAR 31.205-
6(b).”

d. This statement should be followed by briefly describing the condition(s) or system
deficiencies that resulted in the unreasonable findings and how the correction of the defi-
ciencies could result in cost avoidance per 10-400.

e. When unreasonable costs are identified in the audit report, the following should be
included:

(2) A listing of the contractor's jobs for which compensation levels are unreasona-
ble.

(2) An estimate of the unreasonable compensation costs for each job.

(3) The methodology used and basis for determining that compensation costs are
unreasonable and how all of the relevant factors were considered.

(4) A description of the surveys used for making the FAR comparison tests.

(5) The contractor's response to the audit findings (and, if appropriate, the auditor's
rebuttal).

(6) A copy of the contractor's proposed corrective action plan along with auditor
comments on its adequacy and timeliness.

(7) A recommendation that the ACO put the contractor on notice of the Govern-
ment's intent to disallow unreasonable compensation costs if the contractor fails to take
timely corrective action. Such a notice by the ACO should identify the first period during
which it would be feasible for the contractor to make significant changes to its system.
This“period of corrective action” should be determined on a case-by-case basis but should
generaly be the first full 12 months after the audit report is issued. The notice should also
state that starting after the period of corrective action unreasonable compensation costs,
both actual and projected, will be questioned. If the ACO issues a notice of intent, we will
guestion al unreasonable compensation costs, actually incurred or proposed, for periods
after the period of corrective action.

f. Audit reports issued on price proposals and rate agreements will question all unrea-
sonable compensation costs proposed for periods after the period of corrective action.

5-812.3 CSR Reporting Considerations for Employee Fringe Benefits
All audit reports will contain the following qualifications relating to fringe benefits:

a. Scope: Modify this paragraph to refer to the "Qualifications' paragraph below.
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b. Qualifications: Include within this paragraph a statement to the effect that the
results of audit expressed in this report are qualified to the extent that subsequent au-
dits by DCAA, the contract administration office, or others, of insurance, pension,
and other fringe benefits may supplement the findings of this audit. When aware that
specific audits are already in process or planned, state this information and identify
the specific areas to be covered. In addition, determine if a recent DCAA or DCMA
insurance and pension audit or review has taken place. If so, incorporate the results, if
feasible, into the compensation system audit report. If incorporated, state this fact and
reference the specific DCAA or DCMA report number and date. (See 5-1303 for
guidance on insurance/pension reviews.)

c. Results of Audit: Always qualify this paragraph by referring to the “ Qualifications’
paragraph.

d. If, after giving consideration to offsets, fringe benefits in total and by individua ee-
ment are within the range of reasonableness, include the following statement in the "Results
of Audit" paragraph:

"Our audit disclosed no employee benefit costs considered unreasonable under FAR

31.205-6 (a) and (b)."

e. If acontractor cannot justify employee benefit costs that significantly exceed the aver-
age of the comparison data by more than 10 percent (after giving consideration to appropri-
ate offsets), include the following information in the report:

(1) A statement in the results of audit paragraph that our audit disclosed that compen-
sation costs for employee benefits are unreasonable under FAR 31.205-6 (&) and (b).

(2) A recommendation (in the results of audit paragraph) that the ACO issue the con-
tractor a written notice of the Government's intent to disallow future unreasonable benefit
costs.

(3) A listing of each unreasonable employee benefit element, identifying the unrea-
sonable costs for each, and a listing of unreasonable incurred employee benefit costs ques-
tioned per FAR 31.205-6(a)(4) and 31.201-3.

(4) A summary or copy of the supporting documentation or action plan provided by
the contractor.

5-812.4 Dispositioning CSR Report Findings

a. Except as noted in d. below, unreasonable compensation is not questioned for periods
prior to completion of the “period of corrective action” [Refer to 5-812.2e.(7)] when unrea
sonable compensation costs are found during a compensation system audit and a prior CSR:

(1) Audited the compensation system asiit is currently,

(2) Determined that the compensation system audited was acceptable at the time of
the prior audit; and,

(3) Determined that the costs produced by that system were acceptable at the time of
the previous CSR.

However, cost avoidance estimated for a 12 month period after the period of corrective
action is recorded. Forward pricing rates for periods after the period of corrective action
should also be adjusted. [Refer to 9-308, Incorporating Cost Avoidance Recommendations
Into Price Proposal Audits, and 9-1200, Forward Pricing Agreements, for further guidance.]

b. If prior CSRs identified unreasonable compensation and the Contracting Officer (CO)
issued a Notice of Intent to Disdlow Costs (FAR 42.801), then al compensation costs that
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are unreasonable after the alowed period of corrective action should be questioned in for-
ward pricing audits, proposas, and incurred cost audits. If the CO has not made a final de-
termination on the unreasonable costsin a CSR, continue to question any unreasonable com-
pensation for periods after the period of corrective action until afina determination is made.
If a CSR report discloses unreasonable compensation and the CO dispositions the audit re-
port without supporting the unreasonable compensation, subsequent unreasonable compensa-
tion should not be questioned based on that audit.
c. Costs should be questioned for all periods of incurred costs and forward pricing if un-
reasonable costs are produced by:
(2) Failure to adhere to the previoudy audited system;
(2) Changes to compensation systems previously audited if the changes have not been
audited; or,
(3) Pay structures or portions of systems previoudy audited which were found to be
unacceptable or lacking controls at the time of the previous CSR.
d. Some contractors will have some pay structures, usualy for executives or owners,
which should be questioned for all periods if the compensation is found to be unreasonable.
See 6-414 for additiona information on specia considerations of executives and owners.
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5-900 Section 9 --- Audit of Labor System Internal Controls
5-901 Introduction

a. This section provides guidance for auditing contractor labor interna controls to
evaluate the adequacy of the contractor's labor system and assess control risk related to
the allowability and alocability of labor costs charged to Government contracts. The
reasonabl eness of |abor costs is addressed in 5-800 (Compensation System Reviews), 6-
412 (Evaluation of Quantitative and Qualitative Utilization of Labor) and 6-413 (Rea-
sonableness of Compensation Costs).

b. Refer to 5-101 for the auditor's fundamental requirements on obtaining and docu-
menting an understanding of a contractor's internal control and assessing control risk.

5-902 Background Information

a. Labor costs are usually the most significant costs charged to Government con-
tracts, and usually comprise the base, or the largest element in the base, used for allocat-
ing indirect costs. Historical labor costs are often used to estimate labor for follow-on or
similar item Government contracts. Unlike other cost items, labor is not supported by
third party documentation such as an invoice, purchase order, or receipt. Contractor
personnel have complete control over the documents or devices of origina entry,
whether they consist of timecards, electronic media, or some other means. Responsibili-
ty for accuracy is diffused throughout the contractor's organization. Consequently, the
risks associated with the accurate recording, distribution, and payment of labor are al-
most always significant.

b. To assess control risk on the labor system as low and reduce substantive testing,
the contractor's system should have:

(1) An effective method to monitor the overal integrity of the La-
bor/Timekeeping System.

(2) An effective employee awareness training program to reasonably assure that
all employees are aware of the importance of proper time charging.

(3) Effective procedures for labor authorizations/approvals to facilitate the proper
accumulation and recording of labor costs to cost objectives.

(4) Effective procedures for timekeeping to reasonably assure that labor hours are
accurately recorded and that corrections to timekeeping records are documented, autho-
rized, and approved.

(5) Effective procedures for labor distribution to reasonably assure the proper
recording of labor costs to cost objectives.

(6) Effective procedures for labor cost accounting to reasonably assure that labor
charges to the Government are in compliance with promulgated Cost Accounting Stan-
dards, generally accepted accounting principles, and contract terms/clauses.

(7) Effective procedures for payroll preparation and payment to reasonably assure
independent preparation of the payroll, and that pay rates are appropriately authorized
and accurate.

(8) Effective procedures for labor transfers and adjustments to reasonably assure
that they are documented and approved.
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5-903 General Audit Policy

Refer to 5-103 for DCAA's general audit policy for the audit of contractor account-
ing and management systems and related internal controls.

5-904 Audit Objectives

a. The purpose of the audit is to evaluate the adequacy of and the contractor's com-
pliance with the labor system's internal controls. The objective is to assess control risk
for the alowability and allocability of labor costs charged and billed to Government
contracts.

b. Refer to 5-104 for DCAA's primary objectives for auditing the contractor's ac-
counting and management systems.

5-905 Scope of the Audit

a. While the nature and extent of audit effort depends upon contractor size, amount
of Government business, and audit risk (materiality and sensitivity), the audit scope
should be consistent with the guidance in 5-105.

b. Controls for interrelated audit concerns regarding the adeguacy of the contractor's
other major systems (e.g., IT General Internal Controls, Estimating, etc.) will be audited
under separate assignments. While the controls for these areas are not part of this audit,
the results of all audits of these interrelated controls must be considered in forming an
overall audit conclusion on the labor system internal control and also commented on in
the related audit report.

¢. In many instances, control activities may be embedded in the contractor's IT sys-
tem. In these cases, the auditor should adequately document and test the automated por-
tions of the system and give proper consideration to the use of Computer Assisted Audit
Techniques (CAATS) (see 5-108f).

d. The extent of audit effort should also be influenced by:

(1) the types of Government contracts and their materiality

(2) sensitive audit issues

() deficiencies noted in ongoing audits (audit leads)

(4) input from the contracting officer

(5) contract provisions
These areas are discussed in 3-104 and the auditor should document the impact of these
considerations on the scope of this audit in the working papers.

e. The following paragraphs describe specific control activities considered signifi-
cant for an adequate labor system.

5-906 L abor System Management Compliance Audits
a. The existence of strong self-controls increases the reliance that can be placed on
the cost representations from that system. Therefore, the contractor should have policies

and procedures for monitoring its labor system, including regular compliance audits, to
ensure the timely and accurate recording, distribution, and payment of labor costs.
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These policies and procedures should be well defined, reasonable in concept, and effec-
tively implemented by contractor personnel.

b. As a minimum the contractor should conduct regular internal control compliance
reviews. These compliance reviews should address the following areas: the adequacy of
written procedures, employee knowledge and compliance with policies and procedures,
consistency with which the policies and procedures are applied and by whom, and time-
ly follow-up action on deficiencies.

(1) Types of Reviews. The contractor may perform internal compliance audits by
monitoring in the form of physical observation ( floor checks), by testing labor charges
for accuracy, by reviews of performance or exception reports, by requesting external
audits, or by using a combination of techniques.

(2) Adequacy of Compliance Review Procedures. Whatever the form of the com-
pliance reviews, there should be procedures which identify the intervals of performance
of the reviews, the personnel responsible for performance of the reviews, the areas to be
covered during the reviews, the specific steps to be performed in the reviews, the docu-
mentation needed to demonstrate the procedures have been performed, and the require-
ments for follow-up action.

(3) Overal Adequacy of Compliance Reviews. The adequacy of the compliance
reviews should be assessed in accordance with the criteria in 4-1000. The reviews
should be performed in accordance with written procedures and by personnel possessing
the level of competence, independence, and objectivity required of a reviewer. The
scope and depth of audit should be consistent with the contractor's risk assessment level
and sufficient to identify outdated written procedures, inconsistent application of the
procedures, lack of employee knowledge or compliance with the written procedures, or
untimely follow-up actions.

5-907 Review of Employee Awareness Training

a. Policies and Procedures. The contractor should have policies and procedures for
training employees to reasonably assure that all employees are aware of the importance
of proper time charging. The training should cover indoctrination for new hires, man-
agement's responsibility for the accuracy of accounting for labor charges, refresher
courses for existing employees, explanations of penalties for mischarging, the impor-
tance of segregation of duties, and a system of feedback to provide an opportunity for
employees to report any suspected mischarging or violation. When evaluating contractor
policies and procedures for employee awareness training, the auditor should consider
whether there is formal company-wide timekeeping and labor charging training, and
whether there is documentation to verify that the training has occurred (e.g., presenta-
tion and handout material, sign-in logs, and memoranda of attendance.).

b. New Hire Training. New hires should be trained on proper timekeeping shortly
after being hired. The training should include proper timekeeping procedures and the
penalties associated with the statutes on false claims and false statements (see 5-907.d).
Further, those employees with contractual responsibilities should be made aware of the
FAR, DFARS, CAS, and contract provisions. Specific responsibility should be placed
on an individual or group to perform the training.

c. Management's Responsihility. It is critical to labor charging internal control sys-
tems that management continues to emphasi ze the employee’ s independent responsibili-
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ty for accurately recording time charges. The contractor should have training programs
stressing management's responsibility to provide for the accurate recording of labor
hours.

d. Refresher Courses. The contractor should have periodic refresher courses on prop-
er timekeeping and labor charging practices, as shown in 5-907a. above, especialy for
employees found not to be complying with company labor charging procedures.

e. Penalties for Mischarging. Individual employees must be constantly, although
unobtrusively, made aware of controls that act as an effective deterrent against viola-
tions. There should be an explanation of the penalties for knowingly mischarging time.
This would include penalties imposed by the company and those by the Government
(i.e.,, False Claims Act). Many businesses accomplish this by emphasizing the impor-
tance of timecard preparation in staff meetings, employee orientation, and through post-
ing of signs throughout the workplace, which remind employees of the importance of
accurate and current timecards.

f. Segregation of Duties. The contractor should have training programs that stress the
importance of maintaining a segregation of duties for labor-related activities to prevent
the appearance of and opportunities for improprieties. For example, the responsibility
for timekeeping and payroll accounting should be separated. In addition, supervisors
who are accountable for meeting contract budgets should not have the opportunity to
initiate or change employee time charges.

0. Feedback system. The contractor should have a system of feedback to provide em-
ployees an opportunity to report to management any suspected mischarging or violations
of the contractor’s system of interna controls, with anonymity guaranteed. In addition,
appropriate fraud hotline posters must be displayed (see CAM 5-306.4).

5-908 Labor System Authorization/Approvals

The contractor should have procedures to facilitate the accumulation and recording of
labor costs to cost objectives for the purpose of determining proper cost reimbursement on
Government contracts. These procedures should address the control and issuance of work
authorizations, as well as the detail descriptions required for labor documentation. When
evaluating the contractor's policies for labor authorizations/approvals, the auditor should
consider whether the policies and organizationa structure provide for adequate control over
work authorizations to assure the integrity of labor recording.

5-908.1 Control and I ssuance of Work Authorizations

The contractor should have procedures to ensure the segregation of duties for work au-
thorizations and/or job assignments, to the extent practical. The work authorizations/job as-
signments should be controlled and issued by individuals independent of those responsible
for performing the work. A critical control is the procedure used to open and close work
authorizations. These controls decrease the potential for circumventing cost targets or celil-
ings.
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5-908.2 Work Descriptions

The contractor should have procedures for the preparation of labor documentation/work
descriptions that require clear identification of the nature of the work performed. The work
descriptions should provide enough detail to be trackable to the intermediate or final cost
objective, and describe if the effort is dlowable or unalowable/direct or indirect. Work de-
scriptions should be sufficiently detailed to determine the allocability of the labor charges to
Government contracts.

5-909 Evaluation of Timekeeping

The contractor should have procedures to assure that labor hours are accurately recorded
and that any corrections to timekeeping records are documented, including appropriate au-
thorizations and approvals. When evaluating the contractor's timekeeping procedures, the
auditor should consider whether the procedures are adequate to maintain the integrity of the
Timekeeping System.

5-909.1 Manual Timekeeping Systems

Procedures for manua Timekeeping Systems should provide for the accurate and com-
plete recording of labor hours, as well as appropriate controls to ensure corrections to labor
records are accurate and authorized. Generally, they may be categorized as procedures that
pertain to:

a Supervisory observation of employee arrival and departure to prevent improper clock-
in/clock-out.

b. Employee possession of timecard/timesheet.

c. Employees prepare their timecardsin ink, as work is performed.

d. Only one card/sheet is prepared per employee per period; cards/sheets are preprinted
with employee name and identification number; and cards/sheets are turned in to the desig-
nated timekeeping office or collected by an authorized person.

e. Precoded datais printed on the job cards for identification purposes.

f. Direct labor employees record their time no less often than daily. Sufficient formal
subsidiary records are maintained, if necessary, to assure accurate time recording and allocat-
ing of labor costs to intermediate and final cost objectives when multiple jobs are worked in
aday.

g. Corrections are made in ink, initialed by the employee, properly authorized, and pro-
vide asufficient and relevant explanation for the correction.

h. Employees and supervisors sign the timecards/timesheets in accordance with proce-
dures, verifying the accuracy of the recorded effort.

5-909.2 Automated Timekeeping Systems

Procedures for automated Timekeeping Systems should provide for the accurate and
current recording (e.g., no less than daily) of labor hours by authorized employees, as well as
appropriate controls to ensure corrections to labor charges are accurate and authorized. Gen-
eraly, they may be categorized as procedures that pertain to:

a Only the employee uses their l1abor charging instrument to access the labor system.
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b. Employee badge issuance is sufficiently controlled so that no number is duplicated and
badges are not issued to unauthorized persons.

c. Procedures are in place which require the employee to report lost badges promptly.

d. Changes are initialed, authorized, and dated by the employee and supervisor and in-
clude adescription of the reason for the change. This may be done electronically.

e. A verifiable audit trail processisin place that collects al initial entries and subsequent
changes.

5-910 Evaluation of Labor Distribution

The contractor should have palicies to reasonably assure the proper recording of labor
costs to cost objectives. These policies should address the reconciliation of labor hours be-
tween labor distribution summaries and Timekeeping/Payroll Systems, recording of both
compensated and uncompensated hours worked, and maintenance of an audit trail.

5-910.1 Reconciliations

The contractor should have procedures which require that the total labor hours reflected
in labor distribution summaries agrees with the total labor charges as entered into the Time-
keeping and Payroll Systems. This reconciliation attests that the labor charges to contracts
represent actual paid or accrued costs and that such costs are appropriately recorded in the
accounting records. Each employee's time charge should be distributed as recorded.

5-910.2 Recording Hours Wor ked

The contractor should have procedures to ensure that al hours worked are recorded,
whether they are paid or not, to assure the proper distribution of labor costs. This is neces-
sary because labor rates and labor overhead costs can be affected by total hours worked, not
just paid hours worked (also see 6-410).

5-910.3 Audit Trail

The contractor should have procedures that require the generation of an audit trail
which documents distribution of direct and indirect labor charges to the appropriate cost
objectives (e.g., a labor distribution report.). When evaluating the contractor's proce-
dures, the auditor should consider whether direct and indirect labor charges are sup-
ported by sufficient evidential matter to verify the allocability to final cost objectives,
and that they are traceable to time cards and approved work authorizations.

5-911 Audit of Labor Cost Accounting

The contractor should have procedures to reasonably assure that labor costs charged
to the Government are in compliance with promulgated Cost Accounting Standards,
generally accepted accounting principles, and contract terms/clauses. The procedures
should address concerns such as: sensitive labor accounts, briefing of contract terms,
directly associated unallowable labor costs, lump-sum wages, overtime authorization,
uncompensated overtime, and records retention.
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5-911.1 Sensitive Labor Accounts

The contractor should have procedures to audit significant increases and decreases in
sensitive labor accounts for reasonableness and allocability. These procedures should
also address changes in labor charging practices to assure consistency with CAS and
FAR. Audit effort in this area may help satisfy MAAR 7 (changes in charging di-
rect/indirect cost) and MAAR 8 (comparative analysis-sensitive labor accounts).

5-911.2 Briefing of Contract Terms

The contractor should have policies and procedures which address briefing of special
contract terms and advance agreements relative to alowability and allocability of Iabor
costs (See 3-200). The contractor should identify all contract terms with Government
costing implications such as military standards, overtime, and skill mix requirements, to
ensure compliance with those terms.

5-911.3 Directly Associated Unallowable Labor Costs

The contractor should have procedures that require that direct and indirect labor
costs directly associated with unallowable costs be identified and segregated. When
evaluating the contractor's procedures for unallowable labor costs, the auditor should
consider whether the chart of accounts and the contractor's disclosure statement ade-
guately identify and describe the treatment of these costs.

5-911.4 Lump-Sum Wages

The contractor should have procedures to ensure that lump-sum wages resulting
from union contracts are accounted for in accordance with EITFIS 88-23 (see 7-2119).
The matching concept requires that lump-sum payments benefiting future periods
should be deferred and amortized over the period benefited (i.e., the period covered by
the union contract).

5-911.5 Overtime Authorizations

The contractor should have procedures that address overtime authorization reguire-
ments prescribed by FAR 22.103. Such procedures, if applicable, ensure that:
(1) overtime is necessary to meet delivery requirements,
(2) overtime is necessary to meet performance requirements, or
(3) overtime is necessary to make up for delays beyond the control or without the
fault or negligence of the contractor (see 6-409 and 6-410).

5-911.6 Recor ds Retention
The contractor should have policies and procedures that address retention of labor
records to comply with current FAR requirements. These procedures should address the

retention of labor records such as payroll records, |abor distribution records, work authoriza-
tions, and timecards.
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5-912 Review of Payroll Preparation and Payment

The contractor should have procedures to provide reasonable assurance that payrolls are
prepared by persons independent of those responsible for the timekeeping operation and
actual payroll payment, and pay rates and labor hours are appropriately authorized and accu-
rate. (See 6-407).

5-912.1 Segregation of Duties

The contractor should have procedures to ensure that there is a segregation of responsibil-
ities between timekeeping and payroll. These procedures are necessary to reduce the oppor-
tunity for any person to bein a position to both perpetrate and concea errors or irregularities
such as fictitious employees, improper time charges, etc.

5-912.2 Accuracy of Labor Costs

The contractor should have policies and procedures that address the accuracy of the labor
costs, particularly that pay rates in effect are supported by written authorization from the
personnel department or other authorized source. When evauating the contractor's policies,
the auditor should aso consider whether cross-checks are required (either manua or auto-
mated) for verifying the accuracy of names, rates of pay, hours worked, extensions, and ac-
counting distributions. Labor hours used in the payroll process should be based on the labor
distribution records.

5-913 Review of Labor Distribution, Transfers, and Adjustments

The contractor should have procedures to provide reasonable assurance that labor trans-
fers or adjustments of the labor distribution are documented and approved. These procedures
should address management review and approva of labor transfers, labor distribution edit
errors, and review and correction of labor errors. Particular attention should be given to IT
assisted "on-line" adjustments. In these cases, controls should be in place to ensure that un-
authorized or undocumented adjustments are prevented or detected in atimely manner.

5-913.1 Review and Approval of Labor Transfers

The contractor should have procedures that provide for a system of documenting, approv-
ing, and reviewing the transfer of labor costs from one cost objective to another by proper
management officials. Written justification should be required for any such transfer, to en-
sure the proper alocation of labor costs to final cost objectives. Audit effort in this area may
help satisfy MAAR 10 regarding adjusting entries and exception reports for labor.
5-913.2 Labor Distribution Edit Errors

The contractor should have procedures to ensure that labor distribution edit errors are
processed into a suspense account and billed to customers only after correction.
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5-913.3 Evaluation and Correction of Labor Errors

The contractor should have procedures to ensure that reports of suspense labor and edit
errors are generated and provided to the appropriate personnel for review and corrective
action. These corrections should be adequately explained, and endorsed by both the em-
ployee and supervisor.

5-914 Labor System - Information Technology System Internal Controls

a. Where information technology (IT) is used in significant financia applications, con-
trol activities are sometimes defined by classifying them into two types, IT general con-
trols or IT application controls. Whether the control activities are classified by the auditor
as general or application controls, the objectives of control activities remain the same, to
provide reasonable, but not necessarily absolute, assurance that assets are safeguarded
from unauthorized use or disposition and that financial and cost records are reliable to
permit the preparation of financial statements and cost representations.

b. The auditor should evaluate the IT general and labor system application controls to
determine if they have been designed according to management direction, GAAP, and
applicable Government regulations and that internal controls are operating effectively to
provide reliability of and security over the data processed.

c. General controls are comprised of ;

(1) organization and operation controls,

(2) systems development and documentation controls,

(3) hardware and systems software controls, and

(4) data and procedural controls. (See 5-400 for a more detailed explanation of gen-
eral internal controls.)

d. Labor system application control activities are applied to the input, processing, and
output phases of this single IT application. In contrast, IT genera controls affect all sys-
tem applications and operational elements of all IT systems. Separate control activities are
developed for each unique application system, such as billing, MMAS, and in this in-
stance, labor. Although some application control activities affect only one or just a few
control objectives, most of the control activities are designed to prevent or detect several
types of errors in most or all phases of the application. (See 5-1400 for a more detailed
explanation of application internal controls.)

5-915 Internal Control Reporting

The auditor should follow the guidance in 5-110, 10-200, and 10-400 for reporting
on internal controls relative to the contractor's accounting and management systems.
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5-1000 Section 10 --- Audit of Indirect and Other Direct Cost System Internal Controls
5-1001 Introduction

a. Refer to 5-101 for the auditor's fundamental requirements on obtaining a